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Executive Summary

This deliverable outlines the structure, requirements, and specifications of the CyberSecPro
education and training programme. The main findings of this deliverable are as follows:

1.

By following four selection criteria (namely market demand, relevance to the European
Cybersecurity Skills Framework (ECSF), availability of education and training
resources, as well as importance to the effective protection of European cyber
infrastructure and systems) ten knowledge areas have been identified that will set the
scope of the CyberSecPro education and training programme. By the careful analysis
and selection of these knowledge areas, the general structure of the programme is
established and direction to the CyberSecPro partners in the continuation of the project
provided.

The existing education and training offerings by CyberSecPro partners have been
mapped to the identified knowledge areas, and relevant training modules have been
selected. This ensures that the programme is built upon established resources and
expertise.

The constraints and requirements for the adoption of the CyberSecPro programme have
been analysed, encompassing business, technical, legal, social, and financial barriers.
Solutions to overcome these barriers have been presented, emphasising the need for
strategic planning, effective communication, and persistent efforts. These findings help
anticipate and address potential blockages in the programme's implementation,
achievement, and validation.

A total of 68 user stories and 461 requirements for the implementation of the dynamic
curriculum management (DCM) system have been developed. These requirements
have been categorised into functional, non-functional, constraint, and supplemental
requirements, with different levels of priority. They will serve as the foundation for the
subsequent stages of development and implementation of the DCM system.
Assessment criteria for the selection of a DCM system have been established, and
available systems on the market have been evaluated accordingly. Moodle has been
identified as the chosen system. An analysis was conducted mapping the previously
identified requirements to Moodle to uncover areas where the system already meets the
requirements and areas where modifications or adaptations need to be made. This
ensures that the chosen system is able to meet the specific needs of the CyberSecPro
education and training programme.

By addressing these key findings, the CyberSecPro education and training programme can be
designed and implemented effectively, providing a comprehensive and relevant training
experience for participants while overcoming any potential challenges
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Glossary of Terms

C

CyberSecPro training programme

will consist of training modules that can be offered individually or as a package; it will
not lead to any certification or degree or career paths; it will be used to enhance existing
training offers to close the gaps between academic training supply and marketing
professional demands.

CyberSecPro training modules

comprises courses, mini-courses, lectures, cyber hands-on exercises, cyber hackathons,
cyber mornings & events, cybersecurity games, red/blue team exercises, summer
schools, workshops, ad-hoc sector-specific seminars, on-demand mini-technological
courses, and crisis management training.

CyberSecPro syllabus

Every training module will be accompanied by a syllabus that will include information
like Learning Outcomes; Who should attend; Relative conventions and standards;
Prerequisite competencies (skills & knowledge); training module outline; List
tools/access rights of tools, manuals, handbooks and handouts the delegates receive
during the training; training tools that will be used; Assessment methods; Exams; Study
time (physical and online learning).

A standard template for a CyberSecPro syllabus will be finalised in D4.1 (‘CyberSecPro
training Operational Plan’), and it will be used in all CyberSecPro training modules.

CyberSecPro training material

corresponds to all material that will be used by the educator/trainer to provide the
CyberSecPro training module.

CyberSecPro sector-specific training modules

CyberSecPro training modules that will concentrate on the sectors of health, maritime,
and energy. The modules will be shaped around real-life challenges in collaboration with
the HEIs, companies and industries adapting their content and approach to the specific
knowledge areas, and parametrizing the training tools and practical exercises
accordingly.

A standard template for a CyberSecPro syllabus will be finalised in D4.1 and it will be
used in all CyberSecPro training modules.

CyberSecPro knowledge areas

The knowledge areas listed were based on the CyBoK Skills Framework, JRC
recommendation and mainly from the European Cybersecurity Organisation report based
on industry-academia cooperation and development work. However, the project will be
further aligned with the ECSF and the market Analyses outcomes.

XV
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CyberSecPro practical skill

The initial studies confirm the challenges of interpreting the knowledge areas, skills, and
competencies differently across EU nations and organisations. Therefore, CyberSecPro
D2.1 follows the guideline from the European Cybersecurity Skills Framework
definition, “The demonstrated ability to apply knowledge, skills, and attitudes to achieve
observable results”.

CyberSecPro competence

The initial studies confirm the challenges of interpreting the knowledge areas, skills, and
competencies differently across EU nations and organisations. Therefore, CyberSecPro
D2.1 follows the guideline from the European Cybersecurity Skills Framework
definition, “The ability to carry out managerial or technical activities and tasks on a
cognitive or practical level; knowing how to do it.”

CyberSecPro training tools

Training tools that will be used in the training of the CyberSecPro modules (the
assessment of the various tools, selection and portfolio will occur in T.2.3).

CyberSecPro training format

CyberSecPro training format describes the way how modules will be provided
ondemand, web-based, live online, In person, hybrid/mix,

CyberSecPro Dynamic Curriculum Management System

Includes all the procedures and processes that CyberSecPro will use to manage the
curriculum portfolio. The open-source learning platforms Moodle and/or e-class will be
used (since the academic partners already use it in the academic programmes) for the
CyberSecPro DCM integration. It will entail the entire curriculum creation, evaluation,
review, approval, and promotion processes. regulation compliance (e.g. GDPR).

The main requirements of the CyberSecPro DCM will be flexibility and responsiveness
to the continuously changing cybersecurity market needs. Overall, CyberSecPro
Dynamic Curriculum Management (DCM): The online Dynamic Curriculum
Management (DCM) is an online tool that will be integrated by parametrising the Moodle
or e-class open-source learning platform where the cybersecurity market needs will be
monitored, and curricula will be managed.

Xvi
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1 Introduction

1.1 Background

The issue of cybersecurity poses a significant and ongoing challenge for companies and industries across
all sectors. Extensive research and market analyses have consistently highlighted a growing shortage of
qualified professionals in the cybersecurity field, creating alarming concerns within both the private and
public sectors. As a response, the CyberSecPro project has been established to address this issue.

The main objective of the CyberSecPro project is to facilitate the practical development of cybersecurity
skills among professionals, trainers, and educators. By focusing on collaborative, multi-modal, and agile
methodologies, this programme aims to bridge the gap between academic qualifications, real-world
work experience, and the high-demand cybersecurity skills essential in today's rapidly evolving digital
landscape.

The core of the project focuses on the development of the agile CyberSecPro professional cybersecurity
practical and hands-on education and training programme. Through this program, CyberSecPro aims to
develop a proficient workforce that can successfully tackle cybersecurity challenges in both the
European Digital Single Market and industries. By cultivating an ecosystem that promotes practical skill
development and knowledge sharing, this project aims to strengthen cybersecurity defences and advance
the resilience of organisations operating in the digital age.

1.2 Scope

With the increasing prevalence and sophistication of cyber threats, the need for effective cybersecurity
training programmes has become paramount. This deliverable aims to address this need by developing
the specifications for the CyberSecPro education and training programme. The specifications refer to
both functional and technical aspects, that will be refined within this deliverable. The outcome of this
deliverable will set the foundation for the planning, organisation and implementation of the programme,
ensuring an effective execution of all project milestones and objectives.

On the functional side, this deliverable will focus on outlining the general structure of the programme.
This will be achieved by analysing and selecting the most relevant knowledge areas as well as
identifying the potential education and training modules offered within these knowledge areas.
Additionally, selected pedagogical approaches for conducting the education and training modules will
be investigated. These approaches can be utilised in WP3 and WP4 to increase the quality and foster the
continuous improvement and development of training modules.

On the technical side, an analysis of various barriers, constraints, and requirements will be conducted.
These include technical, business, societal, legal, and educational challenges that Higher Education
Institutes and Industrial Partners may face when adopting and implementing the programme and its
modules. This analysis will equip the CyberSecPro consortium with the necessary information to
address potential obstacles and create strategies to ensure successful implementation. However, it is
important to acknowledge that not all barriers can be resolved by the consortium as certain factors are
beyond their control or may excessively burden the project's development. However, by identifying
these barriers, the consortium will be better equipped to steer the project in the right direction and
potential solutions may arise along the way.

Furthermore, the specifications of the CyberSecPro Dynamic Curriculum Management (DCM) system
will be analysed. To ensure the program's effectiveness, user stories will be developed, outlining the
requirements for the DCM system. While comprehensive requirement analysis serves as a strong
foundation, it is important to recognise that these requirements can only be preliminary. Following an
agile approach, the implementation phase provides an opportunity for further refining, adapting, and
supplementing the requirements based on emerging system insights, technical challenges, and
stakeholder inputs. By embracing the potential for evolving requirements, the DCM system can be better
tailored to meet the evolving needs and effectively support the project’s objectives. In a next step,
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assessment criteria for the selection of DCM system will be presented, and existing solutions analysed
accordingly. Finally, the requirements will be matched against the chosen DCM systems, providing a
comprehensive overview of the features and capabilities available. This will lay the foundation for the
work on the DCM system in WP3.

1.2.1 Relationship with other Work Packages

This deliverable builds upon the work done in D2.1 “Cybersecurity Market Skills and Competencies
Analysis” and D2.2 “Practical cybersecurity skills offered in EU Academic Programmes”. The selection
of knowledge areas has been influenced by the findings of both deliverables. The identified
competencies and skills required by the market, as highlighted in D2.1 and the analysis of cybersecurity
courses conducted in D2.2, have been taken into consideration when determining the knowledge areas.

The selected training modules within these knowledge areas will form the foundation for T3.1, which
focuses on the development of the training programme. Additionally, the requirements for the DCM
system that are developed in this deliverable will be the basis for T3.2, in which the DCM system will
be implemented.

1.2.2 Purpose and Objective

Developing the specifications of the CyberSecPro education and training programme prior to its
implementation is crucial for ensuring its success and effectiveness. Therefore, by carefully analysing
and selecting the most relevant knowledge areas and education and training modules, the program's
general structure is established in this deliverable. This provides direction not only to CyberSecPro
partners in the continuation of the project, but also to trainers and learners, enabling them to focus on
achieving the intended goals. Furthermore, by thoroughly investigating key pedagogical aspects, the
quality and efficacy of the education and training modules throughout the project can be fostered.

Additionally, the process of developing programme specifications involves identifying potential barriers
and constraints to its adoption. By recognising these challenges beforehand, CyberSecPro can develop
strategies to overcome them and take them into consideration during the program's design and
implementation. This proactive approach to addressing obstacles creates a more effective learning
environment and ensures that potential roadblocks do not hinder the program's progress.

Furthermore, having a comprehensive understanding of the design and functionality requirements of the
DCM system is vital for the success of the CyberSecPro education and training programme. It is crucial
to determine the specific features and capabilities that trainers, learners, and institutions should have
within the CyberSecPro programme. This knowledge not only guides the platform selection process but
also helps identify areas where customisation may be needed. By analysing the requirements in detail,
the set-up process for the CyberSecPro education and training programme can be expedited, ensuring a
seamless implementation of the necessary systems.

Overall, developing specifications for a training programme before its implementation fosters a well-
organised and efficient learning experience. It ensures clarity in programme design, selection of an
appropriate platform, and understanding of potential challenges. This approach facilitates smooth
implementation and increases the likelihood of meeting the training program's objectives of offering a
practical and hands-on cybersecurity education and training programme.
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2 CyberSecPro Knowledge Areas

2.1 Introducing Knowledge Areas

As recommended by ENISA' and many other studies, further collaboration among Higher Education
Institutes (HEI) and the private sector is needed in order to address the cybersecurity market challenges
and the associated industrial demands. The current academic programmes, with their static curricula, do
not provide the dynamic capabilities and emerging skills needed in the market. The digital
transformation imposes the HEIs to enhance their role in preparing the new generation workforce or in
upskilling the existing one, putting also in practice EU ethical and democratic principles and rights. For
this HEIs need to become the main providers of cybersecurity dynamic capabilities and practical skills.
Therefore, CyberSecPro is developing flexible practical education and training modules (e.g. courses,
ad-hoc seminars, fast courses, summer schools, workshops, cyber exercises, hackathons, and cyber
games) in specific knowledge areas that are needed in the EU Digital Single Market and EU industries.
Combined they represent the agile CyberSecPro professional cybersecurity practical and hands-on
education and training programme that will complement, align, support and advance the existing
academic programmes by linking innovation, research, industry, academia and small and medium-sized
enterprises support.

In the upcoming chapter, we will determine the knowledge areas that are essential for the CyberSecPro
education and training programme. In the context of the CyberSecPro project, we understand a
Knowledge area as a specific field or domain of expertise that encompasses a set of concepts, principles,
and practices within a particular discipline or industry — in our case cybersecurity. Each Knowledge area
focuses on a distinct aspect of knowledge and seeks to develop and advance understanding in that
specific area. The careful selection of specific knowledge areas is pivotal in guaranteeing the program's
quality and, consequently, its success.

The rest of this chapter is structured as following: First, the methodology for the selection of knowledge
areas will be set out. Second, a comprehensive evaluation of the main knowledge areas obtained from
the state-of-the-art analysis and market demand survey conducted in D2.1 will be presented. This
evaluation will take into consideration the existing training offerings provided by both academic and
industrial partners at CyberSecPro that were thoroughly examined in D.2.2. Furthermore, it will also
align with the European Cybersecurity Skills Framework (ECSF) in order to assess the suitability of
these knowledge areas. Third, further considerations about additional knowledge areas will be discussed.
Last, the final set of Cybersecurity knowledge areas for the CyberSecPro education and training will be
proposed, and limitations discussed.

2.2 Methodology of Selection

2.2.1 Selection Criteria

The careful selection of specific knowledge areas is pivotal in guaranteeing the program's quality and,
consequently, its success. To maximise the potential impact of the CyberSecPro project, a multi-level
selection system was carefully chosen. The following selection criteria were considered:

! ENISA report, "Addressing the EU cybersecurity skills shortage and gap through higher education." (2021).
[online] Available at: https:/www.enisa.europa.eu/publications/addressing-skills-shortage-and-gap-through-
higher-education/@@download/fullReport.
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Figure 1: Selection criteria for CyberSecPro knowledge areas

At the core of the selection systematic are the state-of-the-art analysis and the market demand survey
that were conducted in the context of D2.1 Cybersecurity Practical Skills Gaps in Europe: Market
Demand and Analysis. The state-of-the-art analysis conducted in D.2.1 revealed that cybersecurity
knowledge and skills are applicable and required across all sectors of the economy. The CSP study also
consolidates that cybersecurity is a cross-sectoral subject, and cybersecurity knowledge and skills are
essential for all sectors, as they are necessary to protect organisations from increasingly sophisticated
cyberattacks. The D2.1 analysis also identified and prioritised 18 cybersecurity knowledge and skills
gaps across Europe defined as the gap between European cybersecurity workforce market demand and
HEIs’ academic offerings. The analysis also confirms that educational cybersecurity offerings do not
adequately cover cybersecurity practical and working-life skills. These knowledge and skills gaps are a
significant challenge for the cybersecurity workforce, and CyberSecPro aims to address them. These
cybersecurity knowledge and skills shortages remain a priority for the European cybersecurity
workforce, as reported in various ENISA publications. CyberSecPro, through the current study, aims to
develop and enhance cybersecurity training offerings, especially for CSP consortium members.

The market demand survey contained multiple-choice questions on the industry’s relevant job roles and
open-ended questions on the knowledge areas and hands-on skills needed by cybersecurity
professionals. In total, 243 responses from various European countries were collected. It is crucial to
recognise that although the number of responses for this survey is substantial, it does not necessarily
provide a representative sample but rather indicates a trend. However, considering that the survey is just
one aspect used to select the knowledge areas, this limitation does not pose a problem. The responses
were inspected and categorised to identify patterns and trends in the data, using descriptive statistics for
multiple-choice questions, and content analysis for open-ended questions. One of the findings was the
difficulty in distinguishing between knowledge areas and skills, as numerous instances of overlap were
consistently observed. Complicating matters further, different interpretations and understandings of
skills are observed among EU countries and organisations. Consequently, it was determined that
knowledge areas and skills should be considered together and, moving forward, only referred to as
knowledge areas. Another finding was, that respondents from the three specific sectors health, energy,
and maritime valued similar knowledge areas than respondents from other sectors. However, due to the
limited sample size, a reliable conclusion about the exact priorities for each sector could not be drawn.
Consequently, the selection of knowledge areas focuses on identifying the most crucial knowledge areas
across sectors rather than sector-specific ones. The survey suggests that general knowledge areas chosen
in the end are highly likely to fulfil the demand in the specific sectors as well.

Next to the market demand survey, the second selection criterion is the alignment to the European
Cybersecurity Skills Framework (ECSF). The ECSF is a comprehensive framework developed by the
European Union to address the increasing challenges posed by cyber threats and ensure a skilled and
Knowledgeable workforce in the field of cybersecurity. It provides a common language and structure
for describing, learning, and assessing cybersecurity skills across Europe. By mapping the survey results
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to the ECSF job roles, a common terminology can be assured and the relevance of the knowledge areas
confirmed.

To further enhance the selection process, the availability of resources within the CyberSecPro
consortium is determined as a crucial criterion. The overarching goal of the CyberSecPro project is to
integrate the collective expertise of all partners (as presented in D.2.2) to benefit from the combined
competence. By doing so, the project strives to efficiently address the ever-evolving requirements for
cybersecurity workforce knowledge. By emphasising existing competences, the project guarantees a
superior quality and maximises its potential impact.

Finally, the importance to the effective protection of European cyber infrastructures and systems was
considered. The addition of this criterion introduces discussion topics that may have been inadequately
addressed or overlooked. This inclusion opens up opportunities for considering important aspects that
have been previously neglected or omitted in the analysis.

2.2.2 Selection Process

The selection process for knowledge areas in the CyberSecPro education and training programme
involves four rounds, as depicted in Figure 2. Firstly, in accordance with the approach outlined in D2.1,
all knowledge areas mentioned more than 40 times are considered in the initial round of selection. In
the second round, the remaining knowledge areas are evaluated against the ECSF to determine their
relevance and align them with the European commission's initiative for a more effective and cohesive
effort. The terminology for each Knowledge area is adjusted accordingly.

Next, an assessment is made of the availability of existing education and training resources within the
CyberSecPro consortia members and partners’ network. This data is gathered in the context of D2.2
Blended CyberSecPro technological training interactive technologies and academic practice. In this
deliverable, available courses have been clustered according to their topic. The clusters with three and
more courses are: Risk Management and Governance (14 courses), Network Security (9 courses),
Malware and Attack Technologies (8 courses), Applied Cryptography (8 courses), Privacy and Online
Rights (6 courses), Maritime Informatics (5 courses), Software Security (5 courses), Authentication,
Authorisation, and Accountability (4 courses), Security Operations & Incident Management (3 courses),
Forensics (3 courses), and Operating Systems & Virtualisation Security (3 courses). These clusters of
courses are mapped to all potential knowledge areas. Mapping each course individually to every
potential Knowledge area would possibly provide a more accurate result. However, by comparing the
main clusters of courses, we can still gain valuable insights into the course supply without having to
analyse each course one by one. Therefore, the advantage of time and resources saved in not having to
evaluate all courses for every possible Knowledge area individually outweighs the necessity for such
detailed analysis in this specific context. Accordingly, in order to reduce complexity, this simplified
approach is chosen. knowledge areas without corresponding courses are filtered out, as the rationale
behind this is to ensure that consortium members can concentrate on leveraging existing knowledge and
competences to guarantee the quality of courses and ultimately achieve the overall success of the
CyberSecPro education and training programme.

Lastly, the final round of selection involves the introduction of new discussion topics based on survey
comments and the considerations of the CyberSecPro consortium. This qualitative approach serves as a
valuable counterbalance to the previous quantitative metrics, addressing any potential shortcomings in
the survey. This approach ensures that no significant Knowledge area is overlooked. These new topics
are evaluated in the context of the previously selected knowledge areas to determine their relevance and
whether they are already adequately covered.
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Figure 2: Selection process for CyberSecPro knowledge areas

2.3 Analysis of Knowledge Areas

2.3.1 Knowledge Areas derived from D2.1

In the context of D2.1 Cybersecurity Practical Skills Gaps in Europe: Market Demand and Analysis a
state-of-the-art analysis and a survey among 235 cybersecurity professionals was conducted. In the
context of the survey, the following knowledge areas were identified in descending order of number of
observations (compare with D2.1, table 21):

Table 1: Knowledge areas from market demand survey

Knowledge Area No of Keywords
observations
Ethical Hacking and Penetration 192 Penetration Testing/ Ethical Hacking/
Testing Defensive Practitioners/ Offensive Security/
Vulnerability Assessment/ Vulnerability
Analysis
Cybersecurity Tools and 187 Cybersecurity Tools/Cybersecurity
Technologies Technologies
Cybersecurity Management 111 Cybersecurity Management, Cybersecurity
Systems: CyberSecurity Management Systems, Cybersecurity
Management and Processes Processes
Cybersecurity Principles 81 Cybersecurity Principles
Cybersecurity Threat 78 Cybersecurity Threat Awareness/Threat
Management: Threat Awareness, Intelligence/Threat Detection/Threat
Threat Knowledge, Threat Understanding/Threat Knowledge
Assessment, Threat Intelligence,
Threat Detection
Cybersecurity Risk Assessment 76 Cybersecurity Risk Assessment/Risk
and Risk Management Management
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Emerging Technologies 65 Emerging Technologies

Cybersecurity Regulations and 58 Cybersecurity Regulations/Cybersecurity
Compliance Compliance/Compliance

Cybersecurity education and 49 education and training/education and training
training Skills

Incident Response 49 Incident Response

Communications and Network 48 Communication and Network

Security: Network Security Security/Network Security Control
Controls

Cybersecurity Forensics 38 Cybersecurity Forensics

Cloud Security 37 Cloud Security

Cybersecurity for Artificial 32 Cybersecurity for Artificial Intelligence and
Intelligence and Machine Learning Machine Learning/Artificial Intelligence
Legal and Auditing Training 27 Legal Training/Auditing

Cybersecurity Architecture 24 Cybersecurity Architecture

Cybersecurity Engineering 22 Cybersecurity Engineer/DevSecOps/DevOps
Network and System 21 Network and System Administration
Administration

Technical Skills 18 Technical Skills

Software Security 17 Software Security

Analysis and Critical Thinking 16 Analysis and Critical Thinking
(soft/professional skills) (soft/professional skills)

Programming Skills 14 Programming Skills

Communication and Teamwork 13 Communication and Teamwork

Operating Systems 12 Operating Systems

Software Design Skills 11 Software Design Skills

Data Protection and Security 9 Data Protection and Security

It is important to note, that some of the knowledge areas were primed by a picture that was given as an
example for knowledge areas (see [1]). These are marked in orange in Table 1. As the survey responses
may be influenced by the picture and the sample obtained may not be fully representative, it is crucial
to consider the answers in their proper context. Nevertheless, the survey offers a valuable insight into
emerging trends and can thus serve as an initial foundation for analysing potential knowledge areas. For
this the approach in D2.1 was followed and only knowledge areas with over 40 observations considered
for the first step in the analysis. Figure 3 provides an overview of knowledge areas mapped against the
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ECSF job roles and CyberSecPro course portfolio. In the following, each knowledge areas will be
discussed individually.

Cybersecurity Principles and Management

* including human, organisational and regulatory aspects

* basic subjects offering broad cybersecurity principles and
management understanding, knowledge and comprehension
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‘\-—-9' Defensive), ethical Hacking in practice, cyber ranges & cyber drills,
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Figure 3: Picture given in survey as example for knowledge areas [1]
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Penetration Testing

In the survey, Ethical Hacking and Penetration Testing was rated high in terms of knowledge areas in
demand. In total, respondents named ‘“Penetration testing/Ethical hacking/Defensive
Practitioners/Offensive Security/Vulnerability assessment/Vulnerability analysis” 192 times as
important, which is the highest result for a Knowledge area, making it the top most mentioned
Knowledge area. However, it is noteworthy that this knowledge areas was primed by the example
picture. Ethical Hacking and Penetration Testing directly relates to the ECSF role of Penetration tester,
who simulates real-world attacks to assess the effectiveness of security controls. In doing so
cybersecurity vulnerabilities can be uncovered and their criticality assessed. In accordance with the
terminology used in the ECSF, henceforward we will refer to the Knowledge area as Penetration
Testing. The increasing sophistication of cyberattacks has resulted in a high market demand for
penetration testing skills, as indicated by the findings in the CyberSecPro D2.1 outcome, numerous EU
studies, and reports. Organisations are recognising the need to protect themselves from such attacks and
are embracing penetration testing as a critical component of their cybersecurity strategy. As a result,
there is an escalating search for qualified penetration testers who can effectively assess their security
posture. Given the current scenario, the market demand for penetration testing is expected to not only
remain high but also continue growing in the future. The CyberSecPro consortium offers in total 8
courses that cover Penetration Testing:

Table 3: CyberSecPro courses covering Penetration Testing

Partner Course Department

UPRC Information Systems Security Department of Informatics
UPRC Malware Analysis, MSc Department of Informatics
LAU Enterprise Security and Practitioners ICT & Cybersecurity
TalTech Cyber Defence Monitoring Solutions Department of Software

Sciences, MSc

PDMFC Vulnerability Assessment & Management Research and
Development

PDMFC Penetration Testing Research and
Development

UMA Malware Analysis Computer Science, MSc

Focal Point | Penetration Testing

In conclusion, the CyberSecPro criteria Market Demand, Relevance to ECSF, and Course Availability
are met, which is why Penetration Testing is included in the list of CyberSecPro knowledge areas.

Cybersecurity Tools and Technologies

The survey revealed a significant preference for Cybersecurity Tools and Technologies, with a high
number of respondents (187) ranking them as an important Knowledge area. However, it is important
to acknowledge that this term has been primed by the example picture. Nonetheless, these findings
support a high demand for tools and technologies in the cybersecurity field. While the survey did not
require participants to specify their answers, it can be assumed that the majority of respondents were
referring to commonly used tools such as antivirus software, firewalls, intrusion detection systems,
encryption software, and more. This range of Cybersecurity Tools and Technologies highlights their

10
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diverse applications within the field of cybersecurity. As a result, it is not possible to relate this field to
one specific job role within the ECSF. The CyberSecPro consortium covers Cybersecurity Tools and
Technologies in the context of different courses:

Table 4: CyberSecPro courses covering Tools and Technologies

Partner Course Department

UPRC/ Software Security Department of

Trustilio Informatics, MSc/ joined
training

LAU Fundamentals of Programming ICT & Cybersecurity

UCcy Software Analysis Computer Science

FCT Software Security Department of Informatics

UMA Secure Coding Computer Science, MSc

GUF Information & Communication Security Economics & Business

UMA Digital Identity and Privacy Computer Science

UMA Security in Services and Applications Computer Science

UMA Information Security Computer Science

LAU Data Networks and Information Security ICT & Cybersecurity

LAU Information Management and Databases ICT & Cybersecurity

UMA Design and Configuration of Secure Network Systems Computer Science

In summary, Cybersecurity Tools and Technologies ranked high in the survey and is often covered
within courses of the CyberSecPro consortium. The authors do not interpret the lack of Tools and
Technologies within the ECSF as proof for the irrelevance of the knowledge areas. Instead, the
CyberSecPro state-of-the-art analysis and market demand survey confirm that the wide range of
applications emphasises the significance of Tools and Technologies in the implementation of
cybersecurity. Furthermore, the studies also found that cybersecurity tools and technologies are essential
for implementing effective cybersecurity measures. Therefore, the market demand for cybersecurity
tools and technologies is likely to continue to grow in the coming years. Therefore, Cybersecurity Tools
and Technologies are included as a Knowledge area in the CyberSecPro education and training
programme.

Cybersecurity Management

With a total of 111 mentions, Cybersecurity Management Systems.: CS Management and Processes was
the third most common answer with regards to knowledge areas in demand. Within this category the
answers “Cybersecurity management, cybersecurity management systems, cybersecurity processes”
were included. The high amount of mentions is most likely biased by the example picture given in the
survey to explain knowledge areas. Within the ECSF, Cybersecurity Management Systems: CS
Management and Processes relate best to the role of Chief Information Security Officer (CISO), who
manages an organisation’s cybersecurity strategy and its implementation to ensure that digital systems,
services and assets are adequately secure and protected. Accordingly, this Knowledge area is

11
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henceforward referred to as Cybersecurity Management. Cybersecurity Management is covered in 14
courses within the CyberSecPro consortium:

Table 5: CyberSecPro courses covering Cybersecurity Management

Partner Course Department

UPRC Security Governance Department of Informatics

UPRC Security Policies and Security Management Department of Digital
Systems

UPRC Operational Research Department of Business
Administration

UPRC Information Security Governance, MSc Department of Informatics

UPRC/FP/ | Cybersecurity Hands-On-Training (CyberHOT) Joined series of seminars

Trustilio/

TUC

UPRC Cybersecurity Policies and Practices in the EU - for non-

IT Experts

LAU Information Security Management ICT & Cybersecurity

LAU Risk Management

PDMFC Introduction to Risk Management using Eramba or | Research and

Simple Risk Open Source Software Development

PDMFC ISO/IEC 27001 Research and
Development

FCT Globalisation and Security Risks NOVA Information
Management Schools

MAG Cyber Security Specialist Maggioli Academy

MAG Project Management Maggioli Academy

Trustilio Human Factors in Cybersecurity Management

To conclude, the criteria Market Demand, Relevance to ECSF, and Course Availability are met.
Therefore, Cybersecurity Management is included as a CyberSecPro Knowledge area.

Cybersecurity Principles

When asked about the most urgent cybersecurity knowledge areas, participants mentioned
Cybersecurity Principles a total of 81 times. This ranked as the fourth most common answer. This term
again was primed by a picture that was provided as an example for knowledge areas, which may have
influenced participants' responses. It is likely that when mentioning Cybersecurity Principles,
participants are referring to general principles such as avoiding dependency on single instances,
following the principle of least privilege in access control, or keeping the key, rather than the algorithm,

12
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secret in cryptography. Since Cybersecurity Principles is a broad and generic Knowledge area, it cannot
be directly linked to a specific ECSF job role. Similarly, the CyberSecPro consortium does not offer a
specific course solely dedicated to Cybersecurity Principles. Instead, these principles are covered across
all the courses offered by the consortium, i.e. courses in the field of Cybersecurity Management.
Therefore, it is omitted as independent Knowledge area.

Cybersecurity Threat Management

Cybersecurity Threat Management / Security Operations Centre was mentioned 78 times for important
cybersecurity knowledge areas. This corresponds to the fifth most common answer for cybersecurity
skills. Keywords included were “Cybersecurity threat awareness/Threat intelligence/Threat
detection/Threat understanding/Threat knowledge”. Within the ECSF it relates to the Digital Forensics
Investigator and the Cyber Threat Intelligence Specialist. While the former ensures that the investigation
reveals all digital evidence to prove the malicious activity, the latter collects, processes, and analyses
data and information to produce actionable intelligence reports and disseminate them to target
stakeholders. For simplicity, it will be referred to as Cybersecurity Threat Management henceforward.
Cybersecurity Threat Management (CTM) is a proactive approach to preventing attacks from happening,
while incident response (IR) is a reactive approach to dealing with attacks that have already happened.
Both CTM and IR are essential for effective cybersecurity. Within the CyberSecPro consortium, several
courses cover Cybersecurity Threat Management:

Table 6: CyberSecPro courses covering Cybersecurity Threat Management

Partner Course Department

LAU Management of Cybersecurity ICT & Cybersecurity
UPRC Digital Forensics, MSc Department of Informatics
UMA Information Security and Computer Forensics Computer Science

UMA Computer Forensics Computer Science, MSc

Overall, the CyberSecPro criteria Market Demand, Relevance to ECSF, and Course Availability are
met. Most essentially, there is a growing need for skilled cybersecurity professionals who can manage
and mitigate cyber threats. Cybersecurity Threat Management is essential for organisations of all sizes
to have a strong understanding of this discipline. Consequently, Cybersecurity Threat Management is
included to the list of CyberSecPro knowledge areas.

Cybersecurity Risk Management

Cybersecurity Risk Assessment and Management were mentioned 76 times as important Knowledge
area. It relates best to the ECSF job role of Cybersecurity Risk Manager. The Cybersecurity Risk
Manager manages the organisation's cybersecurity-related risks aligned to the organisation’s strategy
and develops, maintains and communicates the risk management processes and reports. In accordance
with the terminology used in the ECSF, henceforward we will refer to the Knowledge area as
Cybersecurity Risk Management. In the CyberSecPro project, various courses dealing with
Cybersecurity Risk Management are offered by consortium members:

Table 7: CyberSecPro courses covering Cybersecurity Risk Management

Partner Course Department

13
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UPRC Security Governance Department of Informatics

UPRC Security Policies and Security Management Department of Digital
Systems

UPRC Operational Research Department of Business
Administration

UPRC Information Security Governance, MSc Department of Informatics

UPRC/FP/ | Cybersecurity Hands-On-Training (CyberHOT) Joined series of seminars

Trustilio/

TUC

UPRC Cybersecurity Policies and Practices in the EU - for non-

IT Experts

LAU Information Security Management ICT & Cybersecurity

LAU Risk Management

PDMFC Introduction to Risk Management using Eramba or | Research and

Simple Risk Open Source Software Development

PDMFC ISO/IEC 27001 Research and
Development

FCT Globalisation and Security Risks NOVA Information
Management Schools

MAG Cyber Security Specialist Maggioli Academy

MAG Project Management Maggioli Academy

Trustilio Human Factors in Cybersecurity Management

To summarise, the CyberSecPro criteria Market Demand, Relevance to ECSF, and Course Availability
are fulfilled. Accordingly, Cybersecurity Risk Management is included as Knowledge area for the
CyberSecPro education and training programme.

Emerging Technologies

Emerging Technologies were mentioned 65 times in the survey with regards to important cybersecurity
knowledge areas. Here again the high amount of mentions can be biased by a picture that was given in
the survey as example for knowledge areas. The picture and some more detailed answers provide
evidence that it was understood in the way that cybersecurity tools and solutions need to be developed
to regulate Emerging Technologies. It cannot be directly associated to an ECSF job role. With regards
to the CyberSecPro course portfolio there is not a particular course for cybersecurity for Emerging
Technologies. However, the challenges around cybersecurity for Emerging Technologies are covered in
many courses. Courses with a specific focus on Emerging Technologies will be treated under the
umbrella of the Knowledge area of Cybersecurity Tools and Technologies. Therefore, cybersecurity for
Emerging Technologies is not treated as independent Knowledge area in the context of CyberSecPro.

14
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Cybersecurity Policy, Process, and Compliance

Cybersecurity Regulations and Compliance were mentioned as important Knowledge 58 times in the
survey. Answers that were categorised in this knowledge areas are “Cybersecurity
regulations/Cybersecurity compliance/Compliance”. This Knowledge area directly relates to the ECSF
job role of Cyber Legal, Policy & Compliance Officer. The person in this position manages the
compliance with cybersecurity-related standards, legal and regulatory frameworks based on the
organisation’s strategy and legal requirements. To accord for the terminology used within the ECSF,
this Knowledge area will henceforward be referred to as Cybersecurity Policy, Process, and

Compliance. The CyberSecPro consortium offers various courses related to this Knowledge area:

Table 8: CyberSecPro courses covering Cybersecurity Policy, Process and Compliance

Partner Course Department

UPRC Security Governance Department of Informatics

UPRC Security Policies and Security Management Department of Digital
Systems

UPRC Operational Research Department of Business
Administration

UPRC Information Security Governance, MSc Department of Informatics

UPRC/FP/ | Cybersecurity Hands-On-Training (CyberHOT) Joined series of seminars

Trustilio/

TUC

UPRC Cybersecurity Policies and Practices in the EU - for non-

IT Experts

LAU Information Security Management ICT & Cybersecurity

LAU Risk Management

PDMFC Introduction to Risk Management using Eramba or | Research and

Simple Risk Open Source Software Development

PDMFC ISO/IEC 27001 Research and
Development

FCT Globalisation and Security Risks NOVA Information
Management Schools

MAG Cyber Security Specialist Maggioli Academy

MAG Project Management Maggioli Academy

Trustilio Human Factors in Cybersecurity Management
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In conclusion, the CyberSecPro criteria Market Demand, Relevance to ECSF, and Course Availability
are met. Therefore, Cybersecurity Policy, Process and Compliance will be covered within the
CyberSecPro knowledge areas.

Cybersecurity Education and Training

In the survey, Cybersecurity education and training was mentioned by 49 respondents as important
Knowledge area. It relates to the ECSF role of Cybersecurity Educator, who improves cybersecurity
knowledge, skills and competencies of humans. In the context of the survey, it is, however, not always
clear, how participants understood the term. Some participants included further thoughts on this
Knowledge area, revealing that some meant that more training programmes for cybersecurity experts
are needed, while others meant that more education and training in general (e.g. for all employees) is
needed. Evidently, there cannot be a single course to satisfy the need for more training for cybersecurity
experts. As a matter of fact, all courses within CyberSecPro aim to contribute to the satisfaction of this
demand. The latter interpretation of Cybersecurity education and training sheds light on a different
Knowledge area, namely Human Factors (see following section). Therefore, Cybersecurity education
and training is not included as a Knowledge area in the context of CyberSecPro.

Cyber Incident Response

Incident Response was mentioned 49 times as important Knowledge area. It relates directly to the job
of Cyber Incident Responder within the ECSF. A Cyber Incident Responder monitors the organisation’s
cybersecurity state, handles incidents during cyber-attacks and assures the continued operations of ICT
systems. Incident Response (IR) is a reactive approach to dealing with attacks that have already
happened. In contrast, Cybersecurity Threat Management (CTM) is a proactive approach to preventing
attacks from happening. Both CTM and IR are essential for effective cybersecurity. The CyberSecPro
consortium offers three courses dealing with Incident Response:

Table 9: CyberSecPro courses covering Incident Response

Partner Course Department
LAU Management of Cyber security ICT & Cybersecurity
TalTech Cyber Incident Handling Department of Software

Sciences, MSc

PDMFC Incident Response & Network Intrusion Detection | Research and
Systems Development

In summary, Incident Response meets the three criteria Market Demand, Relevance to ECSF, and
Course Availability. Consequently, it is added as a Knowledge area to the CyberSecPro education and
training programme.

Network and Communications Security

In the survey, Network and Communications Security was mentioned 48 times as an important
Knowledge area. Within the ECSF, it relates to the role of Cybersecurity Architect, who plans and
designs security-by-design solutions (infrastructures, systems, assets, software, hardware and services)
and cybersecurity controls. Several courses relating to this Knowledge area are offered by CyberSecPro
consortium members:

Table 10: CyberSecPro courses covering Network and Communications Security

Partner Course Department

UPRC Network Security Department of Informatics

16



D2.3 - CyberSecPro Programme Specifications

CyberSecPro Knowledge Areas

UPRC Mobile and Wireless Communications Security Department of Digital
Systems

UPRC Network Security Hellenic Air Force
Academy

UPRC Network and Communications Security, MSc Department of Informatics

LAU Internet Infrastructure and Security ICT & Cybersecurity

LAU Network and Applications Security ICT & Cybersecurity

UMA Information Security Computer Science

UMA Design and Configuration of Secure Network Systems Computer Science

UMA Security in Industrial and Cyber-Physical Systems Computer Science

FCT Network and Computer Systems Security Department of Informatics

In summary, the CyberSecPro criteria Market Demand, Relevance to ECSF, and Course Availability
are fulfilled. Accordingly, Network and Communications Security is included as Knowledge area for
the CyberSecPro education and training programme.

2.3.2 Further Identified Topics

The fourth criterion for the selection of CyberSecPro knowledge areas is the importance to the effective
protection of European cyber infrastructures and systems. The addition of this criterion introduces
discussion topics that may have been inadequately addressed or overlooked in the survey conducted in
the context of D2.3. knowledge areas in this section are derived from two sources: 1) free text answers
from the survey that called for particular attention, and 2) discussions among CyberSecPro consortium
members. By incorporating this qualitative step, we can introduce a valuable counterbalance to the
earlier quantitative metrics, thereby addressing potential shortcomings in the survey. The inclusion of
these knowledge areas opens up opportunities for considering important aspects that have been
previously neglected or omitted in the analysis. In the following, their relevance and appropriateness for
inclusion in the CyberSecPro education and training programme will be analysed.

Privacy and Data Protection

One topic that came into focus in the free text answers of the survey, was Privacy and Data Protection.
However, there was a difference in the type of questions used for knowledge areas and cybersecurity
skills. Participants were presented with a visual stimulus in the form of a picture depicting examples of
knowledge areas (see Figure 3). but no such examples were provided for cybersecurity skills.
Interestingly, Privacy and Data Protection were mentioned three times more frequently in the unbiased
questions related to cybersecurity skills. As many of these answers for cybersecurity skills, mentioned
Privacy and Data Protection on the first or second position, this finding stood out and let to the analysis
of Privacy and Data Protection as a Knowledge area for the Cybersecurity education and training
Programme.

The following quotes demonstrate the variety of Privacy and Data Protection dimensions that
could be observed in the survey:

“Develop and propose staff awareness training to achieve compliance and foster a culture of data
protection within the organisation”

“Explain and communicate data protection and privacy topics to stakeholders and users”
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“Ensure compliance with and provide legal advice and guidance on data privacy and data protection
standards, laws and regulations”

“Conduct, monitor and review privacy impact assessments using standards, frameworks, acknowledged
methodologies and tools™

These aspects of Privacy and Data are all covered by the ECSF role of Cyber Legal, Policy &
Compliance Officer, who shall (among other tasks) explain and communicate data protection and
privacy topics to stakeholders and users and conduct, monitor and review privacy impact assessments.
The CyberSecPro consortium offers the following courses covering Privacy and Data:

Table 11: CyberSecPro courses covering Privacy and Online Rights

Partner Course Department

UPRC Privacy on the Internet Department of Digital
Systems

UPRC Security of Information and Network Systems - GDPR | Department of
Informatics, MSc

PDMFC GDPR Research and
Development

FCT GDPR: Governance, Implementation, Maintenance and | NOVA Information

Control Management Schools
UMA Digital Identity and Privacy Computer Science
UMA Security and Privacy in Application Environments Computer Science, MSc

As the survey provides evidence for the market demand of Privacy and Data, the relevance to the ECSF
framework is given, and the CyberSecPro consortium has courses available, it meets the criteria for a
Knowledge area in the context of the CyberSecPro education and training programme. Due to the scope
of the topic, it will be treated as independent Knowledge area, instead of incorporating it in
Cybersecurity Policy, Process, and Compliance.

Human Factors in Cybersecurity

One topic that came up in different contexts of the CyberSecPro project were Human Factors in
Cybersecurity. The following quotes that were taken from the D2.1 survey demonstrate some of the
concepts of Human Factors:

“In our (small-sized) business context, cybersecurity practical skills are needed especially on the basic
level, most relevant to ensure secure use of digital services, and being well aware of the why and how”

“Acknowledging the fact the Cyb/Sec is NOT an IT matter, but a Company matter, require collaboration
from all parties”

“This is not a training ’-Mindset”

In discussions among CyberSecPro consortium members, the following dimensions of Human Factors
were identified:

)  Qualifying employees with regards to awareness and usage of cybersecurity tools

II)  Building the organisation in a way that people can do cybersecurity. This involves ensuring that
they are proficient in operating these tools and can integrate security tasks alongside their
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primary responsibilities without compromising their productivity or straying from their
designated job roles

II)  Building cybersecurity tools with people in mind. Humans are often the weakest link in the
security chain. A user-friendly and intuitive interface increases the likelihood of individuals
correctly configuring and utilising security tools, reducing the risk of accidental breaches or
system vulnerabilities caused by human error. Moreover, by enhancing the user experience of
cybersecurity tools, there is a higher probability of their widespread adoption and usage.

These dimensions can also be found in the ECSF job roles: 1) A Cybersecurity Educator shall design,
develop and conduct awareness, training and educational programmes in cybersecurity and data
protection-related topics, 2) a Chief Information Security Officer shall influence an organisation’s
cybersecurity culture, and 3) a Cybersecurity Architect shall propose cybersecurity architectures based
on stakeholder’s needs and budget and collaborate with other teams and colleagues. Some of the topics
discussed here are related to Cybersecurity education and training. However, entitling the Knowledge
area Human Aspects in Cybersecurity allows a more well-rounded and comprehensive approach.
Currently, the CyberSecPro Consortium offers only one course specifically dedicated to Human Aspects
in Cybersecurity:

Table 12: CyberSecPro courses covering Human Factors

Partner Course Department

Trustilio Human Factors in Cybersecurity Management

Nevertheless, other partners such as TalTech have course material available to generate new courses
both on undergraduate and graduate level. Therefore, to account for the importance of this aspect,
Human Aspects in Cybersecurity are included in the list of knowledge areas.

Soft Skills for Cybersecurity

Several answers in the D2.1 survey regarding Soft Skills for Cybersecurity stood out. In the following
some exemplary quotes are presented:

“Broad creative thinking skills”

“Information warfare: disinformation, misinformation and fake news security”
Inter-disciplinary interaction, communication, collaboration

“Ability to discuss about this area with customers”

“Communication skills in business language”

These excerpts illustrate three topics that can be observed: 1) Critical and creative thinking, 2)
collaboration, and 3) communication skills. These Soft Skills for Cybersecurity did not reach the required
threshold of more than 40 mentions nor can they be linked to an ECSF job role. Nevertheless, they seem
critical in the development of a sustainable cybersecurity infrastructure for the future, as will be
discussed in the following:

As we rely more on technology for communication, problem-solving, and decision-making, developing
critical thinking becomes an essential skill to protect individual autonomy and develop innovative
cybersecurity solutions. In this context, diversity should be added as additional prerequisite to
developing a sustainable cybersecurity infrastructure. By incorporating individuals with diverse
backgrounds, genders, races, ethnicities, and cultures, different ways of thinking and problem-solving
can be fostered, leading to innovative strategies and solutions. An inclusive and diverse cybersecurity
workforce promotes a stronger defence against emerging threats and cyber-attacks. Hackers often
exploit weaknesses in systems that have not been adequately tested by a diverse group, and having a
heterogeneous team can help anticipate and mitigate potential risks. Furthermore, inclusion promotes
fairness and equality in the industry, offering opportunities for underrepresented groups to contribute
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their skills and expertise. By embracing diversity, the cybersecurity field can bridge the existing gender
and racial gaps, creating a more equitable and just professional environment.

Collaboration is another key aspect emphasised here. Cybersecurity is not solely an individual effort; it
necessitates a collective endeavour involving professionals from various domains such as technology,
policy, and law enforcement. Collaboration enables users to share knowledge, experience, and expertise
to create a comprehensive and holistic cybersecurity infrastructure. By working together, professionals
can pool their diverse perspectives and skills, strengthening their collective defences against cyber
threats.

The importance of communication skills is also highlighted. Its significance cannot be overstated in the
field of cybersecurity. It is crucial for cybersecurity professionals to communicate complex technical
concepts in a clear and understandable manner to non-technical individuals such as employees,
executives, customers, and policymakers. This communication is essential in conveying the importance
of cybersecurity and fostering a culture where everyone is aligned and educated on its significance. By
mastering effective communication, cybersecurity professionals can establish trust and credibility with
non-technical stakeholders. Additionally, they can develop the ability to actively listen, understand the
concerns of stakeholders, and address them appropriately.

Overall, critical and creative thinking, collaboration, and communication skills seem to be fundamental
pillars in developing a robust cybersecurity infrastructure. By fostering these skills, organisations and
individuals can better anticipate, counter, and mitigate cyber threats, ensuring the data security and
privacy. Among the members of the CyberSecPro Consortium, no course covers these Soft Skills for
Cybersecurity in particular. Therefore, the topics will be incorporated in the knowledge areas
Cybersecurity Management and Human Aspects in Cybersecurity.

2.4 Detailed Knowledge Areas

2.4.1 Penetration Testing

Penetration testing, also known as ethical hacking, is a critical cybersecurity practice that involves
legally hacking into organisations' computer systems, networks, and software applications to uncover
vulnerabilities and weaknesses. During penetration testing (black box or white box), real-world cyber-
attacks are simulated to evaluate the security of organisations' systems to provide actionable intelligence
that helps improve system defences. Penetration testing is also considered a proactive practice an
organisation relies on to identify systems' potential entry points for cyber-attacks and re-enforce
security. There are various types of penetration testing that target different parts of an organisation's
overall IT infrastructure, including network, web applications, mobile, IoT (Internet of Things), and
cloud penetration testing. Each type focuses on assessing and identifying vulnerabilities in different
areas of technology and infrastructure.

The lifecycle of a penetration test consists of several stages, including engagement, information
gathering, foot printing and scanning, vulnerability assessment, exploitation, and reporting. The
engagement phase involves establishing agreements and policies between the tester and the organisation.
Information-gathering entails collecting data and intelligence for later use. Footprinting and scanning
refer to examining the architecture and entry points of the target system. Vulnerability assessment
focuses on identifying weaknesses and assessing their risk level. The exploitation phase involves
attempting to exploit the vulnerabilities to gain unauthorised access. Finally, the reporting phase
includes providing a detailed report with findings, proof of concepts, and recommendations for
mitigating the identified issues.

Penetration testing is pivotal in empowering businesses to uncover vulnerabilities and weaknesses
within their systems ahead of malicious actors who could exploit them. Consistently incorporating
comprehensive penetration testing is essential for remaining ahead of potential threats and ensuring the
utmost security of sensitive data while ensuring business continuity. Furthermore, penetration testing is
indispensable to upholding robust security measures for systems and infrastructure in today's digital
world. By proactively identifying vulnerabilities and weaknesses via meticulous penetration testing,

20



D2.3 - CyberSecPro Programme Specifications '

CyberSecPro Knowledge Areas ==)

organisations can implement targeted measures to mitigate risks and protect sensitive data. Adhering to
the established lifecycle of a penetration test and leveraging specialised testers across various domains
empowers businesses to bolster their security posture, adeptly outmanoeuvring potential threats.

However, penetration testing is usually performed by skilled cybersecurity professionals, who may be
internal or external to an organisation. Recent studies [1] [2] [3] [4] [5] have shown that the cybersecurity
labour market is experiencing a shortage of qualified professionals for various cybersecurity positions,
including Penetration Testers. In this regard, several cybersecurity workforce development skills
frameworks have identified penetration testing as an essential Knowledge area that training programmes
should also consider. Moreover, CyberSecPro's state-of-the-art analyses of cybersecurity market
demand and supply, coupled with the outcome of a survey [1], revealed that penetration testing is one
of the critical knowledge areas that should be included in the CyberSecPro curriculum owing to its high
demand.

2.4.2 Cybersecurity Tools and Technologies

CyberSecPro's recent study [1] emphasised the relevance of cybersecurity tools and technologies in
securing and protecting individual and organisation's ICT infrastructure. The study further underscored
that cybersecurity tools and technologies are critical in implementing effective and efficient defensive
and protective measures that safeguard the organisation's vital data ICT assets. The report also indicated
a high demand for cybersecurity professionals skilled in cybersecurity tools and technologies, hence its
consideration in the CyberSecPro curriculum.

The increasing volume of digital assets and the complex, digitally interconnected world make
cybersecurity a primary component to be considered by individuals and organisations to remain safe
and in business. There is also a corresponding increase in the frequency of cyberattacks and the
sophistication of such attacks, giving rise to an array of cybersecurity tools and technologies that enable
individuals and organisations to protect their digital assets and data while ensuring business continuity.

At the basic level of protection are cybersecurity tools such as antivirus software. This software performs
routine scans of files and applications to detect and deal with malicious code and other suspicious
activities within an individual or organisation's software or information systems. Above antivirus
software are network firewalls, an essential cybersecurity technology. Firewalls protect ICT
infrastructure as a barrier between an organisation's trusted network and external networks. Firewalls
may be implemented at the hardware or software levels to prevent unauthorised access and data
exfiltration. Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) constitute
another category of essential cybersecurity tools that identify and respond to potential cyber-attacks.
Other essential tools and technologies include endpoint security platforms, encryption, security
information and event management (SIEM) tools such as Splunk and IBM QRadar.

Furthermore, emerging technologies such as Al, Machine Learning, and IoT have created new
opportunities for cyber attackers to exploit organisation's ICT infrastructure; thus, safeguarding these
technologies from cyber threats remains a priority. These technologies' inherent characteristics and
capabilities make them potential targets for cybercriminals. For instance, the data exchange capabilities
of IoT devices could be prone to cyber-attacks. Ensuring cybersecurity for emerging technologies like
Al, Machine Learning, and IoT is complex and necessary, making it essential for cybersecurity training
programmes to consider them in their offering so upcoming experts can understand these technologies
and how they can be protected against cyber threats. Cybersecurity defence measures must also evolve
as these technologies evolve rapidly to counter existing and emerging threats. A skilled cybersecurity
professional workforce can implement robust cybersecurity strategies and promote user awareness
towards effectively protecting these innovative technologies from cyber threats.

Given the vast array of cybersecurity tools and technologies that are continuously emerging and
available to organisations, a professional cybersecurity training curriculum should consider these tools
and technologies, especially hands-on training that equips trainees with the proper knowledge to join
the army of cybersecurity professionals currently in short supply.
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2.4.3 Cybersecurity Management

Cybersecurity management (CM) involves the overall management of an organisation's cybersecurity
strategy and its implementation to ensure its network, information systems, and other assets are
effectively secure and protected. Cybersecurity management is considered a crucial aspect of
organisations that have embraced digital transformation. The consequence of digital transformation is
that more organisations become interconnected, and the digital ecosystem increases complexity and
associated cyber threats. CM entails planning, implementing, and monitoring defensive mechanisms to
secure and protect the organisation's data and IT infrastructure against all forms of malicious cyber
threats and attacks.

Successful cybersecurity management is fundamental to securing and protecting an organisation's data
and winning client trust while ensuring business continuity. Since CM adopts both proactive and
reactionary approaches to cybersecurity, organisations need to provide the proper awareness and training
of its employees, especially the Chief Information Security Officer (CISO) (also known as information
security officer, information security manager, head of information security, IT/ICT security officer)
whose role is primarily to oversee the organisation's cybersecurity strategy and policy. A CISO
maintains and communicates the organisation's vision, strategy, policies, and processes. A CISO also
oversees the implementation of the cybersecurity policy across the organisation and manages
information interchange among professional agencies and government authorities [6]

As the head of an organisation's cybersecurity strategy and policy, a CISO is saddled with enormous
responsibilities well-defined by several cybersecurity workforce development frameworks, including
ECSF.The ECSF clearly outlined several tasks a CISO performs and the skills, knowledge, and
competencies the CISO needs to discharge his role effectively and efficiently. Recent research and
reports [1][7] [8] have shown that the number of qualified cybersecurity professionals who can take up
CISO roles are grossly inadequate. The high demand for CISO makes it imperative for CyberSecPro to
include CM as a Knowledge area in its cybersecurity training offering. It is also expected that the
CyberSecPro consortium and HEIs across the EU would further enhance their curricula to emphasise
practical cybersecurity hands-on training that would equip trainees to undertake CISO roles and meet
cybersecurity labour market needs.

2.44 Cybersecurity Threat Management

In an increasingly complex and digitally interconnected world, cybersecurity threat management (CTM)
is another critical aspect that organisations must deal with to safeguard their data and critical IT
infrastructure. CTM offers a holistic approach to identifying, assessing, mitigating, and monitoring
cyber threats. CTM follows a proactive approach in combating cyber threats. Because cyber threats are
always evolving and pervasive, a proactive approach is justified, as organisations remain ahead of
malicious threats, minimising threat impact while keeping the business afloat.

One of the key aspects of CTM is threat identification, which is often undertaken by a Cyber Threat
Intelligence Specialist (CTIS) who gathers, processes, and analyses data and information to produce
actionable intelligence. Therefore, threat intelligence primarily involves identifying potential threats and
vulnerabilities that could compromise an organisation's network, data, and information systems.

However, within ECSF, CTM includes digital forensics, a role undertaken by a Digital Forensic
Investigator (DFI). Cyber forensics primarily focuses on recovering, analysing, and preserving digital
evidence for legal proceedings. The goal is to identify criminals, uncover their methods of operation,
and contribute to the prevention of future criminal activities. Cyber forensics encompasses various
specialised areas, including computer forensics, mobile device forensics, and network forensics, each
dedicated to examining specific types of digital evidence. Closely related to CTIS, a DFI's primary
objective is to methodically collect, analyse, and safeguard evidence that can shape investigations.
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Cyber threat intelligence and cyber forensics have their share of challenges, thus requiring professionals
to be highly skilled in both fields of work. Extracting data from locked or damaged devices, grappling
with voluminous amounts of data, ensuring the integrity of the acquired evidence, and meticulously
preserving the digital chain of custody pose formidable obstacles that a skilled professional can
overcome. Under the umbrella of CTM, CTIS and DFI enable a comprehensive analysis of digital
evidence, facilitating the identification of criminals, recovering deleted data, and generating exhaustive
investigative reports.

CTM has significant relevance in the business realm, especially in ensuring business continuity,
particularly within incident response processes. Owing to the significance of CTM, several frameworks
and standards [9] [10] [11] have been established to help organisations manage threats. Cyber forensic
investigators assume pivotal roles in investigating security breaches, meticulously analysing the
pathways employed by perpetrators, and meticulously recovering data from compromised devices. At
the same time, their threat intelligence counterpart takes proactive measures that help to protect and
secure the organisation's IT infrastructure. An in-depth understanding of the historical background,
distinct phases, and cutting-edge tools employed in cyber threat intelligence and forensics empowers
professionals in this dynamic field.

Given CTM's multifaceted and dynamic nature, there is a growing demand for skilled cybersecurity
professionals knowledgeable in threat intelligence and forensics to deploy a combination of technical
solutions that leverage risk assessment, incident response capabilities and human factors. In this vein,
CyberSecPro considers CTM an essential Knowledge area that should be included in its curriculum.

2.4.5 Risk Management

Risk management has continued to be a critical Knowledge area within the cybersecurity ecosystem. It

has also proven to be an essential cybersecurity Knowledge area that cybersecurity professionals,
especially upcoming experts, must include in their professional capacity development portfolio. The
importance of cybersecurity risk management knowledge for the future cybersecurity professional
cannot be overemphasised, even as it remains a prominent crucial domain in the European Cyber
Security Body of Knowledge (CyBOK) [12].

According to the National Institute of Standards and Technology Cybersecurity Framework (NIST
CSF), risk management involves activities ranging from “overseeing, evaluates, and supports
documentation [sic.], validation, assessment, and authorisation processes necessary to assure that
existing and new information technology (IT) systems meet the organisation’s cybersecurity and risk
requirements” [13]. It further opines that a cybersecurity risk management initiative ensures risk
treatment, compliance, and assurance based on internal and external viewpoints. In its latest version, the
European Cybersecurity Skills Framework (ECSF) also considered the relevance of cybersecurity risk
management by designating the profile of a Risk Manager who oversees risk management and
governance within an organisation. Both NIST CSF and ECSF provide several characteristics of a risk
manager, including abilities, sub-knowledge areas, skills, and task and capability indicators. The
CyberSecPro professional training programme seeks to train risk managers who embody these
characteristics to benefit the EU cybersecurity labour market.

As a Knowledge area, risk management has been repeatedly considered in several cybersecurity
workforce development initiatives, including frameworks, strategies and guidelines. The renowned
NIST CSF framework in all its versions considers risk management a speciality area vital to
cybersecurity workforce development. Similar cybersecurity frameworks (e.g. Saudi Arabian
cybersecurity framework, Czech cybersecurity framework, Australian Cybersecurity Framework,
among others) that have been inspired by NIST CSF have also maintained risk management as a key
cybersecurity domain knowledge cyber experts should acquire. A recent cybersecurity professional
market analysis study [1]. found that risk management remains one of the highly demanded knowledge
areas and skills the market requires of cybersecurity professionals. This outcome justifies the inclusion
of risk management as a key Knowledge area in the existing cybersecurity skills framework. It also
explains its inclusion in the CyberSecPro professional training programme.
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2.4.6 Cybersecurity Policy, Process and Compliance

As private and public organisations continuously embrace digital transformation, the global
communication and network infrastructure increases with a corresponding rise in interconnected devices
and services. As a result, more data and organisations' critical infrastructure are available online, thus
open to various malicious cyber-attacks and threats. For governments and organisations to thrive and
successfully function in the face of current and emerging cyber-attacks and evolving threats against their
cyber-physical infrastructure, they must develop, adopt, and implement policies, standards and
certifications for the cybersecurity ecosystem.

Cybersecurity policies prescribe high-level business rules and principles that govern how an
organisation intends to protect and defend its communication and network infrastructure, including the
databases and applications that run on the infrastructure. At an organisational level, a typical
cybersecurity policy identifies the technologies and information assets that need protection, threats to
the assets, rules and controls governing the protection of the assets and business in general.
Cybersecurity standards [14], on the other hand, provide the granular requirement for operationalising
a cybersecurity policy. In a broader sense, cybersecurity standards are often provided by approved
external bodies, including government and private agencies. For instance, the European Union Agency
for Cybersecurity (ENISA) establishes policies and standards that govern cybersecurity across the EU.
The International Organisation for Standardisation (ISO) is widely known for providing standards.
Standardisation of digital communications and other related products and services that impact
cybersecurity is necessary to ensure consistency and create trust among all stakeholders, especially
manufacturers, developers and clients. ENISA aims to realise cybersecurity cohesion and harmonisation
and provide support that enables a single European digital market for cybersecurity while securing
critical elements across the cybersecurity landscape [15].

However, in contrast to policies and standards, cybersecurity certifications are schemes designed to
facilitate a formal evaluation of cybersecurity products, services, and all related processes. An approved
or accredited agency often performs certification based on a well-defined set of criteria. A successful
evaluation exercise may lead to issuing a certificate to demonstrate compliance. The EU's Cybersecurity
Act provides a cybersecurity certification framework with the primary aim of developing certification
schemes that enable the assessment and certification of products, services, and processes [15].

Furthermore, cybersecurity compliance involves individuals and organisations complying with
established policies, standards, and regulations that protect individuals' and organisations' network and
computer systems, software applications and data against cyber threats. In the EU, some of the policies,
regulations and frameworks organisations and members of the public are required to comply with are
enshrined in the European General Data Protection Regulation (GDPR), the Network and Information
System Directive and the EU Cybersecurity Act. Cybersecurity compliance is fundamental to cyber risk
mitigation and fosters trust among individuals, business organisations and regulatory agencies.

Current and next-generation cybersecurity professionals should be knowledgeable about existing
cybersecurity policies, standards, relevant certifications, and compliance and how they impact their
work. It is also essential for cybersecurity professional training programmes to include policies,
standards, and certifications as a key Knowledge area to enable new professionals to achieve the know-
how of developing new policies, standards, and certifications at the various levels required of their
working roles.

2.4.7 Incident Response

Safeguarding computer systems and networks from threats is paramount, making cyber security
operations and incident response crucial. These coordinated operations encompass proactive
monitoring, detection, and effective mitigation of security incidents like malware attacks, data breaches,
and unauthorised access attempts. Incident response entails a systematic approach to promptly address
security incidents, minimising harm and restoring normal operations. Swift containment, meticulous
investigation, complete eradication, and seamless recovery are critical components of a cyber incident
response. The expertise of skilled professionals, adept at analysing security logs, deploying protective
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measures, and collaborating with stakeholders, ensures an agile and efficient response. By upholding
information systems’ integrity, confidentiality, and availability, cyber security operations and incident
response prevent disruptions to critical business processes and safeguard sensitive data.

An organisation’s incident response management requires an incident response plan, a set of coordinated
instructions to assist detection, response, and recovery from cyber security incidents. A well-developed
incident response plan provides a straightforward course of action for dealing with cyber incidents,
which may result in massive network or data breaches that may impact an organisation. Following the
plan, an organisation can quickly stop, contain, and control the cyber incident. A separate disaster
recovery plan is created for physical disruptions like natural disasters or flooding. An organisation’s
cyber incident recovery team is usually responsible for implementing the incident response plan.
Typically, this team consists of IT staff members whose roles include collecting, preserving, and
analysing incident-related data. Depending on the situation, they may also collaborate with legal
professionals and communications experts to ensure compliance with legal requirements.

The need for an incident response plan arises from the inevitability of cyber threats as more organisations
and individuals make their IT infrastructure available online. Whether a network has already faced a
cyber-attack or not, the chaos that ensues could be disastrous. Cyber threats, including network and data
breaches and physical threats, such as power outages or natural disasters, can result in data or
functionality losses that severely affect an organisation. An incident response plan, along with a disaster
recovery plan, helps mitigate risks and prepares for a range of events. Therefore, to deal with cyber
incidents and ensure business continuity, organisations must have a well-defined incident response plan
and a skilled professional cybersecurity incident response team to execute the plan successfully. Existing
research has shown that the cybersecurity labour market has inadequately qualified professionals in
cyber incident response handling. Our previous study also showed that incident response is a highly
demanded Knowledge area in the cybersecurity labour market and, therefore, included in the
CyberSecPro training curriculum.

2.4.8 Network and Communication Security

Internet's ubiquity remains an enabler for the interconnectivity of millions of devices to the network.
These interconnected devices have access to several software applications and services owned or offered
by private and public organisations. Organisations and their business have, therefore, perpetually relied
on networked communication technologies to function effectively.

Communication and network security involve undertaking operations to protect and defend
organisations' networked communication systems (including databases and software applications).
From the standpoint of the CIA triad model [16], the goal of providing protection and defence would be
to ensure the confidentiality, integrity and authentication of communication systems in addition to non-
repudiation of users and information management. Due to businesses' continuous dependence on
network communications systems and their susceptibility to cybersecurity attacks, it is necessary to
incorporate communication and network security technologies to ensure business continuity further.

Protecting and defending networked communication systems and ensuring business continuity is an
enormous responsibility that stakeholders, especially cybersecurity professionals, must shoulder daily.
They must therefore be vested in communication and network security knowledge to succeed in this
role. Existing cybersecurity workforce skills development frameworks have identified communication
and network security as a fundamental Knowledge area that must be included in any cybersecurity
professional training programme. It is also one of the knowledge areas in the European cybersecurity
body of knowledge. A recent cybersecurity labour market analysis reported in [1] also found that the
labour market needs cybersecurity professionals with proven communication and network security
knowledge. The report indicated that communication and network security is a Knowledge area in high
demand. The NIST CSF, Czech and other similar frameworks comprehensively defined the industry
role of a network operations specialist in terms of abilities, skills, knowledge, tasks and capability
indicators.
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2.4.9 Privacy and Data Protection

As more private and public organisations continue to embrace digital transformation, more
organisations' data become available and exposed to cyber threats. Digital transformative initiatives are
not without concerns, as stakeholders highlight privacy concerns that must be addressed by
organisations desiring to go digital, especially cloud-based digital solutions. Therefore, data protection
and privacy-affirming technologies must support a digital transformation initiative to gain stakeholders'
trust while ensuring business continuity.

Furthermore, since data protection and privacy technologies play a crucial role in safeguarding sensitive
information and ensuring compliance with privacy regulations, organisations must use these
technologies to their advantage. Data protection and privacy technologies embody a range of tools,
platforms, technologies, and strategies for protecting data and ensuring privacy. Some essential aspects
of data protection and privacy technologies include data loss prevention, encryption, access controls,
privacy-enhancing technologies, data anonymisation and pseudonymisation.

In response to current and emerging cyber-attacks and threats against data and privacy, organisations
must adopt these technologies to enhance data protection and privacy. The European cybersecurity
labour market needs an army of professionals knowledgeable in data protection and privacy technologies
to protect and defend organisations' infrastructure and businesses against growing cyber-attacks and
threats.

2.4.10 Human Aspects of Cybersecurity

Another Knowledge area that is critical to securing and protecting an organisation's ICT infrastructure
is the human aspects of cybersecurity. CyberSecPro’s recent study [1] has shown that an organisation's
cybersecurity defensive measures are incomplete without considering the human elements of
cybersecurity, even as cyber-attacks and threats continue to evolve. Human aspects of cybersecurity also
referred to as human factors, deal with human behaviour, awareness, and cybersecurity education of
cybersecurity professionals and every employee of an organisation. These human aspects have the
potential to weaken or strengthen cyber defences depending on how organisations leverage these factors.

Phishing attacks and social engineering can be viewed from the lens of human aspects of cybersecurity
as attackers exploit identified human vulnerabilities. Through these attacks, a would-be attacker deploys
psychological tactics to manipulate unsuspecting individuals to reveal sensitive information that allows
them to cease control and gain unauthorised access to the organisation's network, data, and information
systems. Insider threats involving staff and other trusted individuals, such as external consultants, can
compromise the organisation's cybersecurity defences via their deliberate misuse of access. Security
awareness training, cultural and organisational factors, and user-centric security are essential approaches
within the umbrella of human aspects of cybersecurity that organisations can employ to train employees
on cybersecurity best practices and acknowledge "people" as the organisation's cybersecurity first line
of defence.

The ECSF job roles of Cybersecurity Educator (CE), CISO, and Cybersecurity Architect (CA)
underscore the need for organisations to consider human aspects of cybersecurity. This need is also
highlighted in a recent study [1] conducted within CyberSecPro. For instance, a CE designs, develops,
and conducts awareness training and educational programmes in cybersecurity and other topics related
to data protection. A CISO, on the other hand, influences the organisation's cybersecurity culture by
implementing an established cybersecurity strategy and policy that are reviewed from time to time to
combat existing and emerging cyber threats. On the other hand, the CA drafts cybersecurity architectures
that are informed by stakeholders while collaborating with other teams within and outside the
organisation. Owing to the significance of human aspects of cybersecurity, cybersecurity professional
training curricula need to consider human factors as an essential Knowledge area that trainees must be
skilled in, hence its inclusion in the CyberSecPro curriculum.
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2.5 Summary and Discussion

This chapter has contributed an analysis and selection of Cybersecurity knowledge areas in the context
of the CyberSecPro education and training programme. The selection criteria have been 1) market
demand, 2) relevance to the ECSF, 3) availability of resources, and 4) importance. The analysis resulted
in ten knowledge areas. Their importance is backed by an extensive and comprehensive review of
existing literature and best practices in cybersecurity education and research across and beyond the EU
cybersecurity landscape. It is important to note that previous CyberSecPro studies [1] specifically
mapped and analysed cybersecurity knowledge areas and skills offered across EU HEIs programmes
with those needed in the labour market to establish knowledge and skills gaps — the result of which
strongly support the selected knowledge areas presented in this report. Also included in the analyses are
the outcomes of cybersecurity workforce development initiatives undertaken by ENISA and notable
EU-funded projects such as REWIRE, CONCORDIA, ECHO, ECSO, ESCO and SPARTA. The
following list summarises the key concepts and skills in each selected knowledge areas for the
CyberSecPro education and training programme (in descending order of mentions in the market demand
survey):

1. Penetration Testing: Penetration testers simulate cyberattacks to identify system, network, or
application vulnerabilities. They use various tools and techniques, including vulnerability
scanners, password-cracking tools, and social engineering tactics.

2. Cybersecurity Tools and Technologies: Cybersecurity professionals must be familiar with a
wide range of tools and technologies designed to protect against cyberattacks. These tools
include firewalls, intrusion detection systems, antivirus software, and other advanced solutions.

3. Cybersecurity Management: Cybersecurity managers develop and enforce security policies
and procedures, oversee cybersecurity tool deployment, and manage the financial aspects of
cybersecurity initiatives.

4. Cybersecurity Threat Management: Cybersecurity threat management professionals monitor
the threat landscape, identify new threats, and formulate mitigation strategies.

5. Cybersecurity Risk Management: Cybersecurity risk management experts identify, assess,
and manage cybersecurity risks. They identify vulnerable assets, evaluate the likelihood and
impact of potential threats, and develop strategies to mitigate these risks.

6. Cybersecurity Policy, Process, and Compliance: Cybersecurity policy, process, and
compliance professionals develop and enforce security policies and procedures. They also
ensure organisations comply with relevant regulations, conduct security audits, and manage risk
assessments.

7. Cyber Incident Response: Incident responders contain attacks, eliminate threats, and restore
affected systems to normal operation.

8. Network and Communications Security: Network and communications security
professionals design and implement secure network architectures, configure network devices,
and monitor network traffic for anomalies.

9. Privacy and Data Protection: Privacy and data protection experts develop and enforce privacy
policies and procedures, manage data access, and respond to data breaches.

10. Human Aspects of Cybersecurity: Human aspects of cybersecurity professionals educate and
engage employees in cybersecurity practices.

Each of the CyberSecPro knowledge areas is essential for cybersecurity professionals, as they
collectively provide a well-rounded understanding of cybersecurity. In today's cyber landscape, where
threats are diverse and ever-changing, professionals must possess multifaceted skills and knowledge to
protect organizations effectively.

e Penetration testing and cybersecurity tools are essential for identifying vulnerabilities and
deploying the right defences.

e Cybersecurity management and risk management ensure that organizations have a strategic and
cost-effective approach to security.
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e Threat management and incident response are critical for detecting and mitigating attacks
swiftly.

e Privacy and data protection are paramount for maintaining trust and complying with privacy
regulations.

e Network and communications security are crucial to prevent attacks from infiltrating the
infrastructure.

e The human aspects of cybersecurity underscore the need to create a security-conscious
workforce.

In summary, the CyberSecPro knowledge areas provide a comprehensive roadmap for cybersecurity
professionals, encompassing the field's technical, managerial, and human aspects. In a constantly
evolving threat landscape, these knowledge areas serve as a guide to safeguard organizations from
cyberattacks, emphasizing the importance of a holistic approach to cybersecurity. Cybersecurity
professionals who master these areas will be well-prepared to address the challenges and threats of the
modern digital age.

2.5.1 Interrelations between Knowledge Areas

Notably, the scope of these knowledge areas is quite diverse. However, this variation is not an issue, but
rather reflects the real need of the market due to the varying maturity levels and needs of organisations
and individuals. There are several reasons why this variation is beneficial:

1. By providing both broad and specific knowledge areas, the programme enables learners to
specialise in a particular domain of interest.

2. By having knowledge areas that vary in scope, the programme can evolve over time to
incorporate the latest developments in the industry. This ensures that the programme remains
relevant and meets the demands of the market.

3. Organisations and individuals have different levels of cybersecurity maturity. Some may be at
the beginner stage, requiring foundational knowledge, while others may be more advanced,
seeking specialised insights. By offering both broad and specific knowledge areas, the
programme can cater to the varying maturity levels, enabling learners to choose the appropriate
level of education that aligns with their current needs and skillset.

Figure 5 provides an overview of the CyberSecPro Knowledge area and their relation to each other.
Three knowledge areas build the basis: 1) Cybersecurity Policy, Process, and Compliance, 2)
Cybersecurity Management, and 3) Tools and Technology. Cybersecurity Policy, Process, and
Compliance involves the development and implementation of cybersecurity policies and processes to
ensure compliance with relevant laws and regulations. It is interconnected with Cybersecurity
Management as it provides the guidance and framework for managing cybersecurity within an
organisation. Cybersecurity Management involves the overall management and governance of the
cybersecurity programme within an organisation. It is closely interconnected with various other
knowledge areas, i.e. Cybersecurity Policy, Process, and Compliance, Cybersecurity Risk Management,
Cybersecurity Threat Management, and Incident Response. Tools and Technologies is an abstract
category dealing with the tools, software, and hardware used to secure systems. Hence, it relates to
Penetration Testing and Network and Communication Security as these tools play a crucial role in
monitoring and securing networks.

Next, we have four knowledge areas that are closely interrelated: 1) Cyber Incident Response, 2)
Cybersecurity Threat Management, 3) Cybersecurity Risk Management, and 4) Penetration Testing.
Cybersecurity Threat Management is a proactive approach to preventing attacks from happening, while
Incident Response is a reactive approach to dealing with attacks that have already happened.
Cybersecurity Threat Management is also closely related to Cybersecurity Risk Management. This
Knowledge area is concerned with identifying, assessing, and managing risks in relation to
cybersecurity. It encompasses evaluating the potential impact and likelihood of threats, vulnerabilities,
and attacks. Both Cybersecurity Risk Management and Cybersecurity Threat Management are
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interconnected with Penetration Testing. This Knowledge area involves simulating attacks on a system
to identify vulnerabilities and weaknesses.

Finally, there are two overarching knowledge areas that influence all other knowledge areas: 1) Privacy
and Data Protection, and 2) Human Aspects of Cybersecurity. Privacy and Data Protection involves
the protection of sensitive information and personal data from unauthorised access, use, or disclosure.
It is interconnected with all other knowledge areas as privacy and data protection considerations need
to be integrated into all aspects of cybersecurity practices. Human Aspects of Cybersecurity recognises
the importance of human behaviour, awareness, and training in maintaining cybersecurity. It influences
all other knowledge areas as human actions can significantly impact the effectiveness of cybersecurity
measures and response.

Privacy and Data Protection

Cybersecurity Risk
Management

Cybersecurity Threat Human Aspects of Cybersecurity
Management

Cyber Incident Response

Network and

Penetration Testing Communications Security

Tools and Technology

Cybersecurity Management

Cybersecurity Policy, Process, Compliance

Figure 4: Overview of CyberSecPro knowledge areas

2.5.2 Derivation of Training Modules

One limitation in the selection process of knowledge areas is the reliance on the main clusters of courses
identified in D2.2. Even though a more detailed analysis would yield higher accuracy, the advantage of
time and resources saved in not having to evaluate each course for every possible Knowledge area
individually outweighs the necessity for such detailed analysis in this specific context. However, as a
result the list of courses within the knowledge areas might not be entirely representative. To account for
this shortcoming the next chapter on education and training modules will conduct the analysis
backwards and map the courses to the final selection of knowledge areas.

2.5.3 Sector Specific Knowledge Areas

It is important to understand that while the survey received a significant number of responses, it is not
necessarily representative. As a consequence of the limited size of the sample, it is not possible to draw
a reliable conclusion regarding the specific priorities in each sector from the survey. However, the state-
of-the-art analysis and survey conducted in D.2.1 have revealed that the selected CyberSecPro
knowledge areas are in high demand across all sectors, including health, maritime, and energy. In line

29



@ D2.3 - CyberSecPro Programme Specifications
==)

CyberSecPro Knowledge Areas

with this, CyberSecPro aims to enhance its training offerings by customising the content to cater to the
specific needs of these sectors. Through the implementation of sector-specific scenarios, exercises, and
test cases, the training material in the areas of maritime, energy, and health will be tailored to meet the
requirements of stakeholders
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3 CyberSecPro Education and Training Modules

3.1 Introducing Education and Training Modules

CyberSecPro aims to offer state-of-the-art cybersecurity education and training modules considering
market demand and CyberSecPro partners' supply of cybersecurity training offerings. CyberSecPro's
approach addresses the gaps in the European cybersecurity workforce and consolidates EU
cybersecurity posture and competitiveness. Previously, chapter 3 provided a comprehensive analysis of
cybersecurity knowledge areas in order to prioritise knowledge areas that target cybersecurity workforce
skills demands and are fulfilled by CyberSecPro partners’ cybersecurity education and training
programmes. The Knowledge area analysis resulted in ten knowledge areas passing the pre-established
criteria for inclusion in the CyberSecPro professional training curriculum. This chapter focuses on
selecting cybersecurity education and training modules that align with the prioritised knowledge areas.
Consortium members will further develop, enhance, and supply these education and training modules.
CyberSecPro partners may deliver education and training modules in various forms, including seminars,
courses, workshops, summer schools, hackathons, MOOCs and other suitable formats.

The CyberSecPro training modules cover most of the European cybersecurity market demanded
workforce knowledge, skills, and competencies. It is important to note that some of the most sought-
after cybersecurity recruitment or job specification buzzwords are not adapted in the CyberSecPro
education and training module naming conventions. However, the content is provided within the
CyberSecPro training module syllabus. For example, cybersecurity for emerging technology, artificial
intelligence and cybersecurity tools and technologies are already covered in CyberSecPro training
module syllabus within selected CyberSecPro modules.

3.2 Methodology of Selection

The CyberSecPro education and training programme aims to bridge the gaps in cybersecurity workforce
skills development by carefully selecting knowledge areas and corresponding education and training
modules. The selection process for the education and training modules ensures that the programme
covers all the necessary skills and knowledge required in the field.

To select the appropriate education and training modules, all course offerings provided by CyberSecPro
partners are carefully reviewed. Each course is thoroughly evaluated and mapped against the ten selected
knowledge areas. This mapping process helps identify which courses cover specific areas of knowledge,
and ensures that there is no duplication of efforts. By leveraging the resources and expertise available
within the partner offerings, the programme can avoid redundancy and take a synergistic approach to
cybersecurity education and training. This approach promotes collaboration and knowledge sharing
among the partners, fostering innovation that is in light of the ever-evolving landscape of cybersecurity,
where new threats and challenges arise regularly.

In order to maintain focus and coherence within the CyberSecPro education and training programme,
any course offerings that could not be mapped to the selected knowledge areas are omitted. This ensures
that the programme stays aligned with its objectives and goals. The omission of these courses allows
the programme to remain focused on delivering comprehensive and relevant cybersecurity education
and training.

The comprehensive table, along with the detailed analysis, is available in Annex A.

3.3 Selected Education and Training Modules

This section presents the selected CyberSecPro education and training modules mapped to the selected
knowledge areas by partner.
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Selected CyberSecPro training modules

CyberSecPro Partner

Network and Application Security
Cybersecurity Analyst

The Landscape of Hybrid Threats
Cybersecurity Hackathon Project
Cybersecurity Project

LAU

Penetration Testing/Malware Analysis
Software Security
Cyber Security Exercises

URPC

Security scenarios: Red and Blue Teaming
INMAP - Reconnaissance and Vulnerability Assessment

PDMEFC

Penetration Testing/Malware Analysis
Red Teaming Course/CTF

FP

Penetration Testing/Malware Analysis
Software Security

Trustilio

Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)

TalTech

System Security

UCY

Thinking like an attacker

SINTEF

Cybersecurity Tools and Technologies (40 offerings)

Selected CyberSecPro training modules

CyberSecPro Partner

Enterprise Security and Practitioners
Cybersecurity Working Life Practices
Cybersecurity Hackathon Project
Cybersecurity Project

Network and Application Security
Cybersecurity Analyst

Internet Infrastructure and Security
Network Applications

Introduction to Information Security

LAU

Information & Communication Security

GUF

Information Systems Security
Cybersecurity (Hellenic Air Force)

URPC
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Network and Communications Security
Network Security (Hellenic Air Force)

Security Scenarios: Red and Blue Teaming
Privacy and Security Logging, Network Traffic Analysis
Log Parsing

Applied Cryptography with GPG and OpenSSL
Event Management

Intrusion Detection and Prevention Systems (IDPS)
Identity Access Management

YARA and SIGMA: Advanced Malware Analysis and Incident Detection

Network Traffic Analysis and Monitoring with Tshark and NFStream
Privacy Threat Modelling, Incident Handling - Security Information and

PDMFC

Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)
Strategic Communications and Cybersecurity
Cyber Incident Handling

Cyber Defense Monitoring Solutions

TalTech

Software Analysis

ucy

Secure Coding

Digital Identity and Privacy

Security in Services and Applications

Information Security

Security in Services and Applications

Security and Privacy in Application Environments
Security in Industrial and Cyber — Physical systems
Malware Analysis

Design and Configuration of Secure Network Systems

UMA

Network and Computer Systems Security

Cybersecurity and Governance

Regional Dynamics of Security and Defense

Economic and Competitive Intelligence

Methodology and Techniques for Analysis and Prospection

FCT

Cybersecurity Management (23 offerings)

Selected CyberSecPro training modules

CyberSecPro Partner

Information Security Management
Cybersecurity Management

Information and Cyber Security Management
Information and Cyber Security

Introduction of Information Security

LAU

Information & Communication Security

GUF
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Cybersecurity (Hellenic Air Force)

URPC

Risk Assessment and Management
Security Scenarios: Red and Blue Teaming
Privacy and Security Logging

Network Traffic Analysis

Log Parsing

Identity Access Management

PDMFC

Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)
Strategic Communications and Cybersecurity
Cyber Incident Handling

TalTech

Advanced Risk Assessment

AIT

Globalisation and Security Risks

Software Security

Cybersecurity and Governance

Cybersecurity

Cybercrime - Prevention and Forensic Technique

FCT

Cybersecurity Threat Management (31 offerings)

Selected CyberSecPro training modules

CyberSecPro Partner

Cybersecurity Working Life Practices
Cybersecurity Hackathon Project
Cybersecurity Project

Systems Security

Cybersecurity Analyst

LAU

Security Governance
Information Security Governance
Human-centric risk management
Maritime Cyber Security

URPC

Risk Assessment and Management

Security scenarios: Red and Blue Teaming

Privacy and Security Logging

Network Traffic Analysis

YARA and SIGMA: Advanced Malware Analysis and Incident Detection
Lynis

OpenSCAP - Security Auditing and Hardening Tools

Android Security and Log Parsing

PDMFC

Maritime Cyber Security

FP

Human-centric risk management

Trustilio
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Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)
Strategic Communications and Cybersecurity
Cyber Incident Handling

Cyber Defense Monitoring Solutions

TalTech

Information Security and Computer Forensics
Computer Forensics

Security in Technological Environments

Security in Industrial and Cyber - Physical Systems

UMA

Software Security
Cybersecurity
Globalisation and Security Risks

FCT

Cybersecurity Risk Management (31 offerings)

Selected CyberSecPro training modules

CyberSecPro Partner

Information Security Management
Risk Manager

Risk, Safety and Security Management
Cybersecurity Working Life Practices
Cybersecurity Project

Systems Security

LAU

Security Governance
Information Security Governance
Human-centric risk management
Maritime Cyber Security
Software Security

URPC

Risk Assessment and Management

Privacy Threat Modelling

Lynis

OpenSCAP - Security Auditing and Hardening Tools
NMAP - Reconnaissance and Vulnerability Assessment

PDMFC

Maritime Cyber Security

FP

Human-centric risk management
Software Security

Trustilio

Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)
Strategic Communications and Cybersecurity
Cyber Incident Handling

TalTech
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Governance Risk Compliance AIT
Advanced Risk Assessment

Cybersecurity FCT
Globalisation and Security Risks

Digital Transformation in a Cybersecurity context

Cybersecurity, IT Asset Management, and Governance

How to implement an Information Security Management System with
ISO/IEC 27001

Introduction to Cyber Security: Risk Management SINTEF

Cybersecurity Policy, Process, and Compliance (26 offerings)

Selected CyberSecPro training modules CyberSecPro Partner
Information Security Management LAU
Risk Manager

Systems Security

Mobile Business [I-Technology, Markets, Platforms, and Business Models |GUF

Security Governance URPC
Information Security Governance
Human-centric risk management
Maritime Cyber Security
Software Security

Risk Assessment and Management PDMFC
Log Parsing

Privacy Threat Modelling

Lynis

OpenSCAP - Security Auditing and Hardening Tools
Identity Access Management

Maritime Cyber Security FP
Security of Systems and Services TUC
Introduction to Cyber Security (Maritime) TalTech

Strategic Communications and Cybersecurity
Cyber Incident Handling

Governance Risk Compliance AIT
Advanced Risk Assessment

Cybersecurity FCT
How to implement an Information Security Management System with
ISO/IEC 27001
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Globalisation and Security Risks
GDPR: Governance, Implementation, Maintenance and Control

Cyber Incident Response (28 offerings)

Selected CyberSecPro training modules CyberSecPro Partner
Cybersecurity Working Life Practices LAU

Cybersecurity Hackathon Project

Cybersecurity Project

Business Continuity

Environmental Risk Management
The Landscape of Hybrid Threats
Enterprise Security and Practitioners

Maritime Cyber Security URPC
Cyber Security Exercises

Security scenarios: Red and Blue Teaming PDMFC
Log Parsing

Y ARA and SIGMA: Advanced Malware Analysis and Incident Detection
Network Traffic Analysis and Monitoring with Tshark and NFStream
Android Security and Log Parsing

Incident Handling - Security Information and Event Management
Intrusion Detection and Prevention Systems (IDPS)

Maritime Cyber Security FP
Cyber Defense Exercise
Cyber Defence eXercise for Navy (CDX-N)

Security of Systems and Services TUC

Introduction to Cyber Security (Maritime) TalTech
Strategic Communications and Cybersecurity
Cyber Incident Handling

Malware Analysis UMA

Cybersecurity Threat Hunting AIT
Governance Risk Compliance
Security Incident and Event Management

Cybersecurity and Governance FCT
GDPR: Governance, Implementation, Maintenance and Control

Network and Communication Security (29 offerings)

Selected CyberSecPro training modules CyberSecPro Partner
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Data Networks and Information Security
Network and Application Security
Internet Infrastructure and Security
Network Applications

LAU

Mobile Business [-Technology, Markets, Platforms, and Business Models
Mobile Business [I-Technology, Markets, Platforms, and Business Models

GUF

Information Systems Security
Network and Communications Security
Network Security (Hellenic Air Force)

URPC

Network Traffic Analysis and Monitoring with Tshark and NFStream
Privacy Threat Modelling
INMAP - Reconnaissance and Vulnerability Assessment

PDMFC

Computer Organization
Advanced Computer Architecture
Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)
Strategic Communications and Cybersecurity
Cyber Defense Monitoring Solutions

TalTech

Data Security

UCY

Information Security

Design and Configuration of Secure Network Systems
Security in Technological Environments

Information Security and Computer Forensics
Security and Networks in Online Transactions
Security and Privacy in Application Environments
Security in Industrial and Cyber-Physical Systems

UMA

System and Network Security
Security Operations Center

AIT

Network and Computer Systems Security
Social Network Intelligence

FCT

Privacy and Data Protection (25 offerings)

Selected CyberSecPro training modules

CyberSecPro Partner

Information Management and Databases
Systems Security

Introduction to Information Security
Information Security Management

Risk Manager

Systems Security

LAU
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Mobile Business [-Technology, Markets, Platforms, and Business Models
Mobile Business [I-Technology, Markets, Platforms, and Business Models
Information & Communication Security

GUF

Privacy and Security Logging

Network Traffic Analysis

Applied Cryptography with GPG and OpenSSL
Android Security and Log Parsing

Identity Access Management

PDMFC

Security of Systems and Services

TUC

Introduction to Cyber Security (Maritime)
Strategic Communications and Cybersecurity

TalTech

Digital Identity and Privacy
Security and Privacy in Application Environments

UMA

Software Security

Data Protection and Management Law

GDPR: Governance, Implementation, Maintenance and Control
Cybersecurity, IT Asset Management, and Governance

The Legal Framework of the Digital Ecosystem - Telecommunications,
Media and Information Technology (TMT)

FCT

Human Aspects of Cybersecurity (25 offerings)

Selected CyberSecPro training modules

CyberSecPro Partner

Enterprise Security and Practitioners
Information Security Management
Cybersecurity Management
Information and Cyber Security Management
Information and Cyber Security
Cybersecurity Working Life Practices
Cybersecurity Hackathon Project
Cybersecurity Project

Introduction to Information Security
Crime Prevention

The Landscape of Hybrid Threats

LAU

Mobile Business [I-Technology, Markets, Platforms, and Business Models

GUF

Security Governance
Information Security Governance
Human-centric risk management
Maritime Cyber Security

URPC
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Applied Cryptography with GPG and OpenSSL PDMFC
Privacy Threat Modelling
Identity Access Management

Maritime Cyber Security FP
Human-centric risk management Trustilio
Security of Systems and Services TUC
Introduction to Cyber Security (Maritime) TalTech

Strategic Communications and Cybersecurity

Secure Coding UMA

Globalisation and Security Risks FCT

3.4 Pedagological Aspects

In order to enhance the quality of the selected education and training modules, specific pedagogic
approaches have been identified that hold vital significance for the CyberSecPro education and training
programme. These approaches can be effectively utilised in WP3 and WP4 to foster the continuous
improvement and development of training modules.

Each individual, with a set of abilities, learns in a different way and receives and develops knowledge
differently from others. This theory, known as multiple intelligences, was defined by Gardner and his
collaborators of the Harvard University in 1983 [17]. They announced that human beings develop
several types of intelligences, each of which encompasses a series of skills that go beyond intellectual
capacity, even though the learning process partly involves that part of abstract thinking. Specifically,
eight types of intelligences were identified: linguistic, logical-mathematical, musical, visual-spatial,
kinesthetic-bodily, intrapersonal, interpersonal and naturalistic [18]. As is evident, all these abilities or
intelligences are part of each person, but each person develops or enhances one of these abilities more
than the others, all having the same value and importance.

These eight intelligences or ways of thinking lead to different ways of achieving learning, and the need
to apply different ways of reaching the individual through multiple types of methodologies and
pedagogical approaches. By attending to these intelligence factors, it is possible to create dynamic and
purposeful teaching methodologies, in which it is possible to achieve: personal motivation, personalized
learning and diversity without condition and limits. Training modules could be more personalized
according to the characteristics of each person as well the type of subject matter to be learned. If this is
considered, it would then be possible to find innovation by adapting suitable materials (e.g. with
attractive activities, formats and languages), pedagogical strategies and methodologies.

For that reason, CyberSecPro adopts a technology-driven, agile methodological approach to intensify
learning in the best possible way to each person. Classroom activities and online material will be
facilitated by experienced academics and industrial entities who will explore the tasks further and
provide group and individual support to trainees, always looking at the value of practice and its
usefulness. CyberSecPro training modules aims to enhance the technical capabilities of learners but also
of other trainees from the industry (and specifically from maritime, energy, health sector). The
programmeis being designed to respond to the needs of the society and accommodate greater flexibility
and lifelong learning. The curriculum design and delivery will embrace and recognise any prior learning
individuals have achieved and will cater for those who wish to take a stepped-up approach to their goals.
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The learning process should therefore be dynamic, adjusting to the particular characteristics of each
individual and his/her way of learning new concepts and expanding his or her capabilities.

In the following, the methodologies of flipped classroom and inclusive pedagogy will be presented in
light of the CybeSecPro scope. Inclusive pedagogy is at the core of the current project. CyberSecPro
will go beyond ‘additional needs’, as this term is used in a negative way on many occasions. The project
will aim to develop such inclusive practices that will not only focus on individuals who have already
been identified as having additional needs, but will focus on everybody in the community of the training
module.

Whilst inclusive pedagogy is often concerned with those individuals who are ‘less able’, CyberSecPro
will be a pioneer in offering alternative pedagogical advancements that will extend the availability of
opportunities to learn and will remove marginalization due to characteristics and individual needs by
developing an underpinning framework to transform traditional approaches. The aims of this approach
can be broken down into the following categories:

a) Inclusive Participation: By placing emphasis on participation, and on collaborative and interactive
hand son learning, it will remove any existing knowledge or other type of barriers and inclusive practices
will be available to all trainees.

b) Interactive Learning: The CyberSecPro inclusive pedagogical approach removes the notion that
individuals have a fixed ‘ability’ to learning. Instead, it will endeavor to focus on those pedagogical
approaches that can alter an individual’s capacity to learn. It will develop such strategies that can support
all trainees equally and remove any stigma.

In order to provide a comprehensive understanding, the two aspects of inclusive pedagogy will be
examined individually.
3.4.1 Flipped Classroom

A flipped classroom is an instructional strategy and a type of blended learning, which aims to increase
learner engagement and learning by having learners’ complete readings at home and work on live
problem-solving during class time [19] In a flipped classroom, learners are first introduced to new
content outside of class, typically through pre-recorded videos, online lectures, or readings, which they
review at their own pace. Classroom time is then dedicated to interactive, collaborative, and applied
learning activities. A teacher's interaction with learners in a flipped classroom can be more personalized
and less didactic, and learners are actively involved in knowledge acquisition and construction as they
participate in and evaluate their learning [20]. Some of the benefits of a flipped classroom are [21]:

e Itis flexible

e Learners can learn at their own pace

e Learners take responsibility for their learning

e Learners learn rather than encounter material in class
e There are more opportunities for higher level learning

e It does not waste time transferring information to learners when that information is available to
them in books or online

e Instructors work more closely with learners, getting to know learners better and providing better
assistance

e Increased collaboration between learners
Here is how the flipped classroom works:

Pre-Learning: Learners engage with the instructional materials before coming to class. They have the
opportunity to attend video lectures, go through relevant materials, or access online resources to gain an
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initial understanding of the CyberSecPro material. This activity can be performed anywhere with access
to internet.

In-Class Application: Classroom time is used for active learning experiences that build upon the pre-
learning phase. The learners, instead of passively listening to lectures, they participate in discussions,
problem-solving activities, group projects, experiments, or hands-on tasks. The teacher facilitates these
activities, providing guidance, clarification, and individualized support as needed.

Collaboration and Interaction: In-class activities often involve group work, discussions, and
cooperative learning tasks. Learners have the opportunity to share ideas, ask questions, and learn from
their classmates.

Individualized Support. With the flipped classroom model, teachers can provide more individualized
support to learners during in-class activities. They can address learners' questions, provide feedback,
and offer one-on-one assistance. This personalized attention helps learners deepen their understanding
of the cybersecurity material and overcome potential challenges.

Application and Higher-Order Thinking: The flipped classroom approach emphasizes the application of
knowledge and the development of higher-order thinking skills. In-class activities focus on problem-
solving, critical thinking, and the practical application of concepts. Learners have the opportunity to
analyze, evaluate, and synthesize information in a collaborative learning environment.

Flexibility and Differentiation: The flipped classroom offers flexibility in the learning process. Learners
can review the pre-learning materials on cybersecurity at their own pace multiple times if that is needed.
In this way different learning styles or preferences can be served. Moreover, the teachers can apply
differentiated instructions based on learners' readiness levels and provide additional support or
challenges as required.

The flipped classroom approach can enhance learner engagement, foster deeper understanding, promote
critical thinking skills, and facilitate a learner-centered learning environment. By utilizing technology
to deliver the cybersecurity content outside of class and using valuable class time for active learning and
interaction, the flipped classroom model aims to optimize the learning experience for learners.

3.4.2 Inclusive Participation

Inclusive participation learning represents a paradigm shift in education that prioritizes the recognition
and accommodation of diverse learning needs and experiences. This approach is grounded in the belief
that all learners should have equal opportunities to learn and succeed, regardless of their individual
differences, including those related to race, gender, socioeconomic status, cultural background, ability,
or learning style [22]. Inclusive education begins with the assumption that all learners have a right to be
in the same educational space [23] [24]. It is about creating environments where every learner feels
valued and has their learning needs met [25]. This approach requires educators to consider a broad range
of strategies and interventions to support diverse learners, from differentiated instruction and universal
design for learning to socio-emotional support and culturally responsive pedagogy. Inclusive learning
is a paradigm shift in education that prioritizes the recognition and accommodation of diverse learning
needs and experiences. This approach is grounded in the belief that all learners should have equal
opportunities to learn and succeed, regardless of their individual differences, including those related to
race, gender, socioeconomic status, cultural background, ability, or learning style.

Inclusive teaching is relevant to all disciplines, regardless of subject matter, and describes a foundational
intention that can take the form of many different techniques and pedagogical approaches. When
designing a course, each move matters. From the selection of course materials to teaching methods, to
the ways learners are asked to demonstrate their learning, courses may privilege some learners while
disadvantaging others. There are moves instructors can make during the course design phase, such as
using a diversity statement, creating a syllabus that is accessible and inclusive, and using inclusive
language. Several studies [26] converge to the conclusion that it is not enough to guarantee diverse
learners access to education, it is also necessary to provide appropriate support to ensure their inclusion.

Effective strategies include applying:

42



D2.3 - CyberSecPro Programme Specifications

CyberSecPro Education and Training Modules (==

Universal design principles (UDL) to make course materials and learning experiences accessible and
welcoming to all learners [27]. Curriculum, as defined in the UDL literature, consists of four parts:
instructional goals, methods, materials, and assessments. Deployment of UDL strategies aim to to meet
diverse learning needs and perspectives, allowing learners various ways to demonstrate their learning,
providing information by default, rather than by request, to make supports accessible to all learners, and
modeling inclusive language by asking learners about their personal pronouns, using generic language,
and acknowledging different lived experiences. All of the above are achieved with the deployment of
the three main principles on which the UDL Framework is based on [28]:

Multiple Means of Representation: This principle emphasizes on providing learners with various ways
to perceive information. It involves presenting content in a variety formats, such as text, images, audio,
and video, to support different learning styles. By offering diverse representations, the learners can
access information using in a way that best suits their needs.

e Multiple Means of Action and Expression: This principle emphasizes on providing learners with
multiple options for engaging with and expressing their understanding of the content in
question. It encourages the use of various tools and media for expression. Learners are also
given choices in navigating and interacting with the learning materials, thus enabling them to
showcase their knowledge and skills in ways that are most effective for them.

e Multiple Means of Engagement: This principle focuses on reinforcing learner motivation,
engagement and interest in learning. It involves offering different options for engaging with the
content, such as incorporating interactive activities, real-world examples, simulations, and
providing opportunities for collaboration and peer interaction. By tapping into learners'
interests, providing relevance, and offering a range of activities, educators can increase learner
engagement and promote deeper learning.

By incorporating these principles into instructional design, educators can create more flexible and
accessible learning environments that meet the diverse needs of their learners.

Differentiated Instruction: Differentiation is based on the notion of learners’ “differences” that exist in
all classroom settings, mixed ability or streaming. It is generally accepted that, all classes accommodate
learners with great differences in various factors i.e., readiness level, learning style, interests, prior
knowledge, experiences, socioeconomic status, personality and social skills. Two main presuppositions
must be met in order for teachers to begin differentiating their instruction: (a) adequate knowledge of
the subject which is to be taught and (b) a very good knowledge of each learner's characteristics, needs,
strengths and so on [29]. Some key elements of the Differentiated Instruction are:

e Flexible Learning: Differentiated instruction offers various pathways for learners to acquire
knowledge and skills.

e Individualized Content: The content is adjusted to match learners' readiness levels. Teachers
may modify the complexity, depth, or breadth of the curriculum to ensure that it is appropriate
and challenging for each learner.

e Varied Assessments: Differentiated instruction recognises that learners may demonstrate their
understanding in different ways. Assessments are designed to accommodate diverse learning
styles and preferences.

e Ongoing Support: Teachers provide continuous support and feedback to learners. They monitor
learner progress closely and make adjustments to instruction as needed.

e Collaborative Learning: Differentiated instruction encourages collaboration and cooperative
learning among learners. Group work, peer tutoring, and cooperative projects allow learners to
learn from each other, share ideas, and support one another's learning.

Differentiated instruction recognies the individuality of each learner and seeks to address their specific
needs in the learning process. By tailoring instruction to meet learners where they are, it promotes greater
engagement, motivation, and academic growth.
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Collaborative Learning: Collaborative learning is defined as when learners achieve a common learning
goal, they complete it in a group and are responsible for each other’s learning [30]. It involves structured
group activities and projects where peers work together to solve problems, share knowledge, and co-
construct new knowledge [31]. Collaborative learning encourages active participation, communication,
and teamwork, which can benefit all learners, including those with diverse abilities. Teachers can create
inclusive collaborative learning experiences by carefully forming heterogeneous groups, providing clear
guidelines and expectations, and facilitating discussions and reflections.

Lin [32] outlines some principles of the Collaborative Learning. These are:
e Provide more language practice opportunities
e Improve the Quality of Learner Talk
e Create a Positive Learning Climate [33]
e Promote Social Interaction
e Allow for Critical Thinking

Gamification is another pedagogical methodology that addresses some of these collaborative learning
principles [34], as well as professional training [35]. Gamified and competitive events (e.g. hackathons,
cyber games, or cyber exercises) and game-based challenges can create collaborative learning
atmospheres, where the learning process is mainly based on fun, cooperation, and social interaction.
However, their success depends on the nature and design of the game, the type of tools/platforms to lead
the serious games, the type of audience and the application scenario [36] [33] [37], and the use combined
of methodologies, such as “flipped classroom games” [33] or simulation-based games for experimental
learning [38]. If applied accordingly, it is possible to create highly competitive and profitable learning
environments in terms of motivation and interaction.

Indeed, collaborative learning can offer numerous benefits. However, it also comes with its own set of
challenges.

Assistive Technology: Incorporating assistive technology tools and resources can assist learners with
disabilities in accessing the curriculum and participating fully in the learning process. This can include
text-to-speech software, screen readers, speech recognition software, alternative keyboards, and other
assistive devices. Cybersecurity tools will also be used in the teaching of the offered CyberSecPro
courses.

Culturally Responsive Teaching: Recogniing and valuing the cultural backgrounds and experiences of
learners is essential for inclusive learning. Culturally responsive teaching involves incorporating diverse
perspectives, examples, and materials that reflect learners' cultural identities in the curriculum. It also
includes creating a classroom environment that respects and appreciates different cultures and
encourages dialogue and understanding [39]. Cybersecurity is a subject that attracts a great number of
learners or trainees, either from the academic world or from the industry, from different origin and
background, who CyberSecPro intents to respond in various ways to enhance their technical capabilities.

Active Learning: Engaging learners actively in the learning process promotes inclusivity by allowing
them to participate actively and contribute their ideas and experiences. Active learning requires that
learners engage in meaningful learning activities [40] and that they be accountable for their own learning
[41]. To this effect cybersecurity exercises will be provided to the learners or trainees in the delivery of
the modules. Benefits of active learning include increased learner engagement, deeper understanding of
concepts, improved problem-solving skills, enhanced critical thinking abilities, and better retention of
knowledge. Active learning promotes a learner-centered environment that fosters active engagement,
collaboration, and the development of higher-order thinking skills. Deployment of active learning
targets in the creation of an inclusive classroom where learners feel valued and involved.

Peer Tutoring: This involves pairing learners with different abilities to work together on academic tasks.
It can help learners develop social skills, build confidence, and improve academic performance [42].
Indeed, Peer review has demonstrated its efficacy as an evaluative strategy, offering numerous
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advantages over traditional methodologies. These include enhancing learners' skill acquisition and
development, while fostering their ability for self-directed learning [43]. Peer Tutoring is recommended
as a means for educational institutions to develop and foster their inclusive ethos because learners with
diverse needs receive individualized and timely feedback [44].

Ongoing Assessment and Feedback: Implementing continuous assessment and providing timely
feedback is crucial for inclusive learning. Formative assessments allow teachers to gauge individual
learner progress and adjust instruction accordingly. Providing constructive feedback helps learners
understand their strengths and areas for improvement, promoting a growth mindset and supporting their
learning journey.

Building Positive Relationships: Establishing positive teacher-learner relationships and fostering a sense
of belonging is essential for inclusive learning. Teachers can create a supportive and inclusive classroom
culture by showing respect, empathy, and understanding to each learner. Individual conferences, regular
check-ins, and creating opportunities for peer interaction can help build relationships and foster a
positive learning environment.

Professional Development and Collaboration: CyberSecPro aim to enhance the technical capabilities
of learners but also of other trainees from the industry. Therefore, continuous professional development
for teachers and collaboration among educators are key to implementing effective inclusive learning
strategies. Teachers can benefit from training, workshops, and resources that enhance their knowledge
and skills in creating inclusive classrooms. Collaborating with colleagues and sharing best practices can
further support inclusive education [45].

3.4.3 Interactive Learning

Interactive learning can be defined as a process incorporating some type of digitally enabled reciprocal
action between a teacher or designer and a learner is defined as interactive learning. Access to content,
tasks, and issues by at least one human being (a learner) using digital technology (e.g. a computer with
Internet access) [46]. is required for interactive learning. It is a method of teaching that actively engages
learners in the learning process through active involvement, collaboration, and hands-on experiences. It
stresses learner participation in knowledge construction, idea exchange, and interaction with the learning
environment. Learners are encouraged to take an active role in obtaining knowledge, problem-solving,
critical thinking, and applying concepts in practical scenarios through interactive learning. Within the
scope of the CyberSecPro this will be done with the provision suitable exercises within the deployment
of the offered cybersecurity modules.

Here are some key principles and characteristics of interactive learning:

Active Participation: Interactive learning promotes active participation and engagement from learners.
Instead of passively receiving information, learners are actively involved in activities such as
discussions, debates, questioning, problem-solving, and hands-on experiments. They contribute,
interact, and share their ideas, experiences, and perspectives.

Collaboration and Peer Interaction: Interactive learning fosters collaboration and peer interaction. It
encourages learners to work together in pairs or groups, engage in collaborative projects, and learn from
each other. Collaboration enhances communication skills, teamwork, and social interaction among
learners.

Constructivist Approach: Interactive learning aligns with the constructivist approach to education,
which emphasizes learners' active construction of knowledge. It acknowledges that learners build their
understanding through interactions with the environment, peers, and teachers. Interactive learning
environments facilitate this construction of knowledge by providing opportunities for exploration,
discovery, and sense-making.

Application and Practicality: Interactive learning emphasizes the practical application of knowledge
and skills. It provides opportunities for learners to apply concepts, theories, and problem-solving
strategies in real-life contexts. This helps learners see the relevance and value of what they are learning
and enhances their ability to transfer knowledge to new situations.
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Technology Integration: Interactive learning often incorporates technology as a tool to facilitate
engagement and interaction. Digital platforms, multimedia resources, simulations, virtual environments,
and online discussions can be used to enhance interactive learning experiences, promote collaboration,
and provide access to a wider range of learning opportunities.

Individualized Support and Differentiation: Interactive learning recognies the diverse needs and abilities
of learners. It provides opportunities for individualized support, differentiation, and scaffolding to
ensure that all learners can actively engage and succeed. Teachers can provide tailored guidance,
feedback, and assistance based on each learner's unique needs.

Reflection and Metacognition: Interactive learning encourages reflection and metacognition, which
involves thinking about one's own thinking and learning processes. Learners are prompted to reflect on
their understanding, monitor their progress, and make connections between new and prior knowledge.
Reflection supports deeper understanding and helps learners become more self-regulated and
independent in their learning.

There are two main techniques to deploy interactive learning in educational and training settings. People
can learn “from” interactive learning programmes and “with” interactive learning technologies,
respectively. Learning “from” interactive learning programmes is sometimes known as computer-based
instruction (CBI) or integrated learning systems (ILS). Cognitive tools and constructivist learning
environments are concepts used to describe learning “with” interactive software programmes.
Databases, spreadsheets, semantic networks, expert systems, communications software such as
teleconferencing programmes, online collaborative knowledge construction environments,
multimedia/hypermedia construction software, Web 2.0 social media, and computer programming
languages are examples of cognitive tools. The cognitive tools approach provides learners with
interactive tools to utilize for representing and expressing themselves. Cybersecurity tools will be used
for this reason. In any case every interactive learning technique must have three crucial components:
engagement, interaction, and feedback. First, the learner must be motivated to participate with the
knowledge to digest, activities to complete, and/or problems to solve that are at the heart of every
interactive learning environment, either intrinsically or extrinsically. Second, the learner must be able
to interact with the appropriate knowledge, tasks, and challenges in ways that both the learner and the
digital system can understand. Third, the digital system must identify the learner's decisions and
activities within an interactive learning environment and acknowledge them through meaningful
feedback and assessment [47]

Interactive learning, especially as it is integrated with technology, is not without its challenges. One of
the main issues is the digital divide — the disparity in access to technology and the internet among
learners, often along socio-economic lines. This divide can hinder the effective implementation of
technology-mediated interactive learning, particularly in low-income and rural areas. [48] Moreover,
the effective integration of technology into interactive learning requires substantial investment in
resources, including hardware, software, and training for educators. There can be resistance to such
changes, whether due to a lack of familiarity with technology, concerns about increased workload, or
skepticism about the efficacy of technology in improving learning outcomes. Nevertheless, the future
of interactive learning looks promising. The continued advancements in technology, including artificial
intelligence (Al), AR and VR, and machine learning, present exciting new opportunities for enhancing
interactive learning, especially in the field of the cybersecurity the expectations of which are very high.
Al, for example, can facilitate personalized learning by adapting instructional content to individual
learners' needs, while AR and VR can provide immersive, interactive learning experiences that
significantly enhance engagement and understanding.

3.5 Summary and Discussion

This chapter primarily analysed and mapped CyberSecPro knowledge areas with education and training
modules offered by CyberSecPro partners. This mapping was accomplished by analysing CyberSecPro
partners’ overall module offerings provided (supply side) earlier in the project and prioritised knowledge
areas (demand side) reported in this report. The essence of this mapping was to ensure that only partners’
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offerings aligning with the target knowledge areas are considered for further analysis and potential
inclusion in the CyberSecPro professional training programme. It is worth noting that the mapping is
only for CyberSecPro programme specification guidelines and may need further consolidation in the
CyberSecPro programme design phase (D3.1) and development phase (D4.1).

CyberSecPro aims to address the cybersecurity workforce skills gap across the EU and operationalise
the ECSF, starting with cybersecurity programmes run by consortium members. The idea is to enable
HEIs across the EU, especially CyberSecPro partners, to evaluate their cybersecurity programmes to
enhance and reposition them to achieve market-oriented capabilities and ECSF’s overall goals. This
expectation also applies to the CyberSecPro professional training programme. In this regard, it was
necessary to re-examine partners’ cybersecurity programmes to ensure their education and training
modules fulfil the targeted cybersecurity market-oriented capabilities and align with ECSF. Establishing
an education and training module selection method that ensures only relevant partners’ education and
training modules that address CyberSecPro goals is also essential in the CyberSecPro professional
training programme.

This chapter implemented a module selection method, resulting in a comprehensive list of cybersecurity
education and training modules to be offered by CyberSecPro partners within CyberSecPro. The chapter
also provided a rationale for including these CyberSecPro modules in the CyberSecPro professional
training curriculum. Implementing the module selection method has led to several education and training
modules fulfilling one or more of the prioritised knowledge areas. Consortium members are encouraged
to follow a similar approach to enhance their cybersecurity programmes and introduce new modules that
operationalise the ECSF while fulfilling market-oriented capabilities and workforce skills demand.
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4 Constraints and Requirements for Adoption of the
CyberSecPro Programme

CyberSecPro aims to increase the quality of the cybersecurity courses and degrees offered by Higher
Education Institutes (HEIs) by integrating a more practical, harmonised approach to teaching and
learning, aligned with real working-life needs. In order to achieve this challenging objective, it will be
necessary to first identify potential barriers that may arise during the adoption of the CyberSecPro
programme, enabling us later to come up with possible requirements or countermeasures that address
those barriers.

Thus, in the following sections, we will analyse different types of barriers that may affect the adoption
of the CyberSecPro programme, which are related to business, technical, legal, social and financial
issues:

e Business barriers are associated with any limiting factors coming from industrial agents,
belonging to Small and Medium-sized Enterprises (SMEs) or large companies. Within these
factors, we highlight those that affect the core business activities (e.g. its particular
needs/demands), as well as their areas of application, processes, the personnel available to them,
etc. Indeed, the representation of SMEs in training processes may, for example, imply the full
dedication of personnel to teaching other cybersecurity professionals or interested entities. This
dedication may in turn imply a deviation in the business model and serious disruptions in its
normal activity.

e Technical barriers include constraints associated with the lack of the necessary hardware or
software resources for the proper implementation of CyberSecPro training modules, as well as
limitations on the technical knowledge and skills of both trainers and learners. For example,
educators in HEIs may have limited technical knowledge of new cybersecurity tools, and HEIs
often do not provide for continuous education and training of trainers on these tools.

e Legal barriers refer to problems or limitations arising from regulatory agencies or academic
departments or centres, such as impediments to modifying course syllabus, ethical and privacy
issues, or compliance with extremely rigid bureaucratic procedures. For example, the
implementation of Public Private Partnerships (PPPs) or agreements between (private-public)
sectors may entail a set of legal procedures that may entail certain restrictions for HEIs.

e Social barriers are constraints that may arise from the circumstances surrounding a given
society or the individuals participating in the CyberSecPro programme. They can range from
the particular limitations of each individual (e.g. communication, understanding, socialisation,
etc.) to issues of inclusion, gender and acceptance. For example, people usually enter HEI
cybersecurity programmes to get an official and recognised degree (MSc. or BSc.), while
flexible programme certificates may require altering the mandate of HEIs, changing their legal
conditions (also being a legal barrier) and promoting a different mindset of people to gain
acceptance.

¢ Financial barriers are associated with purely economic factors. Within this category, the lack
of budget that some entities may have or the limitations in finding extra funding may make it
more difficult to participate in certain activities. In addition, European HEIs are often public
organisations funded by the respective national ministries, so funding for improving or
upgrading cybersecurity labs and tools is often very limited.

It is worth pointing out that sometimes it is not trivial to discern the boundaries between barriers. Some
barriers may belong to various of the groups simultaneously, as they may share characteristics of several
of them. For example, the use of licensed software can be considered as a technical barrier but also as a
legal and financial barrier.
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To organise the barriers according to stakeholders of the CyberSecPro project, the following approach
is proposed in the following sections: (i) the general or common aspects that the HEIs and the industry
may have; (ii) the particular problems of the HEIs; and (iii) the problems of the industry in general.

4.1 General Constraints and Requirements

From a global perspective, a very important aspect that may significantly affect the development of the
CyberSecPro training programme is precisely how to determine the minimum knowledge or
prerequisites that are necessary to successfully complete certain training modules. Clearly, it is relevant
to establish a baseline understanding of ICT and digital frameworks. This ensures that participants have
a solid foundation to build upon during the training. Without this basic knowledge, individuals may
struggle to comprehend the more complex cybersecurity concepts and techniques taught in the
programme. However, more advanced knowledge may be required for other modules. Therefore, it is
crucial to assess the participants' prior knowledge and provide any necessary introductory materials or
additional resources to fill any gaps.

Aligning the level of difficulty within the CyberSecPro programme is also essential to cater to
participants with varying levels of expertise. Some individuals may enter the programme with advanced
knowledge and skills, while others may be beginners in the field of cybersecurity. It is important to
design the programme in a way that challenges and engages advanced learners, while also providing
support and resources for those who are new to the contents. This can be achieved by offering different
tracks or modules with varying levels of complexity, providing personalised guidance and mentorship,
and incorporating self-assessment mechanisms to allow participants to gauge their own progress. In this
respect, and related to the previous point, a minimum knowledge base or prerequisites for specific
CyberSecPro courses is required for learners to determine the course they need to enrol in.

The difficulty of aligning the value of different training modules may also pose a challenge. Each
module or activity within the programme offers unique benefits and learning opportunities. For instance,
a hackathon provides hands-on experience and encourages problem-solving skills, while a full semester
course at a HEI delves deeper into theoretical concepts. Determining the relative worth of these modules
and striking a balance in their allocation within the programme can be a complex task. It requires careful
consideration of the desired learning outcomes, participants' expectations, and the overall objectives of
the CyberSecPro programme.

During the implementation phase of the CyberSecPro programme and beyond, some questions may arise
regarding new technologies or knowledge areas not fully covered by the training modules. In the
future, new professional profiles and competencies not considered so far may appear. Therefore, it is
necessary to seek feedback and collaboration between the various stakeholders involved in
CyberSecPro, and to review the state of the art and methodologies for their implementation. Also,
careful consideration should be given on how to relate the new profiles to an existing Knowledge area
or to the creation of a new area, which will be original to CyberSecPro. Similarly, it may be necessary
to dynamically adapt the training modules to the demand, the constant change of technologies and
knowledge areas. This requires to continuously explore the evolution of the market and its new demands,
as well as the contents of the training modules and their tools.

The involvement of private and public institutions with different views and approaches on what needs
to be taught may lead to inconsistent training modules. This lack of consensus may lead to incomplete
training programmes that are not in line with real working-life knowledge and skills. It is thus necessary
to seek synergies between institutions and the creation of groups of experts for different areas of interest
(e.g. external/internal advisory boards) may be extremely helpful in this process, providing
recommendations and suggestions. Moreover, the use of official frameworks, such as European
Qualifications Framework (EQF), European Cybersecurity Skills Framework (ESCF) and the European
e-Competence Framework (e-CF) could also help to converge criteria and ensure that the knowledge,
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skills and abilities identified are so far really covered. Indeed, the use of reference methodologies and
frameworks for the definition of the training modules are essential tools to guide the specification and
integration of the training modules. However, it is also required that all the partners of the consortium
know in advance of the existence of these methodologies and how to properly implement them in order
to define the training modules according to the requirements of the training modules and the
prerequisites of the learners to successful complete the CyberSecPro programme.

The adoption of new tools in the CyberSecPro programme may introduce additional difficulties.
Proprietary tools, while potentially offering advanced functionality, may come with licensing costs or
require specialised training. On the other hand, if open-source solutions are chosen, other problems may
appear. For example, it may be necessary to use several additional tools to cover all functionalities and
required skills. Additionally, it is essential to ensure that any new tools used in the CyberSecPro
programme adhere to strict data protection regulations and best practices, especially when dealing with
open-source tools. This may involve conducting a thorough assessment of the tools' security features,
implementing necessary safeguards, and educating participants to maintain a secure learning
environment. Therefore, cybersecurity tools need to be continuously assessed and innovative tools
selected to address emerging cybersecurity educational challenges. Procurement practices within the
HEIs need to become more dynamic in order to address this challenge.

Another issue, which may be found during the adoption of the CyberSecPro program, is the official
issuance and validity of certificates for acknowledging ECTS credits, degree homologation,
accreditations to teaching bodies or public administrations, etc. The ideal scenario would be that
certificates were issued by external and recognised entities. However, this in turn raises additional
difficulties related to how and where to find, and convince, official bodies in charge of providing
specific cybersecurity programme certificates with a broad coverage and outreach across the whole
European territory. To the best of our knowledge, currently, there are no certification authorities at EU
level that certify cybersecurity training at any level (e.g. basic, advance, undergraduate, graduate, post
graduate) or type (commercial, governmental), which further complicates addressing the problem. For
that reason, the most appropriate and feasible solution for now is to explore possible types of certificates
that the CyberSecPro consortium itself could issue, assuming the implicit validation limitations that this
process could bring in the future.

The duration and periods in which training courses are offered is another limiting factor in the sense
that courses are not flexible enough to allow learners to take a course when they need it. For example,
if someone needs to learn a certain technology or tool, and the related training modules are delivered at
a different moment in time, this person may not be able to acquire the necessary competences/skills until
the training module is scheduled again. On the other hand, the extension of the training modules may
lead to an overload of work for the learners, which may cause them to drop out prematurely. Therefore,
it is important to make access to the training modules more flexible over time, and to design time-bound
training modules that cover a limited set of competences and skills.

Language is another general barrier that must be taken into account. If the languages in which the
training modules are offered are limited or not widely spoken, there is a risk that people with training
needs will not be able to attend them, even though they are included in the CyberSecPro programme
catalogue. To avoid this situation, the possibility of including additional material, subtitles, or any other
additional mechanisms (e.g. sign language for hearing-impaired people) that allows learners to acquire
these competencies and skills should be considered.

Another problem to be addressed is how to make the CyberSecPro programme sustainable beyond
the duration of the project. While the project is active, the professionals teaching the training modules
are members of the consortium and will therefore have all the support from the project. However, after
the project ends, it is likely that the necessary resources will no longer be available to give continuity to
the CyberSecPro programme. In this case, it will be necessary to explore funding mechanisms, for
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example, through tuition fees or by sponsors interested in this type of continuous training for
cybersecurity professionals. Likewise, a change in behaviour and culture will be necessary for
cybersecurity trainers in the relevant HEIs to adopt a more entrepreneurial vision in their teaching
approach. They must become the enablers of the digital revolution and those who can best prepare
students for an innovative digital future.

Last, but not least, the development of a Dynamic Curriculum Management (DCM) system will
entail the additional cost of deploying an IT infrastructure and an administrator in charge of
maintaining the system. One solution to mitigate this technical risk is to allocate a budget to cover
resource costs and hire personnel knowledgeable in platform and system deployment for this activity
and its maintenance, if possible.

4.2 Higher Education Institutes

From an academic perspective, there are other issues that should be considered within the CyberSecPro
project, such as the quality of the contents and the teaching provided. If the training modules are
taught by cybersecurity professionals with the necessary technical skills but limited teaching experience,
it could happen that knowledge is not correctly transferred. This, in turn, will prevent practical contents
from being incorporated into HEI courses. A countermeasure would be to carefully chose the
professionals in charge of training modules. They should not only have the necessary technical skills
but also pedagogical competences to effectively transmit the necessary knowledge. In the absence of
qualified professionals from the private sector, HEI members may offer some pedagogical training or
guidelines. An indispensable tool to detect teaching deficiencies is to carry out questionnaires to evaluate
the quality of the training modules and trainers.

Another problem we may find in the development of the project is the lack of professors in HEIs with
the willingness to learn new technologies or incorporate practical contents to existing courses due
to multiple reasons (time, schedule, etc.). Possible countermeasures include hiring staff to take over
specialised courses (in case the HEI department can afford it), or assisting trainers in the process of
learning new technologies or materials. In the latter case, the solution would be to provide training
modules complementary to the contents of existing courses, either through webinars, short workshops,
or other means or mechanisms that benefit self-learning.

A major problem for HEISs is related to the limited flexibility of official degrees. HEIs depend on the
programmes agreed upon by different ministries of education or regulatory bodies that ensure the quality
of the degrees offered in the member states. This implies that it may not be possible to include new
courses or completely re-design existing syllabuses. In case it was possible to include these contents
there would be the added problem that the number of hours available in the course is limited - other
content stipulated in the course syllabus would have to still be covered. An alternative solution for some
universities would be to offer these contents as expert and specialisation courses in addition to the
official Bachelor and Master courses. In addition, it is always advisable to explore the possible learning
alternatives that the CyberSecPro consortium could provide, either through (new) materials or (ad hoc)
specific training modules.

In order to promote the mobility of students between different HEIs, it may be necessary to address the
problem of assessing the competences and skills acquired in the respective cybersecurity courses. Some
courses, especially those taught in HEIs involved in the CyberSecPro project will have an eminently
practical focus, while courses in external HEIs may not necessarily be oriented to the acquisition of
practical competences. This may lead to difficulties when it comes to validating degrees or courses
between HEIs, or pose problems in international mobility programmes. To alleviate this situation, it is
advisable that the syllabuses reflect the percentage of practical contents and/or the tools, type of labs or
exercises included. In the future, and only if the consortium allows it, HEIs that are not part of the
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CyberSecPro project could also apply to the CyberSecPro programme for the validation of the level of
practicality of their courses.

The budget also limits the correct development of training modules and the integration of practical
activities in existing HEI courses. Each institution has a specific infrastructure, and not all HEIs have
the same capacity to acquire new hardware or software licenses to accommodate all the students
assigned to a class. In addition, there is the added difficulty that the acquisition of these resources can
be delayed due to bureaucratic procedures. As a countermeasure, it will be necessary to question these
limitations before determining which tools are appropriate for each training module and to consider the
possible economic limitations that HEIs may have. Also, the provision of technologies and online access
to infrastructures/tools provided by the private sector need to be considered since these could
supplement access to resources and allow for faster management of practical exercises.

4.3 Industrial Partners

Lack of expertise: A significant constraint is the difficulty in understanding which CyberSecPro
training modules may be needed to solve specific business-related cybersecurity problems. It may be
the case that industrial partners do not have the necessary background to select a training module in a
Knowledge area that can help them in their daily operations.

Limited resources: Industry priorities are to deliver products and services and meet clients’ requests.
Cybersecurity is not the priority unless it becomes an obstacle to business activities or reputation. The
resources are limited for cybersecurity training. Therefore, the price of cybersecurity education is an
important factor.

Unfamiliar market target: Cybersecurity industrial partners always seek in expanding their target
market. HEIs can represent new target markets to which they can sell their tools and provide practical
trainings. However, HEIs are usually governmental bodies and the procurement process and service
agreements are different than to the private sector.

Overcoming these constraints necessitates collaborative efforts between the CyberSecPro training
providers and the industrial partners. Conducting a comprehensive needs analysis, developing a flexible
curriculum that addresses the latest trends, incorporating relevant compliance requirements, generating
a business model with affordable pricing options and considering the scalability and assessment of the
CyberSecPro programme are vital steps.

By addressing these challenges, industrial partners can successfully adopt the CyberSecPro programme
that meets their specific needs and equips their employees with the necessary skills and knowledge to
navigate the dynamic cybersecurity landscape.

4.4 Summary and Discussion

This section summarises the analysis made in the previous sections and attempts to provide insights into
the general constraints as well as those arising particularly in HEIs and industrial partners. For this
purpose, we provide below three tables where each constraint is associated with its corresponding
countermeasure(s) and limiting factor(s), such as B: Business, T: Technical, L: Legal, S: Social, and F:
Financial.

In table 12 we summarise the general constraints. From this table we can observe that most of the
constraints are due to technical issues. The reasons are very diverse, but this is in line with the
overarching objective of the project of strengthening the technical practicality of the HEI degrees
according to the working-life demand. The transition towards more practical approaches forces the need
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for cooperation between strategic sectors (academia and industry) to find ways that help to align the
difficulty levels, value and contents of training modules to new demands, technologies and knowledge
areas. In this process, individuals (trainers or learners) may have certain personal or technical limitations
that in turn may affect learning and/or the acquisition of skills and competencies, forcing in turn the
need to establish mechanisms that facilitate the path towards practical approaches.

Although most of the constraints identified are technical, there are also business, social, legal and
financial factors that hinder the process of transition to practical approaches. From table 12, it becomes
visible that market fluctuations may affect the sustainability of the CyberSecPro programme, the
communication and interaction between entities, and the understanding and follow up of the training
modules under specific learning materials and tools.

Table 13: General or common barriers and requirements

Barriers B|T|L|S|F Requirements
Need for a minimum knowledge X o Assess prior knowledge making use of
or prerequisites for CyberSecPro existing mechanisms such as tests, exams,
programme controls, etc.

¢ Provide any necessary introductory
materials or additional resources

Difficulty in aligning the level of X e Offer different training modules with

difficulty varying levels of complexity

¢ Provide personalized guidance and
mentorship

¢ Moderately increase the difficulty of the
modules

¢ Incorporate self-assessment mechanisms

o Establish a set of minimum knowledge
bases or prerequisites to select the courses

Difficulty in aligning the value of X o Determine the learning outcomes of each

training modules training module

e Pay attention to participants’ expectations
and the overall objectives of the

CyberSecPro program
Difficulty in managing emerging X e Find the appropriate feedback and
areas of knowledge and collaboration between the various
professional profiles - during CyberSecPro entities
project integration and operation ¢ Review the courses and identify the types

of competencies/skills to be developed.
This entails reviewing the state of the art
and methodologies for their association

e Explore how to relate the new profiles to
an existing Knowledge area or to the
creation of a new and original Knowledge

area
Difficulty in dynamically adapting | X | X ¢ Explore the evolution of the market, its
the training modules to the new demands, the contents of the training
demand, the constant modules and tools

technological changes, and

knowledge areas

Difficulty in reaching consensus X X o Seek the appropriate synergy between

on training programmes or institutions

modules e Create groups of experts
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e Use existing and standardised
methodologies such as ECSF. Always
refer to D2.1

Difficulty in applying the new X ¢ Know about the existence of these

methodologies/frameworks and methodologies for defining the training

aligning them with the real modules. Always refer to D2.1

demand

Difficulty in the adoption of new | X | X | X X | o Evaluate the cost-benefit ratio of new

or existing tools (e.g. information components

and operational tools) ¢ Promote the use of (proprietary or open-
source) tools under strict data protection
measures and best practices - especially
when dealing with open-source tools

e Guarantee validation and implement
necessary safeguards

o Educate and raise awareness of data
privacy protocols to maintain a secure
learning environment

Difficulty in finding official X e Explore the problem and find possible

bodies for certification of specific types of certificates that can be issued by

security programmes the CyberSecPro consortium

Difficulty in finding flexible X X ¢ Design flexible training modules over

training modules for the time, and less extensive modules that

community cover a determined set of competencies
and skills

Difficulty in following the X X o Offer additional (language-related)

training modules due to language material, subtitles or any other additional

(communication) mechanisms

e In the worst case, provide additional
indications or requirements about the
minimum conditions to take the course

Difficulty in ensuring the X | X | X |X|X|e Explore funding mechanisms, implying

sustainability of the CyberSecPro HEIs and private sector

programme in the future ¢ Adopt a more entrepreneurial vision in
future HEI teaching approaches

Difficulty in deploying and X | o Reserve budget (if required) for resources

maintaining the DCM platform and qualified personnel in charge of this
activity

In table 13, we focus on the constraints to the design and deployment of CyberSecPro programmes on
the academic sector. We observe that most of the constraints are technical and legal issues. The reason
for this is partly due to the difficulties in following practical approaches in institutions with static and
rigid theoretical programmes, and to the fact that institutions (together with their training programmes)
are often regulated and controlled by government agencies under regulatory frameworks to standardise
and regulate education within a country.

Table 14: Academic barriers and requirements

Barriers B|T|(L|S|F
Insufficient quality of the contents X X
and the teaching provided

Requirements
o Identify suitable personnel, both at the
technical and teaching levels (by
experience, evaluation, etc.).
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Design satisfaction questionnaires to
evaluate the quality of the training
modules and their trainers

Foster teaching or pedagogical
courses/guidelines (provided by HEIs)
and methodologies

infrastructures, technologies, and
licences — budget / delays

Lack of interest by HEI professors X X Hire new staff (in case the HEI
in learning new technologies or Department allows it) or assist professors
incorporating practical content. in learning new technologies or material
Provide complementary training modules
to existing content
Limited flexibility of official X Explore the conditions of each HEI, its
degrees needs and regulations
Propose non-official university
specialization and expert courses
Difficulty in validating degrees or X Reflect in the syllabuses the percentage
courses between HEIs or mobility (%) of practical content, and/or to detail
issues with precision the tools, type of practices
or exercises included
Encourage the participation of external
HEIs in CyberSecPro programmes in the
future.
Difficulty in acquiring new XX X Analyse any economic constraints before

designing training modules, in which the
tools/infrastructure must be identified
Foster the use of technologies provided
by the private sector and online access to
external infrastructures/tools (provided
by the same sector)

Table 14 summarises the industrial constraints and requirements, and shows the influence of the main
barriers, which are mainly related to business and technical issues, and in which a joint effort between
institutions is still required. It is not only necessary to enhance the capabilities of HEIs to drive teaching
to current needs, but also to enhance the scientific capabilities of the private sector itself to analyse and
identify potential needs.

Table 15: Industrial constraints and requirements

Constraints B/ T|IL|[S|F
Lack of expertise X .

Requirements
Targeted awareness and consulting to
raise the cybersecurity maturity of the
industries
CyberSecPro programme and modules
need to be affordable
e The CyberSecPro business and pricing
model need to be aligned with the
industrial aims
Clear procurement and purchasing
procedures are needed

Lack of resources X| X .

Unfamiliar market target X X X| o

Finally, Table 15 highlights which domains of barriers (business, technical, legal, social, or financial)
most influence the respective entities, as well as the domains that follow them. This way, it is also
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possible to identify which actions should be carried out within the project to prioritise efforts and avoid,
as far as possible, their possible negative influences. The table also shows that most of the barriers
identified in this section belong to the technical domain. However, this does not necessarily mean that
these are the most important obstacles or that they are the ones that should be tackled first. Generally,
technical barriers are more easily addressed than other types of barriers. For example, legal and social
barriers may be beyond our reach and may be determinant for the correct development of the project.

Table 16: Main barriers affected per entity/entities

Entity / entities Main barriers affected Followed by
B T L S F B T L S F
HEIs and industrial partners X X X X X
HEIs X X X X X
Industrial partners X X X X

In conclusion, this chapter has explored and analysed various barriers that may hinder the successful
adoption of the CyberSecPro education and training programme. It has become evident that these
obstacles can stem from a multitude of factors, ranging from technical constraints to financial
limitations. This chapter has also explored potential strategies to address the barriers encountered.
Ultimately, the successful adoption of the CyberSecPro programme requires a multi-faceted approach,
entailing strategic planning, effective communication, and persistent efforts to overcome the barriers
identified. We believe that these tables can help guide the design and deployment of training modules
in certain application environments (e.g. in HEISs, in private sectors such as energy, maritime or health,
public administrations, etc.), and allow the consortium to anticipate situations that may cause a blockage
in the implementation, achievement and validation of these modules.
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5 CyberSecPro Dynamic Curriculum Management System

5.1 Introducing DCM systems

A curriculum management system (CMS) is a software application for the administration,
documentation, tracking, reporting, automation, and delivery of educational courses, training
programmes, materials or learning and development programmes.

Through the use of data analysis and reports, CMSs are designed to identify gaps in training and
learning. They act as platforms for delivering online content, both asynchronous based and synchronous
based, and support a range of uses, mostly focused on online training delivery. In the higher education
space, a CMS may offer classroom management for instructor-led training or a flipped classroom.

A dynamic curriculum management (DCM) system can help schools and teachers teach new skills
through blended learning experiences that integrate new technologies into classroom activities. One of
the biggest reasons a dynamic curriculum is so effective is that it allows students to learn at their own
pace.

For the CyberSecPro education and training programme to achieve success, it is essential to have a
comprehensive understanding of the design and functional requirements of the DCM system. To this
end, a comprehensive analysis of requirements will be conducted, serving as the foundation for
subsequent stages of development and implementation of the DCM system. The project is adopting an
agile approach to accommodate the rapidly evolving cybersecurity landscape and the resulting dynamic
requirements, allowing for flexibility in adapting to unforeseen challenges. Consequently, the list of
requirements presented in this chapter should be considered preliminary, as it is likely to evolve
throughout the project.

Additionally, given that each platform has unique strengths and limitations, it is crucial to select the
most appropriate one for the implementation of the CyberSecPro education and training programme. To
ensure an efficient selection process for the platform, we will develop a set of high-level criteria. This
is crucial because examining all 461 requirements against every DCM system available would be an
overwhelming task. By using these high-level criteria, we can conduct a comprehensive assessment of
the available CMSs and make an informed decision that aligns with the objectives of the CyberSecPro
project. Furthermore, after selecting a CMS, we will compare it with the developed requirements to
determine its compatibility. This comparison will help identify areas where the system already fulfils
the requirements and areas that require modifications or adaptations. This step ensures that the chosen
option meets the necessary criteria and allows us to address any gaps or shortcomings effectively. The
process is summarised in Figure 5.

Platform Selection Requirements Analysis

Development of
high-level
assessment criteria

Analysis of available Development of Development of
systems User Stories requirements

Matching of chosen platform with Requirements

Figure 5: DCM methodology

The remainder of this chapter will be structured as follows: First, the various steps involved in the
analysis of the DCM system requirements will be presented. Following, the next section will present
assessment criteria that will be used to evaluate and select the most suitable DCM system. These criteria
will serve as a framework for assessing the different systems available in the market. This analysis will
be presented in the next section and involves a thorough evaluation of various systems, including
commercial solutions and open licence solutions. After conducting this analysis, a final system will be
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selected based on the developed criteria. Finally, the selected DCM system will be compared against the
identified requirements to determine areas where the system already meets the requirements and areas
where modifications or adaptations need to be made. This step ensures that the chosen system is able to
meet the specific needs of the CyberSecPro education and training programme, while also highlighting
any adjustments that may be necessary.

5.2 DCM Requirements Analysis

Subsequently, the process followed to derive the requirements for the DCM system is presented. The
objective of this process was to identify and analyse the needs and expectations of the different
stakeholders involved in the DCM system, namely trainers, trainees, and institutions. By creating and
analysing use cases for these user groups, a comprehensive set of requirements for the DCM system was
extracted.

The first step in the requirements derivation process involved the creation of user stories by the project
partners. User stories are a widely used technique in agile software development to capture user
requirements in a concise and understandable manner. The project partners created a significant number
of user stories that they found relevant for the DCM system. These user stories were then compared to
identify any overlaps or similarities among them. After a thorough comparison and analysis of the
generated user stories, a total of 68 user stories were identified for the three different roles in the DCM
system: trainers, trainees, and institutions. Additional general user stories that were applicable to all
three roles, such as "create account," were also identified.

In the second step, the 68 identified user stories were enhanced and detailed through the use of a
standardised use case template, which is available in Annex B. This template provided a structured
framework for documenting the use cases associated with each user story. The use case template
consisted of the following sections:

1. Brief Description

Actors

Pre-conditions

Basic Flow
Alternative/Exception Flows
Post Conditions
Supplemental Requirements
Visual Model

PN WD

The 68 identified user stories were divided among several partners. The partners filled the use case
templates for their assigned user stories, ensuring that all the relevant information was captured. Regular
meetings were organised during this process to discuss the progress and address any challenges or issues
faced by the partners.

In the last step of the requirements derivation process, the filled use case templates were thoroughly
analysed. The objective of this analysis was to extract the requirements for the DCM system based on
the information provided in the use cases. During the analysis, the requirements were identified in a
systematic and comprehensive manner. The focus was on reducing complexity by consolidating similar
requirements into a generic version that could be applied to all application scenarios. This approach
aimed to minimise the number of requirements while maintaining their effectiveness and applicability.

As a result, a total of 461 requirements were identified for the DCM system. These requirements were
further categorised into four categories:

1. Functional requirements - These are all about what the system should do, like letting people
create and manage their accounts. (e.g. “The platform should display a form with editable fields
(username, password, email, etc.) for account creation.”)

2. Non-functional requirements - These focus on how the system should work, making sure it's
easy to use and runs smoothly. (e.g. “The platform should have an intuitive and clear interface
for smooth user navigation.”)
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Constraint requirements - These lay down the rules, like making sure passwords match. (e.g.
“The password entered for confirmation must be correct.”)

Supplemental requirements - These are the extras that make the system even better, like user-
friendly interfaces for managing reviews. (e.g. “Provide a user-friendly interface for navigating
and responding to reviews.”)

In our pursuit of refining system requirements, we strategically employed the MoSCoW Prioritisation
technique. MoSCoW categorises requirements into four priority levels:

L.

Must-Have (M): These represent requirements that are deemed absolutely essential for the core
functionality of the system. They are non-negotiable and form the foundational pillars of the
DCM system's operation. Example: "The platform should delete the account after the specified
period if not cancelled by the user."

Should-Have (S): These requirements enhance the user experience and augment system
efficiency, adding significant value to the system. While not indispensable, they are highly
desirable. Example: "The platform should be quick and efficient, ensuring instant data retrieval
and user responsiveness."

Could-Have (C): These requirements encompass valuable features or functionalities, which,
while not critical for the initial system deployment, are considered beneficial. Example:
"Forums or discussion boards with predefined categories could be created within the DCM."
Won't-Have (W): These requirements, while potentially intriguing or appealing, are explicitly
deferred or excluded from the current scope of the project.

These meticulously derived and prioritised requirements serve as the cornerstone for the ensuing phases
of DCM system development and implementation, ensuring that the system is tailored to meet the
specific and exacting needs of the CyberSecPro education and training Program

5.3 Assessment Criteria for DCM

When selecting a Learning Management System (LMS) or a Curriculum Management System (CMS),
it's crucial to evaluate various criteria to make an informed decision. An overview of the identified
criteria is displayed in Figure 6. In the following, a more detailed overview of the important factors to
consider is presented [49] [S0] [S1] [52] [53].
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Assessment Criteria for Platform Selection

Technical Support &

\ Features & Reliability

Functionality

User-Friendliness Cost and Value

User Feedback &

Scalability & Flexibility Reviews

Future Readiness and
Capabilities Innovation
Customisation and
Branding

Data Encryption

G Integration

Figure 6: Assessment criteria for platform selection

5.3.1 Features and Functionality

Assessing the range of features and functionality offered by a Learning Management System (LMS) or
Curriculum Management System (CMS) is crucial to ensure it meets the organisation's requirements.
The following aspects need to be considered:

Content Management: A robust LMS or CMS should provide efficient content management capabilities,
allowing administrators to organise, upload, and distribute learning materials effectively. Look for
features like file management, version control, and content reuse to streamline content creation and
management processes.

Course Creation: Evaluate the system's course creation tools. A comprehensive LMS or CMS should
support the creation of engaging and interactive courses, offering a variety of multimedia options, such
as videos, audio, and images. Look for features like customisable templates, drag-and-drop
functionality, and the ability to embed external content.

Assessment Tools: Evaluate the system's assessment capabilities, including support for various question
types, automated grading, and advanced assessment options such as rubrics and competency-based
assessments. Look for features that facilitate formative and summative assessments, as well as the ability
to provide timely feedback to learners.

Communication Tools: Effective communication is vital in an online learning environment. Evaluate
the system's communication tools, including discussion forums, messaging systems, and real-time chat
functionality. Look for features that promote collaboration and foster active engagement between
learners and instructors.

Reporting Capabilities: A robust reporting system enables administrators and instructors to track learner
progress, identify areas of improvement, and generate insightful analytics. Look for reporting features
such as customisable dashboards, pre-built reports, and the ability to export data for further analysis.

Integration with Other Systems: Consider the system's ability to integrate with other tools and systems
used within your organisation. Look for support for interoperability standards like LTI (Learning Tools
Interoperability) and APIs (Application Programming Interfaces) to facilitate seamless integration with
external systems, such as student information systems, content authoring tools, and learning analytics
platforms.
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5.3.2 User-Friendliness

User-friendliness plays a critical role in ensuring both administrators and learners can navigate and
utilize the LMS or CMS efficiently. The following aspects need to be considered:

User Interface: Evaluate the system's user interface for its intuitiveness, clarity, and ease of use. A well-
designed interface should provide clear navigation, a logical organisation of features, and an intuitive
user experience that minimises the learning curve for new users.

Accessibility: Accessibility is essential to accommodate diverse learners, including those with
disabilities. Look for an LMS or CMS that adheres to accessibility standards and offers features such as
screen reader compatibility, keyboard navigation support, and adjustable text sizes or colour contrast.

Mobile Responsiveness: With the increasing use of mobile devices, it is important to consider how well
the system adapts to different screen sizes and functionalities. Look for a responsive design that ensures
optimal user experience across various devices, including smartphones and tablets.

5.3.3 Scalability and Flexibility

Scalability and flexibility are crucial factors, especially if your organisation anticipates growth or needs
to accommodate varying learning environments. The following aspects need to be considered:

Scalability: Evaluate the system's ability to scale as your organisation grows. Look for features that
support a large number of users, courses, and concurrent activities without sacrificing performance.
Consider whether the LMS or CMS can handle the anticipated increase in user load and content volume.

Different Learning Environments: Consider the system's flexibility to support various learning
environments, such as traditional classrooms, online learning, blended learning, or self-paced learning.
Look for features that allow you to create and deliver content for different instructional modes, ensuring
a consistent learning experience across different settings.

Course Customisation: Assess the system's flexibility in customising courses to align with your
organisation's unique requirements. Look for features that enable instructors to tailor content,
assessments, and activities based on learners' needs, as well as the ability to create personalized learning
paths.

5.3.4 Integration Capabilities

Integration capabilities are essential to streamline workflows and create a cohesive learning ecosystem.
The following aspects need to be considered:

Compatibility with Existing Systems: Evaluate the system's compatibility with existing tools and
systems used within your organisation, such as student information systems, content authoring tools,
video conferencing platforms, or learning analytics tools. Look for out-of-the-box integrations or the
availability of APIs to facilitate seamless data exchange and integration.

Single Sign-On: Single Sign-On (SSO) integration allows users to access the LMS or CMS using their
existing credentials. This eliminates the need for multiple logins and enhances user experience. Consider
whether the system supports popular SSO protocols like SAML (Security Assertion Markup Language)
or OAuth.

Data Exchange and Interoperability: Look for systems that adhere to interoperability standards like
SCORM (Sharable Content Object Reference Model) or xAPI (Experience API). These standards
facilitate the exchange of learning content and data between systems, enabling a seamless flow of
information and the ability to track learner progress across different platforms.

5.3.5 Customisation and Branding

Customisation and branding options allow you to tailor the LMS or CMS to match your organisation's
visual identity and create a cohesive learning experience. The following aspects need to be considered:
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User Interface Customisation: Evaluate the system's flexibility in customising the user interface. Look
for features that allow you to modify colour schemes, logo placement, and branding elements to create
a visually consistent experience for learners.

Course Templates: Assess whether the system allows you to create and customise course templates. This
enables instructors to maintain a consistent look and feel across courses, ensuring a cohesive learning
experience for learners.

Branding Elements: Look for features that allow you to incorporate your organisation's branding
elements throughout the LMS or CMS, such as personalized certificates, customised email templates,
and branded course catalogues.

Reporting Formats: Consider whether the system allows customisation of reporting formats. Look for
features that enable you to tailor reports to align with your organisation's reporting requirements,
including the inclusion of specific data points or visualizations.

5.3.6 Technical Support and Reliability

Technical support and reliability are crucial to ensure smooth operation and resolve any issues that may
arise. The following aspects need to be considered:

Customer Support: Evaluate the level of technical support provided by the system vendor. Look for
options like email support, phone support, or live chat, and assess their responsiveness and availability.
Consider whether the vendor offers different support tiers or service level agreements (SLAs) to meet
your organisation's needs.

Training Resources and Documentation: Assess the availability of comprehensive training resources,
such as user guides, video tutorials, or knowledge bases, to help administrators and instructors learn and
navigate the system effectively. Look for well-documented APIs and developer resources if you require
custom integrations or extensions.

Software Updates: Consider the vendor's track record of releasing software updates and bug fixes.
Regular updates ensure the system remains secure, reliable, and up-to-date with the latest features and
industry standards. Look for vendors who actively engage with their user community and incorporate
user feedback into their updates.

Uptime and Reliability: System uptime is critical to uninterrupted learning experiences. Evaluate the
vendor's track record of system uptime and inquire about their server infrastructure, data backup
practices, and disaster recovery measures to ensure the reliability and availability of the LMS or CMS.

Data Security: Assess the system's data security measures, including encryption protocols (such as
SSL/TLS) for secure data transmission, user access controls, and compliance with data protection
regulations (e.g. GDPR or HIPAA). Consider whether the system undergoes regular security audits or
certifications.

5.3.7 Cost and Value

Evaluating the cost and value of an LMS or CMS helps ensure that it aligns with your budget and delivers
a return on investment. The following aspects need to be considered:

Pricing Model: Assess the system's pricing model, whether it is based on a one-time license fee,
subscription, or per-user basis. Consider the total cost of ownership, including any additional costs for
support, upgrades, or customisations.

Value Provided: Consider the value provided by the system in terms of its features, scalability, and long-
term benefits for your organisation. Look beyond the initial cost and evaluate how the LMS or CMS can
support your organisation's goals, improve learning outcomes, and streamline processes.

ROI Analysis: Conduct a cost-benefit analysis or return on investment (ROI) assessment to evaluate the
potential financial and non-financial benefits of implementing the LMS or CMS. Consider factors such
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as increased learner engagement, reduced administrative overhead, improved training efficiency, and
potential cost savings.

5.3.8 User Feedback and Reviews

Gathering feedback from current users of the LMS or CMS provides valuable insights into its strengths
and weaknesses. The following aspects need to be considered:

User Surveys and Interviews: Conduct user surveys or interviews to gather feedback from
administrators, instructors, and learners who have hands-on experience with the system. Ask about their
overall satisfaction, ease of use, key strengths, areas for improvement, and any specific challenges they
encountered.

Online Reviews and Testimonials: Research online reviews and testimonials from reputable sources or
educational communities. These reviews can provide insights into the system's usability, reliability,
customer satisfaction, and overall user experience.

Vendor References: Request references from the LMS or CMS vendor to connect with organisations
similar to yours that have implemented the system. Speak with their representatives to understand their
experiences, challenges, and benefits derived from using the system.

5.3.9 Future Readiness and Innovation

Considering the future readiness and innovation of an LMS or CMS ensures that it can adapt to evolving
educational needs and incorporate emerging technologies. The following aspects need to be considered:

Vendor Roadmap: Assess the vendor's future development plans and roadmap for the LMS or CMS.
Inquire about their commitment to ongoing updates, new feature releases, and support for emerging
trends and technologies.

Innovation Track Record: Evaluate the vendor's track record of innovation. Look for evidence of
incorporating emerging technologies like mobile learning, gamification, artificial intelligence, adaptive
learning, or virtual reality to enhance the learning experience and address future educational needs.

Community and Collaboration: Consider whether the vendor actively engages with the user community
through forums, user conferences, or user groups. A strong user community indicates an environment
of collaboration, knowledge-sharing, and continuous improvement.

5.3.10 Data Encryption

Data encryption is essential to ensure the secure transmission of sensitive information between users
and the LMS or CMS. The following aspects need to be considered:

Strong Encryption Methods: Look for systems that employ strong encryption methods, such as
SSL/TLS, to encrypt data during transmission. This ensures that user credentials, personal data, and
other sensitive information remain protected from unauthorised access or interception.

Data Privacy Compliance: Assess whether the LMS or CMS vendor complies with relevant data privacy
regulations, such as GDPR or HIPAA, to safeguard user data. Inquire about their data storage practices,
data retention policies, and access controls to ensure data privacy and security.

By thoroughly considering these criteria, a well-informed decision can be made concerning the selection
of an LMS or CMS that best meets the organisation's unique needs, enhances the learning experience,
and supports your long-term goals.
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5.4 Supply of DCM systems

5.4.1 Commercial Solutions

PowerSchool Unified Classroom - PowerSchool Unified Classroom® | PowerSchool

PowerSchool Unified Classroom is a learning management software designed to help K-12 educational
institutions manage teaching sessions, assessments, and collaboration. The platform lets administrators
create custom assessments to evaluate students via automated scoring of quizzes, unit or district

benchmark assessments, and psychometric data.
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Screenshot 1: PowerSchool Unified Classroom
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Short Stories - D...

This class will be a writing
workshop fo structure as you see fit
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ENGLISH 8
935 am - W3S am
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m Short Story

Pre Warm-Up:
Hand out test from last class!
Warm-Up: [10 minutes]
1. Hand out Quick Quiz on the
elements of literature

ENGLISH 11
935 am . 1035 am

Objectives:
1. By this time, students will have the

Short Stories - D... v

X

+Add:
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Essential questions

Screenshot 2: PowerSchool Unified Classroom
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ORAFT UPDATED AUG 26, 20  Select Version
(5) Pacing Guide v Sep 2019 - Feb 2020 Month  Year
SESTED START DATE SUNDAY MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY SATURDAY
2019-09-01
September 1 2 3 ) s 6 7
G @ ELC U Unit 1: Fluency, Place Value and Time
5 lessons overy 1 week EOIT SETTINGS

g Ut Flvency, Place Volue and Time s
Sep 3,2019 - Sep 16, 2019

9 10 " 12 13 "
Unit t: Fluency, Place Value and Time
Unit 2: Area and Perimeter

Sep 17, 2019 - Oct 2, 2019

Unit 3: Multiplication and Division 15 16
Oct 3, 2019 - Oct 24, 2019

17 18 19 20 21
Unit 2: Area and Perimeter

Unit 4 Shapes and Their Attributes
Oct 25, 2019 - Nov 6, 2019

Unit 5: Understanding Fractions
Nov 7, 2019 - Dec 17, 2019 22

23 24 25
e Unit 6: Measurement and Data Unit 2: Area and Perimeter
Dec 18, 2019 - Jan 9, 2020

26 27 28

Screenshot 3: PowerSchool Unified Classroom

Atlas Curriculum Management - Atlas (onatlas.com)

Atlas School Curriculum software helps schools initiate, re-design, and continually refine and improve
curriculum development processes in a single unified system. By offering a seamless and integrated
experience, the Atlas curriculum planning platform lets schools manage different types of curriculum
design for the same course. It also provides unit planner templates that are designed to evolve with your
curriculum development.
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Dashboard LX)
My Atlas / Dashboard
My Courses ®  Curriculum Updates 8
Composition Writing a s @ Add New Unit Unit “Intro to Auto Body Repair” was viewed 5
Thursday, November 19, 2020 by Areses, Sharon
High School > English Language Arts > Grade 11| Collaboration | 2 Teachers
Unit Calendar “HS Beginning ESL” was viewed N
Unit Lesson Sep Oct Nov Dec Jan Feb Mar Apr May Jun Thursday, November 19,2020 by Areses, Sharon
Getting Started Through Prewriting 6 — . . )
Unit “Making Cents” was viewed 5
Thesis 3 e— Thursday, November 19, 2020 by Areses, Sharon
Evidence 2 — )
“Algebra | &:”was discussed N
Visual Arguments 5 — Thursday, November 19, 2020 by Areses, Sharon
SRS 0 Your Unit “Intro to Auto Body Repair” was created S
Writing Paragraphs 7 — Thursday, November 19,2020 by Areses, Sharon
Rl 2 - Curricula and/or Attachments in Unit “Rational Numbers” were updated N
Introduction and Conclusion 1 . Thursday, November 19,2020 by Areses, Sharon
(Units8of 9) View in Unit Calendar
My Favorites ®
Quick Reports ®
Unit Compare Units Course = Compare Courses
S — US Emerging as World Power © Introduction to Gender Studies
.S —
% Vocabulary and Spelling © English7 &
Q 7N . -_— w Colonial Development © AP US History
; 1=1
& = X X
Relations & Functions © Algebral 2
My Standards My Assessments My Unit Calendar

Comparison
Page 10f2 | Records 1-5 | Total 8 record(s) found

A ©2021 Faria Education Group Ltd. All rights reserved. Privacy Policy

Screenshot 4: Atlas Curriculum Management

Schoolinsight - Standards-based Learning and Student Information System - Common Goal Systems,
Inc (schoolinsight.com)

Includes the software tools required to manage most small-to-medium sized districts and non-public
schools: student demographics, basic scheduling, attendance, grade reporting (report cards/transcripts),
and tuition/fees.
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Screenshot 5: Schoollinsight

Canvas - Canvas by Instructure

Canvas LMS is a cloud-based, open-source Learning Management System with advanced LMS
functionalities. It can be easily accessed from any device, from anywhere, anytime. Through open APIs
and adherence to LTI standards, Canvas LMS provides easy integration with a network of 600+
education technology partners including Google Classroom, Microsoft Teams, Zoom, and Adobe. It
allows administrators and faculty to innovate and customise courses while giving students a personalized
and engaging experience.

Dashboard

To Do

Nothing for now

Recent Feedback
/ ERD Recap Quiz
15 402
4outol 5

Accounting 2001 Business Telecommunication Strat... Corporate Finance v/ ERD Annotation

Accounting 2001 Business Telecomms FINAN - 3050 15 40

7 outof 10
tl

%

Dashboard

Ly Gy = Y « 24 o 25

ERD Knowledge Check
15 4025
3.750utof 5

View Grades

Database Theory and Design Introduction to Geology 2021 Introduction to Psychology 2021
IS 4025 Geology 2021 Psychology 2021
@ =

Screenshot 6: Canvas
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— Nursing
|H°'"e Nursing Fundamentals [ View Course Stream
ROy Announcements
{5] View Course Calendar
[0S Modules
Dashboard L) View Course Notifications
Syllabus

S I Nursing ' i e
= - Fundamentals AT S

) Badges Sep 23 at 11:59pm

Calend . B Assignment: Module 2 X
el Course Overview 18 pokte|

Sep 24 at 11:59pm

Welcome to Nursing Fundamentals and Health Assessments! In this course, we will learn tools required to [ Records and Reporting X
perform a comprehensive physical assessment and review of a patient’s history. Central to our focus is 15 points |
inspection, auscultation, palpation and percussion techniques. Though emphasis is placed on common health Sep 24 at 11:59pm
problems, health promotion and maintenance strategies are highlighted for all age groups, and students will gain Course Groups
insight into the management of chronic illnesses as well as basic outpatient treatments. = ;

Sroup

The course will introduce students to the nursing process, patient intakes and vital signs, and different types of

patient care. We will also cover a knowledge base for procedures and protocols in a variety of settings. Further, Recent Feedback
we will focus on experiential learming in these settings to provide an opportunity for the student to promote,
maintain and/or restore an optimum level of wellness in adult patients and families in collaboration with other
members of the health team.

Nothing for now

Navigate to the various areas below to view the course syllabus, course modules, instructor information, and
additional relevant course resources.

Screenshot 7: Canvas

= Nursing > Modules

Home Collapse All
Account
“ Announcements
® | Modules
Dashboard
Syllabus v £ & Introduction: Syllabus, Course Resources, and Course Information
Courses Grades °

i@ Welcome and Course Overview 2l
Discussions

Badges 12 Nursing Fundamentals Checklist

& % DISCUSS: COVID-19 Experiences

Spts

v Module 1: Essential Nursing Functions, Facilities, and Resident's Rights
[®) @ Essential Nursing Functions Overview &
[#) ™ Healthcare Facilities Lecture Notes and Overview

¢ Healthcare Facilities Discussion

5pts

=Y

[ . Healthcare Facilities Recap

< ¥ Healthcare Facilities Post-Quiz

Screenshot 8: Canvas

Blackboard Learn - Blackboard Learn learning management system (LMS)

Blackboard Learn is and open-source cloud-based Learning Management System that provides built-in
course construction and management tools to help deliver teaching and learning experiences and system
reliability to keep learners engaged and on track. It also provides easy student registration, enrolment
and payment for courses.
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D2L Brightspace - Brightspace Learning Management System | LMS Platform | D2L

Brightspace by D2L combines research-driven tools, services, and expert support to deliver a high-
quality teaching and learning experience—all in one convenient package. Save time with reliable
learning tools in one centralized hub—course materials, videos, tests, and more. Access the intuitive,
mobile-friendly cloud-based platform on any device to work at your own pace. Monitor student progress
with easily digestible analytics dashboards.

portfolio

& o

o

e oy

Class Progress

e T s s N T

=
v _‘_ = n
4a —
-
o " ” - P
% B
_ - p—————

Screenshot 11: D2L Brightspace

Sakai - Sakai Learning Management System | Sakai LMS

The Sakai Environment provides a flexible and feature-rich environment for teaching, learning, research
and other collaboration. As an open-source software suite developed by its adopter community, Sakai
continually evolves in step with the needs of the students, faculty members and organisations it serves.
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Screenshot 12: Sakai Learning Management System
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Screenshot 13: Sakai Learning Management System
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Screenshot 14: Sakai Learning Management System
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Screenshot 15: Sakai Learning Management System

Classter - School Learning & Student Information Management - Classter

With Classter you will have access to a comprehensive suite of modules, including Admissions, Billing,
CRM, LMS, SIS, Transportation, Library management, and Alumni management, all integrated into one
simple and intuitive platform. It is able to provide an easy-to-use, reliable, secure, and efficient way for
educational institutions to manage their processes and administration from enrolment to alumni. It is
also integrated with over 40 most popular tools in education, so you can easily incorporate it into your
existing workflow.
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Screenshot 16: Classter

Screenshot 17: Classter

Sabgect

veu & O

Uneral

75



@ D2.3 - CyberSecPro Programme Specifications
== CyberSecPro Dynamic Curriculum Management System

Timetable

5 ;
| 2w 2 14 9 vespon ve vea ¥6 5pan ves

20 - 26 Mar 2023 day week month

Tue 2103 Tha 2203 Sat 2903 Sun 26/03

Quick Actions

{ i

Screenshot 18: Classter
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Screenshot 19: Classter

Coursedog - Curriculum and Catalog Management | Coursedog

Coursedog is a curriculum management platform that integrates academic and event scheduling,
curriculum and catalogue management, and course demand projections and analytics. Using a single,
bi-directional integration with SIS and adopting work scheduling software features, Coursedog executes
student-centric, cost-efficient schedules while integrating academic scheduling. This end-to-end
solution delivers actionable course demand projections that support operational excellence. Coursedog
integrates with communication platforms as well as SSO providers like SAML, Shibboleth, and CAS.
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Fall 2020 v All Departments v B saveDVviEws
OVERVIEW SECTIONS BY UTILIZATION HEATMAP
BY TERM BY WEEKS
Heatmap by Term
SUNDAY MONDAY TUESDAY WEDNESDAY THURSDAY
8AM Meetings: 578 || Meetings: 493 J| Meetings: Meetings:
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Ratio: 55% Ratio: Ratio: Ratio:
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11AM
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Enrollment:
Ratio:
1PM
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Screenshot 20: Coursedog
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Screenshot 21: Coursedog
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Custom Fields

Approval Workflow
T New Course Form

A Text New Course Workflow Example v
= Description
= Textarea
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& Additionally, you can add new questions to this form, but responses to these questions will not be included in the Course record.
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Screenshot 22: Coursedog

Zoho Creator - Course Planner - Curriculum Management Mapping Software | Zoho Creator

Manage all the courses you offer, and the details of your students and tutors. See who is in charge of
which course and follow payments until they are credited. Give a separate area for students and tutors
to manage their personal details, their current and upcoming courses, and payments. Split up your
students and tutors as either the current batch of those pending assignment. Enable e-mail notifications
for course updates and keep students and tutors in the know.
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Screenshot 24: Zoho Creator - Course Planner
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5.4.2 Open Licence Solutions

Moodle (A brief reference) -

Moodle, though more popularly known as a learning management platform, is also an open-source
curriculum software. The Moodle system can be expanded to function as a hub for academic
collaboration and curriculum management. Within Moodle, you can create and organise courses based
on your curriculum and incorporate educational standards. Moodle can also be configured to generate
data on student access and performance on the site. More info about Moodle will be provided at the end
of this chapter.

moodle

workplace

¢ ‘

Multi-tenancy Report Builder Dynamic Rules
Programs Certifications Certificates
I |
P o L
Organization Appointments Migration
Structure

Screenshot 25: Moodle
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Screenshot 26: Moodle

/ ' N

W“o”rk' place  Moodle Workplace v Dashboard My courses ~ Site administration O © i fh v Editmode @ )
Dynamic rules

Active Archived

Active rules

Created
Name Conditions Actions -
Users who have a job in the department
‘Moodle Workplace* Allocate users to certification Health
0 Health and Safety Sub-departments: Included and Safety Certification 10/08/22 & v
1 { )
Slocaion 4 Users not allocated to certification 'Health Keep certification default start date
and Safety Certification'
Users who were created during the last 1
) hour Allocate users to prog 'O ing
O Onboarding ¢ _ program’ 10/08/22 & v
Scheduled task Users not all d to progt 'Onboard

b Keep program default start date
program'

Screenshot 27: Moodle
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Ilias - ilias.de

Ilias is a powerful open-source Learning Management System for developing and realizing web-based
e-learning. The software was developed to reduce the costs of using new media in education and further
training to ensure the maximum level of customer influence in the implementation of the software.

ILIAS 5.0 Evaluation Hilfe - Ubersicht Kurs-Szenarien x

MIYY  PERSONLICHER SCHREIBTISCH +  MAGAZIN ~  TESTAREA ~  ADVANCED SEARCH ~

] Magazin » Testbereich » Kurs » Sicherheitsaspekte am Arbeitsplatz

2t ILIAS als Standard

wenigen Klicks

n. Jedes dieser Sz

verlinkten Kapiteln genauer vorgestelit

! Sicherheitsaspekte am Arbeitsplatz

i: Kursmitglieder

oM Abschlusstest = Reihenf

Lernfortschritt .

Vorbedingungen, die fiir einen Zugriff erflllt werden mussen:

flichtenden

halten konkrete

Screenshot 28: Ilias

Open eClass

Open eClass is an open-source Learning Management System designed to provide a platform for online
teaching and learning within educational institutions. It features a user-friendly interface, making it
accessible for both educators and learners to navigate course materials, assignments, and communication
tools. Open eClass offers various features such as course management, collaboration tools, multimedia
integration, and assessment support, aiming to provide educators with the flexibility to create engaging
and interactive courses. Additionally, it includes communication features like announcements,
messaging, and notifications to foster seamless interaction among educators and learners. The platform
also prioritizes data security and user privacy, aligning with essential standards and regulations.

However, it is worth noting that in comparison to widely recognised LMS platforms like Moodle, Open
eClass may not possess the same extensive user community and ecosystem of plugins and integrations.
This limitation can affect its adaptability and compatibility with various educational environments.
Consequently, further comparisons with other available Learning Management System options may be
constrained by these factors, particularly when considering Moodle's broader adoption and
comprehensive support network.

In summary, Open eClass modestly positions itself as an open-source LMS, catering to the needs of
educational institutions. While it offers several commendable features, its comparative limitations in
terms of user community and integration support warrant a measured assessment when considering it as
an LMS option. Nonetheless, it remains a viable choice for institutions seeking a tailored, cost-effective
solution for their unique educational needs.
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5.4.3 Overall Assessment

The assessment is summarised in table 17/18.

Table 17: Overview of DCM system assessment

Assessment | Powerschool Atlas Schoolinsight Moodle Canvas Blackboard
Criteria Learn
Features Hard to Supplemental | Wide range | Customi- Small

keep up features cost of easy to sable variety of
with extra use features features features
“heavy-
duty”
requiremen
ts
User Difficult to Easy Easy to Many Too Room for
Friendly new users interface navigate plugins and | complex visual
add-on improve-
tools to ment
make it
user
friendly
Flexibility Way too Easy course | Flexible Not a lot of
complex design to course design
match each design flexibility
user
Integration Reported Easy Efficient, | Bad syllabus
3rdparty process easy to integration

integration adjustment setup system
issues between
software

Technical Difficult to High average Support Great

Customer reach waiting time sometimes technical
Support inex- support team
perienced
Cost / Price €€€€ €€€ €€ Free €€e €€
version
available
User 4,2/5 3,3/5 4,1/5 4,5/5 4,4/5 3,9/5
Feedback
Up to date Custom Greatup- | Notasup to
pages needed to-date date as other
feedback platforms
Data Security user Constant
Security groups/ password
access a bit change
confusing required
Table 18: Overview of DCM system assessment (cont.)
Asse§ sm.ent Brightspace Sakai Classter | Coursedog Zoho lias
Criteria
Some Wide Allows a lot of
Features Features not . o
fully variety but possibilities
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developed simple
when features
deployed
Little Interface is Ff:()u?roergglle(i’
User Difficult to | overwhelmi | not very Easy to R fqtrainin to
Friendly navigate ng to new user- learn g™
. fully use all its
users friendly
features
. . Limited
Flexibility Easﬂy custom Flex.l ble customi- Open Source
isable design )
sation
Integration | Tricky and
Integration Challengmg with (?nly cha}len-
integration basic ging
software integration
Technical
Great support Slow to
Customer
feedback respond
Support
Cost / Price ee € € eece eee Free version
available
User Lack of
Feedback 4,3/5 3,7/5 4,3/5 onhne 4,2/5 4,6/5
reviews
Continuous Some
Up to date features not
updates
up-to-date
Data
Security

*All information gathered from online user reviews and user ratings on www.g2.com, www.research.com,

www.sourceforge.net, www.gartner.com, www.getapp.com, www.slashdot.org.

Most of the Curriculum Management Systems listed above offer a wide variety of features, with Moodle,
Canvas, Sakai, Brightspace and Ilias being the best picks based on the CyberSecPro needs and their own
flexibility.

Powerschool, Blackboard Learn, Classter, Ilias and Zoho Creator, although being highly customisable,
are also reported by reviewers as difficult to work on. Their interface complexity and learning difficulties
for new users constitute a major downside comparing to the rest.

There have also been reports of non-efficient and challenging integration systems for Powerschool,
Sakai, Blackboard Learn, and Brightspace, with issues in integrating with 3rd party platforms.

When comparing Open eClass and Moodle, Moodle emerges as a robust choice for educational
institutions, thanks to several key strengths. Moodle boasts an extensive and thriving user community,
offering a vast array of resources and support forums. Its rich ecosystem of plugins and integrations
provides exceptional customisation and extensibility options, catering to diverse educational needs.
Additionally, Moodle's well-established track record in the eLearning industry makes it a trusted choice
for numerous educational institutions and organizations worldwide. While Open eClass has its merits,
such as a user-friendly interface and basic features for online teaching and learning, it faces limitations.
Open eClass's relatively small user community can result in limited resources and potentially slower
issue resolution. Furthermore, it may encounter challenges in integrating with other systems and tools
due to its smaller ecosystem of plugins and integrations. Open eClass's recognition and adoption may
also fall short compared to Moodle, impacting its ability to gain institutional support and widespread
usage. In conclusion, Moodle's extensive user community, versatile plugin ecosystem, and established
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reputation position it as a powerful and reliable Learning Management System for educational
institutions.

Moodle can be listed as the best option to fit the mentioned criteria. Being open-source and completely
free, as well as its wide range of features and variety of plugins and add-on tools that can be used, places
it at the top of the list to be chosen as the Curriculum Management System.

5.5 Moodle: An extensive reference of its capabilities

The field of education has undergone substantial change in today's fast-paced and technologically driven
environment. Learning Management Systems (LMS) have become vital tools for educational
institutions, organisations, and individuals wanting to improve their learning experience with the
introduction of e-learning and online education. Among the different LMS platforms available, Moodle
is one of the most extensively used and well-regarded systems.

Moodle, which stands for "Modular Object-Oriented Dynamic Learning Environment," is an open-
source learning management system that helps educators to successfully create, organise, and deliver
online courses. Moodle, created by Martin Dougiamas in 2002, has grown in popularity because to its
flexibility, large feature set, and active community support. It is used by millions of educators and
learners across the globe, spanning diverse sectors such as K-12 education, higher education, corporate
training, and non-profit organisations. [54]

Moodle's open-source nature is one of its primary advantages. Because Moodle is an open-source
platform, its source code is freely available for anybody to use, alter, and share. This transparency
encourages a collaborative environment, enabling developers, instructors, and administrators to
contribute to the organisation's ongoing improvement. As a result, Moodle has a thriving user
community that is constantly improving its functionality, security, and compatibility [55].

Moodle offers a comprehensive set of features that cater to the diverse needs of both instructors and
learners. Its intuitive interface allows educators to create engaging and interactive courses by
incorporating multimedia content, quizzes, assignments, and discussion forums. Moreover, Moodle
supports various assessment methods, including online quizzes, grading tools, and peer review systems,
providing educators with the flexibility to evaluate student progress efficiently [56].

For learners, Moodle provides a user-friendly environment that promotes active engagement and
knowledge retention. Learners can use a centralized online platform to access course materials,
participate in conversations, communicate with peers, and submit assignments. Moodle also provides
customised learning paths, allowing students to progress at their own speed and access resources tailored
to their specific needs [57].

Another notable feature of Moodle is its extensive integration capabilities. The platform supports
interoperability standards such as SCORM (Sharable Content Object Reference Model) and LTI
(Learning Tools Interoperability), enabling seamless integration with external tools and systems. This
interoperability empowers institutions to leverage their existing technology infrastructure, such as
content repositories, student information systems, and virtual classrooms, while providing a unified
learning experience [58].

Furthermore, Moodle's flexibility extends beyond its core functionalities. The platform supports a wide
range of plugins and extensions, allowing institutions to customise and extend Moodle's capabilities
according to their specific requirements. Whether it's integrating with third-party tools, adding new
functionalities, or creating unique learning experiences, Moodle's modular architecture ensures
scalability and adaptability [59].

In conclusion, Moodle has emerged as a leading Learning Management System, renowned for its open-
source nature, rich feature set, and active community. With its user-friendly interface, comprehensive
tools, and customisation options, Moodle empowers educators and learners to create and engage in
dynamic online learning experiences. As education continues to evolve in the digital age, Moodle
remains a powerful platform that embraces innovation and caters to the ever-changing needs of modern
learners.
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5.5.1 Characteristics of Moodle

The most important characteristics of Moodle are as follows [57] [59] [60] [61]:
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1.

Open-Source and Customisability: The open-source nature of Moodle is a big advantage
because it offers institutions and organisations a great level of flexibility and customisability.
Because Moodle is open-source, the source code is publicly available, allowing organisations
to alter and enhance it to meet their specific needs. Customising the user interface, creating new
features, integrating external systems, and adjusting the platform to meet branding rules are all
part of the process. The open nature of Moodle empowers institutions to create a tailored and
unique learning environment that suits their educational objectives.

Large and Active Community: One of the key strengths of Moodle is its large and active
community of users, developers, and contributors worldwide. This vibrant community actively
contributes to the platform's development, support, and improvement. The community provides
a wealth of resources, including forums, documentation, user guides, tutorials, and plugins.
Users can seek assistance, share best practices, and exchange ideas with peers who have
extensive experience using Moodle. The active community ensures that Moodle remains
current, responsive to user needs, and continuously evolves to meet emerging trends and
educational requirements.

Cost-Effective Solution: Moodle offers a cost-effective solution for organisations and
educational institutions. As an open-source platform, Moodle eliminates the need for costly
licensing fees typically associated with proprietary LMS solutions. Institutions can leverage
Moodle's features and functionalities without incurring significant upfront expenses, making it
an attractive option for those with limited budgets. The cost savings can be allocated towards
further customisation, training, support, or additional educational initiatives, maximising the
value derived from the investment in Moodle.

Robust Features and Functionality: Moodle provides a comprehensive set of features and
functionalities that cater to various aspects of online learning. It offers tools for content creation,
course management, assessments, collaboration, grading, reporting, and more. These features
empower instructors to design engaging and interactive learning experiences. Whether it's
creating multimedia-rich content, setting up discussion forums, conducting quizzes and
assignments, or tracking learner progress, Moodle provides a robust and versatile learning
environment that supports diverse pedagogical approaches.

Flexibility in Content Creation: Moodle offers instructors flexibility in creating diverse and
interactive learning content. The platform supports various formats, including text, images,
videos, audio, quizzes, assignments, and interactive activities. This flexibility allows instructors
to design engaging and personalized learning experiences that cater to different learning styles
and objectives. Instructors can incorporate multimedia elements, interactive exercises, and real-
world scenarios, fostering active participation and knowledge retention among learners.
Community Engagement and Collaboration: Moodle emphasizes collaboration and
communication among learners through features such as discussion forums, messaging systems,
wikis, and group activities. These tools promote interaction and engagement, creating a sense
of community within the online learning environment. Learners can actively participate in
discussions, share ideas, collaborate on projects, and provide feedback to their peers. The
emphasis on community engagement fosters a collaborative learning culture and enhances the
overall learning experience.

Multilingual and Localisation Support: Moodle recognises the importance of catering to diverse
learner populations and offers robust multilingual and localisation support. It supports a wide
range of languages, allowing institutions to deliver courses in different languages to reach a
global audience. Moodle's localisation capabilities enable institutions to adapt the platform to
local language preferences, cultural norms, and educational requirements. This localisation
support ensures that learners from different regions can access content and interact with the
platform in their preferred language, fostering inclusivity and accessibility.
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8. Constant Development and Upgrades: Moodle follows a continuous development cycle,
regularly releasing updates and new features to address security, performance, and usability
improvements. The development team actively listens to user feedback, incorporates industry
best practices, and stays ahead of emerging trends in education and technology. Regular updates
and upgrades ensure that Moodle remains relevant, reliable, and aligned with evolving
educational needs. Institutions can benefit from these enhancements to deliver a cutting-edge
learning experience to their learners.

9. Integration Capabilities: Moodle offers extensive integration capabilities, enabling seamless
interoperability with external systems and tools. It supports integration with student information
systems (SIS), authentication systems, content repositories, video conferencing platforms,
learning analytics tools, and more. These integrations streamline workflows, reduce duplication
of efforts, and enhance the overall learning experience. Institutions can leverage existing
systems and tools within their ecosystem, creating a cohesive and efficient learning environment
for both instructors and learners.

10. Scalability and Community Support: Moodle has proven scalability, capable of supporting small
organisations as well as large institutions with thousands of users. Its robust architecture and
community-driven development ensure that Moodle performs well and remains stable, even
under heavy usage. The active community provides valuable support, knowledge sharing, and
best practices for scaling Moodle deployments. Organizations can rely on the collective
expertise of the community to optimize performance, ensure reliability, and address scalability
challenges when implementing Moodle on a larger scale.

In conclusion, Moodle's open-source nature, extensive community support, cost-effectiveness, robust
features and functionality, flexibility in content creation, emphasis on collaboration, multilingual
support, constant development and upgrades, integration capabilities, and scalability make it a
compelling choice for institutions and organisations seeking a comprehensive and adaptable learning
management system.

5.5.2 Moodle Assessment

This section presents how Moodle surpasses other LMS/CMS [62] [63], analysing the aforementioned
criteria.

1. Features and Functionality: Moodle offers an extensive range of features and functionalities that
set it apart from other LMS/CMS platforms. It provides a comprehensive suite of tools for
content management, course creation, assessments, collaborative activities, communication,
and grading. Administrators have the flexibility to create engaging and interactive courses using
various multimedia formats. Additionally, Moodle supports a wide range of question types for
assessments and offers robust reporting capabilities to track learner progress and performance.
Its modular design allows for the integration of additional features through plugins, providing
endless possibilities for customisation and meeting specific organisational needs.

2. User-Friendliness: Moodle excels in providing a user-friendly interface that promotes ease of
use for both administrators and learners. Its intuitive navigation and well-organised menus make
it effortless to navigate through the system. Administrators can easily manage courses, enrol
learners, and set permissions with a few simple clicks. Learners, on the other hand, can access
their courses, view resources, submit assignments, and participate in discussions with ease.
Moodle's clean design and user-friendly interface contribute to a positive learning experience
and promote learner engagement.

3. Scalability and Flexibility: Moodle is designed to scale seamlessly, making it suitable for
organisations of all sizes. Whether you have a small team or a large-scale institution with
thousands of users, Moodle can accommodate your needs. It supports multiple courses and
learners simultaneously, allowing for efficient management of diverse learning environments.
Furthermore, Moodle offers flexibility in terms of learning modalities, supporting online,
blended, and self-paced learning. This adaptability ensures that Moodle can cater to various
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educational needs and teaching methods, making it an ideal choice for organisations with
evolving requirements.

4. Integration Capabilities: Moodle stands out with its robust integration capabilities, allowing for
seamless integration with external systems, tools, and services. It offers standard integration
options for popular tools such as video conferencing platforms, content authoring tools, student
information systems, and learning analytics tools. Furthermore, Moodle supports industry
standards like Learning Tools Interoperability (LTI) and SCORM, enabling easy integration
with a wide range of third-party applications and content. This integration capability enhances
the overall learning experience by providing a unified and cohesive learning ecosystem.

5. Customisation and Branding: Moodle provides extensive customisation options, empowering
organisations to create a unique and branded learning environment. Administrators can
customise the appearance of Moodle to match their organisation's branding and visual identity.
They can tailor course templates, configure layout options, and add branding elements to create
a consistent and personalized learning experience. This level of customisation ensures that
Moodle aligns with the organisation's specific requirements and promotes a sense of ownership
and familiarity among learners.

6. Technical Support and Reliability: Moodle benefits from a large and active community of users
and developers, contributing to its robust technical support and reliability. Administrators and
educators have access to an extensive knowledge base, forums, user communities, and
documentation to help them navigate the system effectively. The Moodle community actively
addresses queries, shares best practices, and offers solutions to technical challenges.
Furthermore, Moodle releases regular updates, bug fixes, and security patches to ensure the
platform's stability, reliability, and data security.

7. Cost and Value: Moodle's open-source nature makes it a cost-effective solution compared to
proprietary LMS/CMS platforms. Organizations can benefit from significant cost savings, as
there are no licensing fees associated with Moodle itself. Additionally, Moodle's extensibility
and customisation options allow organisations to tailor the platform to their specific needs
without incurring additional costs. The availability of a strong community and support network
also adds value by providing ongoing support, resources, and continuous development.

8. User Feedback and Reviews: Moodle boasts a large and vibrant user community, contributing
to an extensive pool of feedback, reviews, and best practices. Administrators and educators can
leverage this collective knowledge to enhance their Moodle experience, gain insights, and
access valuable resources. The user community actively shares experiences, tips, and innovative
approaches, enabling continuous improvement and fostering collaboration among users.
Learning from the experiences and feedback of others ensures that organisations can optimize
their Moodle implementation and maximise its benefits.

9. Future Readiness and Innovation: Moodle has a proven track record of continuous development
and innovation, positioning it as a future-ready LMS/CMS platform. The Moodle team
consistently updates the platform to incorporate emerging trends and technologies in the
education sector. This includes advancements such as mobile learning, gamification, adaptive
learning, learning analytics, and integration with emerging technologies like virtual reality and
artificial intelligence. By embracing innovation, Moodle ensures that organisations can leverage
cutting-edge tools and approaches to deliver effective and engaging learning experiences.

10. Data Encryption: Data security is a top priority for Moodle, and it employs robust data
encryption measures to ensure the secure transmission and storage of sensitive information.
Moodle incorporates encryption through the use of Secure Sockets Layer/Transport Layer
Security (SSL/TLS) protocols. This encryption safeguards user credentials, personal
information, and other sensitive data exchanged between users and the Moodle system,
protecting it from unauthorised access or interception. By implementing SSL/TLS, Moodle
maintains a secure learning environment and ensures the privacy and confidentiality of user
data.

Overall, Moodle's extensive features, user-friendliness, scalability, integration capabilities,
customisation options, strong support network, cost-effectiveness, user community, commitment to
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innovation, and data security measures make it the ideal choice for organisations and educational
institutions seeking a comprehensive and reliable LMS/CMS platform.

5.5.3 Moodle Customisation Using Plugins

Moodle, as an open-source Learning Management System (LMS), offers a wide range of features and
functionalities to support online learning. One of the strengths of Moodle lies in its extensive plugin
ecosystem, which enhances the platform's core functionality and provides additional specialized tools
to meet specific educational needs [64]

Content Management: Moodle offers various plugins to facilitate content management. Plugins like the
Book module allow instructors to create structured content in a book-like format, while the Lesson
module enables the creation of interactive lessons with branching scenarios. Additionally, the H5P
plugin allows for the creation of rich interactive content, such as quizzes, presentations, and interactive
videos, directly within Moodle.

Assessment and Quiz Tools: Moodle provides a comprehensive set of assessment and quiz tools to
evaluate learners' progress and knowledge. The Quiz module offers a range of question types, including
multiple-choice, short answer, and essay questions. Plugins like the Questionnaire module enable the
creation of surveys and feedback forms, while the Feedback module allows instructors to collect
feedback from learners to improve course materials.

Communication and Collaboration: Moodle offers plugins to facilitate communication and collaboration
among learners and instructors. The Forum module enables discussions and knowledge sharing in
threaded discussion forums. The Chat module provides real-time communication, allowing learners to
interact synchronously. Plugins like BigBlueButton and Zoom integrate video conferencing capabilities
into Moodle, facilitating virtual classrooms and online meetings.

Reporting and Analytics: Moodle includes built-in reporting capabilities, but additional plugins extend
its analytics capabilities. Plugins like the Configurable Reports module provide advanced reporting
features, allowing administrators and instructors to generate custom reports based on various data points.
Learning Analytics plugins, such as Learning Analytics Recommendations and Predictive Analytics,
leverage data analysis techniques to provide insights into learners' performance and personalize learning
experiences.

Gamification and Engagement: To enhance learner engagement, Moodle offers plugins that incorporate
gamification elements. Plugins like Level Up! provide a gamified experience, where learners earn
experience points, badges, and levels as they progress through courses. Interactive video plugins, such
as H5P Interactive Video, enable the creation of interactive videos with embedded quizzes, branching
scenarios, and hotspots, making learning more interactive and engaging.

Integration with External Tools and Systems: Moodle supports integration with external tools and
systems through plugins, enabling a seamless learning ecosystem. Plugins like the LTI (Learning Tools
Interoperability) module allow for integration with external learning tools, such as content authoring
tools, e-portfolios, and virtual lab environments. Plugins like the LDAP (Lightweight Directory Access
Protocol) Authentication enable seamless integration with existing authentication systems, simplifying
user management and access control.

Mobile Learning: Moodle offers mobile learning capabilities through plugins and responsive design.
The Moodle app, available for iOS and Android, provides a mobile-friendly interface, enabling learners
to access course materials, participate in activities, and receive notifications on their mobile devices.
Plugins like the Mobile app service plugin allow for customisation and integration of additional mobile
features, such as push notifications and offline content access.

Accessibility and Universal Design: Moodle emphasizes accessibility and provides plugins to enhance
the learning experience for learners with diverse needs. Plugins like the Accessibility block offer
accessibility tools and features, such as font resizing, colour contrast adjustment, and screen reader
compatibility.
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Social Learning and Networking: Moodle promotes social learning and networking through plugins that
facilitate communication and collaboration. The Socialwall plugin creates a social media-like
environment within Moodle, where learners can share updates, resources, and engage in discussions.
Plugins like the User Tours provide guided tours and walkthroughs, helping learners navigate the
Moodle platform and discover its features.

The extensive range of Moodle plugins demonstrates the platform's versatility and adaptability to cater
to various educational requirements. Institutions and organisations can leverage these plugins to
customise their Moodle instance, aligning it with their specific needs and providing a tailored learning
experience for their learners.

5.6 Requirements Matching with Moodle

The purpose of this chapter is to present the mapping of the previously formulated requirements with
Moodle, with the aim of ensuring that the platform meets the objectives of the CyberSecPro project, i.e.
the programme’s adoption and implementation by the HEIs. To mitigate any bias from existing
solutions, the requirements were derived based on user stories. In total, 461 requirements were
developed to adequately address the needs of the project. Comparing each available solution with the
461 requirements would have been an arduous task. To facilitate the selection process, high-level
selection criteria were established in an independent step. Thirteen commercial and open source
solutions were then analysed against these high-level criteria (section 5.4). After careful analysis, it was
determined that Moodle emerged as the best option for the CyberSecPro education and training
programme (section 5.4.3).

To ensure that Moodle is tailored to meet the specific needs of the CSP project, this chapter undertakes
the task of mapping Moodle against the previously identified requirements. This mapping exercise not
only highlights the areas where Moodle already meets the requirements but also identifies areas where
modifications or adaptations are necessary.

The analysis of requirements and their mapping to Moodle was conducted in a systematic manner. Each
requirement was individually examined by referring to its specific attributes and expected
functionalities. The Moodle platform was assessed against each requirement, evaluating its capability
to adequately address and fulfil the requirement. A three-level scale was employed to categorize each
requirement:

Native: The requirement is natively supported by Moodle and only a proper configuration is
needed to achieve the desired functionality.

Needs adaptation: The requirement can be accommodated by Moodle; however, some
modifications or adaptations are required to align Moodle with the specific requirement.

Not supported: The requirement is not supported by Moodle without breaking compatibility.

The resulting Excel file can be found in Annex C. Out of the initial 461 requirements, Moodle was found
to provide native support for 264 of them. This signifies that Moodle's existing features and capabilities
align with these requirements, without requiring any additional modifications or adaptations (e.g. to the
code).

For 196 requirements Moodle does provide support, however, some form of adaptation or customisation
is necessary to fully meet the requirement. These requirements can still be implemented in Moodle;
however, additional effort is required to align Moodle with the specific needs. For instance, the
institution concept is not implemented in Moodle, but is available in Moodle Workplace. Therefore,
Moodle can implement the institution concept, but modifications in the database and the creation of
additional forms is required.

Only one requirement out of the 461 was identified as not supported by Moodle. This particular
requirement pertains to network performance and/or server versions, which are external factors that fall
outside the purview of Moodle's functionalities.
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Table 18 offers a comprehensive summary of the four categories of requirements, namely functional,
non-functional, constraints, and supplemental. It highlights the number of requirements within each
category that are natively supported, need adaptation, or are not supported at all.

Table 19: Overview of Moodle mapping against requirements sorted by category

Native Needs adaptation Not supported Total
Functional 201 (60%) 136 (40%) - 337
Non-Functional 32 (48%) 34 (51%) 1 (1%) 67
Constraints 31 (55%) 25 (45%) - 56
Supplemental - 1 (100%) - 1
Total 264 (57%) 196 (43%) 1 (0,2%) 461

The main challenge in configuring Moodle to meet the DCM objectives of the CyberSecPro project will
be the required dynamicity to adapt to the constantly changing cybersecurity market and curricula needs.
Additionally, some specific requirements may present challenges in modifying the code without
compromising compatibility. Ultimately, achieving a uniform level of functionality and efficiency
across all HEIs necessitates identical Moodle site configurations. However, it is crucial to acknowledge
that Moodle's functionality and effectiveness are not solely reliant on itself, but are influenced by various
external factors such as network performance and server versions/updates.

Mapping the requirements to Moodle has yielded valuable insights regarding the platform's
compatibility with the formulated requirements. The results indicate that the majority of the
requirements have already been successfully implemented within Moodle. Considering that only one
requirement is not supported, Moodle is well-equipped to meet the needs of the DCM system for the
CyberSecPro education and training programme. However, it should be recognised that some
requirements may require re-evaluation as the project progresses, as the necessary adaptations might fall
outside the project's scope. Additionally, since the project is following an agile approach, the
implementation phase will provide the opportunity to further refine, adapt, and supplement the
requirements based on emerging system insights, technical challenges, and stakeholder feedback.

Nevertheless, this mapping serves as a critical step in the customisation and implementation process of
the platform and will serve as foundation for the development of the DCM system in WP3. By
identifying areas of alignment, necessary modifications, and potential re-evaluations, the mapping
contributes to the development of a tailored system that effectively meets the specific needs of the
CyberSecPro project implementation. In summary, the mapping confirms Moodle's suitability as the
DCM system in the context of the CyberSecPro education and training programme. T3.2 will delve into
the specific adaptation and customisation required for the "Needs adaptation" requirements, ensuring a
comprehensive understanding of the implementation process.

5.7 Summary and Discussion

The development of 68 user stories and 461 requirements for the implementation of the dynamic
curriculum management (DCM) system is a noteworthy achievement in the progress of the project. The
careful categorisation of these requirements into functional, non-functional, constraint, and
supplemental categories provides a comprehensive understanding of the system's needs. Furthermore,
the classification of each requirement according to its priority is an important achievement, allowing the
focus on the most crucial aspects during development and implementation. However, it is important to
acknowledge that these requirements should be considered as preliminary. Adopting an agile approach
means that new insights about the system will emerge, technical challenges will arise, and stakeholder
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inputs will be received during the implementation phase. These factors may necessitate refining,
adapting, and supplementing the initial set of requirements. While the prioritisation of requirements
helps streamline the process and focus resources, it must be recognised that flexibility and adaptability
are critical in order to meet the evolving needs of stakeholders effectively.

This chapter highlights the establishment of assessment criteria for selecting a DCM system, resulting
in the identification of Moodle as the most suitable option. The mapping process that aligns the
requirements of the CyberSecPro education and training program with the capabilities of Moodle shows
that the chosen system already satisfies many of the identified needs. This alignment is advantageous as
it ensures that the selected DCM system is equipped with features and functionalities that align with the
specific requirements of the program. However, the mapping exercise also reveals areas where the
Moodle system may require modifications or adaptations to fully meet the specific needs of the program.

By consistently re-evaluating requirements, the project has a better chance of meeting stakeholder needs
and ultimately ensuring that the final result effectively supports and enhances the CyberSecPro
education and training programme.
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6 Concluding Remarks

The growing presence and complexity of cyber threats have made it imperative to establish strong
cybersecurity training programmes. In response to this, the present deliverable endeavours to fulfil this
requirement by creating the overall framework for the CyberSecPro education and training programme.
Furthermore, it provides an in-depth analysis encompassing the various needs and prerequisites for its
successful adoption.

This deliverable serves as a crucial starting point for the development and execution of the CyberSecPro
education and training programme. It lays down a solid foundation by presenting comprehensive
findings derived from extensive research and study. The analysis conducted within this document takes
into account the current landscape, considering the increasing prevalence and constantly evolving nature
of cyber threats.

By outlining the general structure of the CyberSecPro education and training programme, this
deliverable acts as a guide for its design and implementation. It offers insights into the essential
knowledge areas and training modules that need to be incorporated to ensure a comprehensive and
effective training programme.

Moreover, the analysis presented in this deliverable highlights the specific needs and requirements that
should be addressed while executing the CyberSecPro education and training programme. This
comprehensive understanding of the needs of the different user groups ensures that the training
programme is tailored to their specific requirements, maximising and effectiveness.

With the findings presented in this deliverable, the CyberSecPro education and training programme can
be designed and implemented effectively. It will provide a comprehensive and relevant training
experience for participants, equipping them with the necessary skills and knowledge to effectively
protect European cyber infrastructure and systems.

6.1 CyberSecPro Knowledge Areas and training Modules

In order to create a comprehensive and effective cybersecurity education and training programme,
several factors were taken into consideration in the selection of knowledge areas. These factors included
market demand, relevance to the European Cybersecurity Skills Framework (ECSF), availability of
education and training resources, and the importance to the protection of European cyber infrastructure
and systems. By carefully analysing these factors, ten knowledge areas were identified that will shape
the scope of the programme.

The identification of these knowledge areas ensures that the programme aligns with the current needs
of the market and addresses relevant cybersecurity skills required in Europe. To ensure the programme's
effectiveness, the existing education and training offerings by CyberSecPro partners were mapped to
the identified knowledge areas. This mapping process leverages the resources and expertise already
available within the partners' offerings, avoiding duplication of efforts and promoting a synergistic
approach to cybersecurity education and training. Furthermore, this approach encourages collaboration
and knowledge sharing among partners. This collaborative environment fosters innovation, best
practices sharing, and continuous improvement in the delivery of cybersecurity education and training
that is necessary in the ever-evolving landscape of cybersecurity.

6.2 Constraints and Requirements for the Adoption of the CyberSecPro
Programme

The analysis conducted on the constraints and requirements for adopting the CyberSecPro education
and training programme has provided valuable insights into the potential barriers that could hinder its
adoption. These barriers encompass various aspects, including technical, business, societal, legal, and
educational challenges. By identifying these barriers, the consortium gains valuable knowledge and can
proactively develop strategies to mitigate potential challenges. This proactive approach enables the
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consortium to be better equipped to anticipate and address any issues that may arise during the execution
of the CyberSecPro programme.

However, it is essential to acknowledge that some barriers may be beyond the control of the consortium.
Factors such as geopolitical situations, regulatory changes, or unforeseen events may influence the
successful adoption of the programme. Additionally, some barriers may excessively burden the
development or require external support to overcome. Therefore, the consortium must prioritise and
focus on resolving barriers that lie within their control or influence.

6.3 CyberSecPro DCM system

The development of 68 user stories and 461 requirements for the implementation of the dynamic
curriculum management (DCM) system marks a significant accomplishment in the project's progress.
These requirements have been carefully categorised into functional, non-functional, constraint, and
supplemental requirements, allowing for a comprehensive understanding of the system's needs.
Furthermore, each requirement has been classified according to its priority, ensuring a clear
understanding of what aspects of the system should be given higher attention during development and
implementation. This prioritisation will help streamline the process and focus resources on the most
crucial areas.

However, it is important to acknowledge that these requirements can only serve as a preliminary guide.
Following an agile approach, it needs to be recognised that as the implementation phase progresses, new
insights about the system will emerge, technical challenges will arise, and stakeholder inputs will be
received. These factors may necessitate refining, adapting, and supplementing the initial set of
requirements. Still, by embracing the potential for evolving requirements, the DCM system has a better
chance of meeting the evolving needs of the stakeholders and supporting the project's objectives
effectively. The implementation phase will provide ample opportunities to incorporate these evolving
requirements, ensuring that the final result is tailored to the specific needs of the stakeholders.

Furthermore, the establishment of assessment criteria for the selection of a DCM system has provided a
framework for evaluating the various systems available in the market. Through a thorough and careful
evaluation process, the Moodle system has been identified as the most suitable option. The process of
mapping the requirements of the CyberSecPro education and training programme to the capabilities of
Moodle has shown that the system already satisfies many of the identified needs. This means that the
chosen system is already equipped with features and functionalities that align with the specific
requirements of the programme. However, the mapping exercise has also revealed areas where the
Moodle system may require modifications or adaptations to fully meet the specific needs of the
programme. Ultimately, the mapping process ensures that the selected DCM system will effectively
support and enhance the CyberSecPro education and training programme.
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USE CASE TEMPLATE

| TITLE] USE CASE

Document Information

Document Title Title of use case — Verb Noun phrasing is almost always the most
appropriate!
Document Owner
Version
Status
Date
1. BRIEF DESCRIPTION

Insert a 1-2 sentence description of this use case. Be sure to include a starts when / ends when statement
to clarify the beginning and ending points of the scope of this process or piece of functionality.

2. ACTORS

List any roles or systems involved with this process or use case. A person or system fulfilling a role will be
the actor in one of the steps.

3. PRE-CONDITIONS

List anything that must be true before this process or functionality begins. Preconditions should be states
that a system can validate to be true. Acommon example is that a specific Actor has logged into the
System.
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4. BAasic FLow

The basic flow is the normal course of events, otherwise called the “happy path.” Ask yourself, what
happens most of the time and you’ll discover the steps that belong here. You’ll want your basic flow to
cover the full scope of activities between the starts when and ends when.

Create a numbered list of each step below. | recommend using the Word “numbered list” functionality to
automatically number the list.

1.

5. ALTERNATE/EXCEPTION FLOWS

An alternate flow is a variation from the basic flow. Alternatives can be triggered at any step in the basic
flow and often reinsert the actors back into the basic flow.

An exception flow is an error, or a negative condition. When an exception is encountered, it prevents the
process from finishing through to its conclusion until it’s addressed.

Number your alternate and exception flows to indicate the step at which the variation occurs. For
example, a variation on step 3 could be listed as 3a and a second variation as 3b, and so forth.

Describe the alternate functionality and then identify at what step in the basic flow this variation picks
back up. For exception flows that result in the use case ending, simply write, “Use Case Ends.”

la-

6. POST CONDITIONS

Post-conditions indicate what must be true of the state of the system after the steps of the use case are
complete. These should be true for the basic flow and all alternate flows. Exception flows may have
different post-conditions or none at all.

7.SUPPLEMENTAL REQUIREMENTS

This is a special section | use to hold miscellaneous requirements related to the use case. Often you’ll find
BAs including a Business Rules section or other collection of information related to the use case. These
may or may not be actual requirements — you’ll want to establish a clear pattern and communicate that
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clearly and ensure it’s consistent with how your organization documents this type of requirement. I've
also used this section to capture the most salient decisions and notes so they are stored right with the
use case for future consideration.

8. VISUAL MODEL

Many use cases are enhanced by a visual model. A simple work-flow diagram can be used to visually
show the sequence of steps and alternate and exception flows. A user interface mock-up can be used to
show a possible representation of these user requirements in an interface (or a desired representation).
In some organizations, a more formal UML diagram may be appropriate.

Revision History

V. Date Author Description Status
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Moodle

User Story Comments Classification | Priority Name Short Description Rationale
Supported
Proper error messages should be
displayed in different scenarios like
validation errors, no internet
Non- Should . . . . .
000_ALL . Error Handling |connection, server issues or others To promptly inform about issues.
Functional have . .
and administrators should be notified
ifany issues occur while creating
notifications.
. The platform should have an intuitive |To enhance user experience and
Non- Should |User-Friendly P . . . P
000_ALL . and clear interface for smooth user efficiency during account
Functional have Interface L. .
navigation. creation.
Not related to .
The platform should be quick and
moodle but efficient, quickly retrievin
theserver Non- Should . L 9 ¥ . g_" . To ensure asmooth and efficient
000_ALL . Efficiency validating, updating and displaying .
network Functional [have . user experience.
data. Theuser should feel instant
performance ,
. reaction from the platform.
and versions
. Must Server . To ensurethat the platformiis
000_ALL Constraints L The server should be up and running. . P
have Availability accessible.
o L To ensure that the user can access
. Must Internet An activeinternet connection is .
000 _ALL Constraints . ] the platform and submit the
have Connection required.
form.
To ensure the availability of
. Must Database The databases should be availableand ) ¥
000_ALL Constraints o necessary data for adding new
have Availability updated.
users.
. . The platform should display a form
101- EditableFields | | oF o oS piay . .
. Must with editablefields (username, To collect necessary information
Create Functional for Account . .
have ) password, email, etc.)for account for creating a user account.
Account Information

creation.
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101- The platform must provide a visible o
. Must Access to Create o " To enable usersto initiate the
Create Functional ) and accessible "Create Account )
have Account Option account creation process.
Account button for Users.
101- . Account activation should bedone To ensure account security and
. Could [Email . L . ) .
Create Constraints e L. through email verification for security|verify the authenticity of the
have Verification
Account purposes. user.
101 The platform should send an email for
. Must Account account verification and activatethe |To ensuretheauthenticity and
Create Functional oL e L L e ..
have Verification account oncetheverification linkis |verification of the user account.
Account .
clicked.
101- The platform must create the user - .
. Must Account P o ) To finalize the account creation
Create Functional . account upon submission of filled
have Creation . . process.
Account required fields.
101- Non should Prompt and The platform must provideclear and |To keep the user informed and
Create . Clear timely notificationsfor errors or ensure smooth account creation
Functional have N . . .
Account Notifications |issuesduringaccount creation. process.
101 The platform should ensure the
Create Non- Should [SecureData security and confidentiality of user To protect user data and ensure
Account Functional have Handling dataduring account creation and privacy and security.
verification.
. . The platform should display a form
. Editable Fields . P . ) play . .
102-Edit . Must with editablefields (username, To collect necessary information
Functional for Account . .
Account have ) password, email, etc.)for account for editing a user account.
Information .
creation.
The platform must provide a visible
102-Edit . Must Access to Edit P o 'p . To enable usersto initiate the
Functional . |and accessible "Edit Account" option .
Account have Account Option account editing process.
for Users.
. The platform should provide a .
102-Edit . Must Update p . P To ensurethe user isinformed of
Functional ) . confirmation message upon
Account have Confirmation the successful update
successful account update.
. The platform must update the user . i
102-Edit . Must Account P 'p ) . To finalize the account editing
Functional account upon submission of edited
Account have Update process.

fields.
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Prompt and The platform must provideclear and |To keep the user informed and
102-Edit Non- Should P ) P T P P .
. Clear timely notifications for errors or ensure smooth account editing
Account Functional |have - . . .
Notifications |issuesduringaccount editing. process.
The platform should ensure the
102-Edit Non- Should |Secure Data security and confidentiality of user To protect user data and ensure
Account Functional have Handling dataduring account editing and privacy and security.
updating.
Privacy
103- settings: The platform should delete the
. Must Account e . To completethe account
Delete Contact the Functional . account after the specified period if .
. ) have Deletion deletion process.
Account privacy officer not cancelled by the user.
=ENABLED
103- The platform must provide a visible -
. Must Access to Delete P . P N To enable users to initiate the
Delete Functional .__|and accessible "Delete Account ,
have Account Option , account deletion process.
Account option for Users.
The platform should display a
103- The user must Confirmation P . pay To ensure that the user genuinely
, . Must confirmation box and ask for the
Delete beloggedin |[Functional for Account . wants to deletethe account and
have . account password to confirm the . .
Account the DCM Deletion ) prevent accidental deletions.
deletion.
Privacy and To inform the user about the
103- . y Account The platform must mark the account .
policies: . Must . " . o ) deletion process and offer a
Delete Functional Deletion as "Pending Deletion" and inform the .
Contact the have chanceto cancel the deletion
Account . . Process user about the process.
privacy officer request.
103- Non should Clear and The platform must provideclear and |To keep the user informed and
Delete Functional have Timely timely notifications and information [ensuresmooth account deletion
Account Notifications regarding account deletion. process.
103 The platform should ensure the
Delete Non- Should [SecureData security and confidentiality of user To protect user data and ensure
Account Functional [have Handling dataduringtheaccount deletion privacy and security.
process.
Password . . .
. . Must The platform must provide an option |To assist users who have
104-Login Functional Recovery .
have Option for password recovery. forgotten their passwords.
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. . Must Login Option The platform must have avisibleand |To enableuserstoinitiatethe
104-Login Functional o e . .
have Accessibility accessible "Login" option. login process.
Must Credential The platform must verify the user To ensurethat only authorized
104-Login Functional e P . . v . y
have Verification credentials for login. users can login.
To ensure users can successfull
. . Must Password Reset |The platform should facilitate the ) y
104-Login Functional . . reset their passwords and regain
have Process password reset process via email.
account access.
. .. |Toinform the user about
. . Must Error The platform should notify the user if |. )
104-Login Functional P . . . incorrect credentials and prevent
have Notification the entered credentials areinvalid. .
unauthorized access.
. Clear and timely notifications To keep the user informed and
. Non- Should |Timely , . .
104-Login . e L regarding login errors and password |ensuresmooth login and
Functional have Notifications .
recovery must be provided. password recovery processes.
Secure The platform must ensure the secure .
. Non- Should - P . . . To protect user credentials and
104-Login . Authentication [handling of user credentials during . .
Functional |have . ensure privacy and security.
Process login.
105-Link Non should Ensurethesecurelinking of multiple |To protect user dataand
User . Security accounts, protecting user credentials during theaccount
Functional have . X . C
Accounts information and credentials. linking process.
105-Link Must Credential The platform must verify the To ensure that the user has
User Functional have Verification for |credentialsfortheaccount to be authorization to link the
Accounts Linking linked. accounts.
105-Link , . To facilitate the linking of
. . . Must - . The platform must provide an option . g
User Linked logins |Functional Linking Option o . multiple accounts for unified
have for linking multiple accounts.
Accounts access.
105-Link Must Error Notify the user in case of errorssuch |To keep the user informed and
User Functional e L asinvalid credentials or connection |[ensure smooth account linking
have Notification .
Accounts issues. process.
105-Link The platform must allow unified .
. Must e . To provide seamless access to all
User Functional Unified Access |accessto contentsfrom all linked o
have account contents post linking.
Accounts accounts.

4/61



106-Edit Ensure secure editing of preferences, .
Non- Should . . . To safeguard users' personal and
Preferenc . Security especially personal and privacy- . . .
Functional [have . . privacy-related information.
es related information.
106-Edit . . . .
. Must Preferences The platform must provide an option |To allow usersto customize their
Preferenc Functional . , ,
o have Option for usersto edit preferences. account settings and preferences.
106-Edit Email To ensure the authenticity and
. Must Validation for |Send avalidation email if email or . . y .
Preferenc Functional . security of personal information
have Personal Info password is edited.
es changes.
Change
106-Edit . .
. Must Information The platform must save the new To ensure users' new preferences
Preferenc Functional . . . . .
o have Saving preferencesinformation. are applied to their account.
106-Edit . . . . . - .
. Must Form Display forms with available dataand |To guide usersin editing their
Preferenc Functional . .
o have Presentation defaults for selected preferences. preferences effectively.
106-Edit To immediately reflect the
. Must . Updatethedisplay based on changes y
Preferenc Functional Display Update |. changes madein preferences for
have in preferences.
es the user.
107- . . To ensure only authorized users
. Must Permission The platform must validate the user’s ¥
Search Functional L L can search for other users,
have Validation permission to perform the search. . , .
Users ensuring privacy and security.
107- . . L To allow users to specify their
. Must Search Form Display a search form with criteria L p fy
Search Global search |Functional . . search criteria for finding other
have Presentation options for user search.
Users users.
107- Search .
. Must . Executethe search and return the To ensure users receive theresults
Search Functional Execution and . .
have resultsto the user. of their search queries.
Users Results Return
107- The platform must provide a search .
. Must . 'p P To facilitate user search
Search Functional Search Option |option for usersto search for other ] .
Users have users functionality on the platform.
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107- Privacy rights . )
Search must bye & Non- Should |Privacy Ensure that user searches do not To protect the privacy of userson
Functional [have Protection breach other users' privacy rights. the platform.
Users ensured
Institutions
are not native
108- in Moodle.
Search Options: . .
P L Contact The platform must provide an option ,
and - Institutions . Must . L To enable usersto communicate
i Functional Institution to contact theinstitutions from the L
Contact plugin have . with institutions.
- Option search results.
Institutio -Moodle
ns workplace
-Courses
categories
108-
Search . . .
and Must Message The platform must deliver theuser's |To ensure effective
Contact Functional have Delivery to message to theinstitution'sinbox and |[communication between users
o Institution notify theinstitutional contact. and institutions
Institutio
ns
108-
Search
. The platform must provide a search . .
and . Must Search Option .p P To facilitateinstitution search
Functional . option for users to search for . .
Contact have for Institutions |~ . functionality on the platform.
. institutions.
Institutio
ns
108-
Search ) .
and Non should Privacy and Ensurethat user searches and To protect privacy and ensure
. Permission contacts adhereto privacy standards |[communication is within
Contact Functional have ) o o
- Handling and permission levels. allowed permissions.
Institutio
ns

6/61



111-

To ensure complete and accurate

Create . Could |CompleteEvent |All fields required by the template . . —
e Constraints . . information in the notification
Notificati have Information should be provided by the event.
message.
ons
111- . .
Templates should be available for To ensure consistent and
Create . Could |Template . . . N
e . Constraints . each type of event triggering a standardized notification
Notificati have Availability o
notification. messages.
ons
111- .
. . The system should generate a list of e .
Create . Must Recipient List . To ensure that the notification is
L Functional . users that should receive the
Notificati have Creation e . sent to all relevant users.
notification.
ons
111-
Message The system should search for the e L.
Create . Must . To ensure that the notification
e L. Functional Template appropriate message template for the ..
Notificati have . . message isin the correct format.
Retrieval triggered event.
ons
111- . .
Email The system should send the To ensure users receive
Create . Must P I . — o
e L Functional Notification notification by email to every user on |notifications by email ifthey have
Notificati have , . . .
ons Sending thelist. selected this option.
111- The system should send the .
Platform e . . To ensure users receive
Create . Must e notification through theinternal e -
e Functional Notification ) notifications within the
Notificati have , message system to every user in the
Sending . platform.
ons list.
111- Toinitiate the notification
initi ificati
Create . Must Notification The system should be ableto trigger a .
e .. Functional . . e . o creation process based on
Notificati have Triggering notification based on specific events. e
specific events.
ons
111- , P
The system should compose the To personalize the notification
Create . Must Message . . .
L. Functional L message by replacing placeholders message with event-specific
Notificati have Composition . . . . .
ons with the event information. information.
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111-

The system should generate a list of

To respect users' preferences

Create . Must Email List . . I .
e .. Functional . users who prefer to receive the regarding notification delivery
Notificati have Creation e L. . ,
notification via email. method.
ons
201- L S
The Institution Manager should fill in . . ,
Create . Must . . . . |To provide necessary information
L Functional Form Filling the details of the Institution including . .
Institutio have forinstitution creation.
N Name, Shortname, Contacts, etc.
201- The Institution Manager should be
Create . Must Add/Invite . g To add membersto the
o Functional ableto Add/Invite Users to the S
Institutio have Users - institution.
Institution.
n
201-
Create . Must Validation of  [The platform should validate the form |To ensure accurate and complete
. Functional . . . o ,
Institutio have Form Fields fields. information is provided.
n
201-
. i . To ensure that sufficient
Create . Could |Complete All required fieldsin the form must be |. o )
. Constraints . . information is provided for
Institutio have Information filled. o )
N institution creation.
201-
Create Functional Must Institution The platform should create the To finalizethe institution
Institutio have Creation Institution after successful validation. |creation process.
n
201-
Create Non- Should |Prompt Error |The platform should provide prompt [To inform the user about errors
Institutio Functional have Messages and clear error messages. or missing information.
n
201-
Accessto L L S
Create . Must o The Institution Manager should be To initiate theinstitution
o Functional Institution S .
Institutio have Men ableto access the Institution menu. [creation process.
n
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201-

Initiate The Institution Manager should be . e
Create . Must L . " To proceed with theinstitution
L Functional Institution ableto click on the "Create .
Institutio have . o creation process.
N Creation Institution" button.
201- .
Create The Institution Manager should have . _
Create . Must o . _— To set up profiles within the
o Functional Institution an option to create Institution S
Institutio have . . institution.
N Profiles profiles.
201-
Create . Must Submit The Institution Manager should be To submit information for
. Functional . i . o .
Institutio have Information ableto submit thefilled form. institution creation.
n
202-
To ensure that sufficient
Manage . Could |Complete All required fields in the form must be |. o ]
R Constraints ) . information is provided for
Institutio have Information filled. o
N institution management.
202-
N . To ensure that the provided
Manage . Must Validation of  [The platform should validate the form |, o P
o Functional . . information is correct and
Institutio have Form Fields fields.
complete.
n
202-
Update The platform should update the o C
Manage . Must L o . To finalize theinstitution
N Functional Institution Institution details after successful
Institutio have . . management process.
N Details validation.
202-
Manage Non- Should |Prompt Error |The platform should provide prompt [To inform the user about errors
Institutio Functional have Messages and clear error messages. or missing information.
n
202-
Manage . Must Edit Institution |The User should be ableto edit the To make necessary changesin the
. Functional . . o . S .
Institutio have Details desired Institution details. institution details.
n
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202-

Initiate . . T
Manage . Must o The User should be ableto click on the|To proceed with theinstitution
R Functional Institution " o
Institutio have Manage Institution" button. management process.
N Management
202-
Manage Functional Must Access to The User should be ableto access the |To select theinstitution for
Institutio have Institution List |Institution from theInstitution list. |management.
n
202- .
Submit . .
Manage . Must The User should be ableto click the To submit the updated
o Functional Updated " n L . . R
Institutio have . Submit" button after editing. information for theinstitution.
N Information
203-
The deletion process should be
Delete Non- Should |[SecureDeletion .p. To ensure the security and
L . secure, requiring password . , )
Institutio Functional have Process ) ) integrity of the deletion process.
N confirmation.
203- Validation for )
The platform should validate that the . .
Delete . Must Members and L To ensure no dependencies exist
o Functional o Institution has no other members or .
Institutio have Training . , before deletion.
Training Modules with users enrolled.
n Modules
203-
Delete Constraints Could |Password The password entered for To ensure the authenticity of the
Institutio have Verification confirmation must be correct. deletion request.
n
203-
Delete . Must Password The Institution Manager should enter |To ensurethesecurity of the
. Functional ) . ) . .
Institutio have Confirmation [the password to confirm the deletion. |deletion process.
n
203-
Delete . Must Completion of |Theplatform should deletethe . .
o Functional . S . . To finalize the deletion process.
Institutio have Deletion institution after a certain period.
n
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The platform should send an email to

203-
e theInstitution contact and . .
Delete . Must Notification of L . To notify the concerned parties
o Functional . Institution Manager personal email ,
Institutio have Deletion . . about the deletion request.
N informing that a request to delete the
institution was submitted.
203- . N
Initiate The Institution Manager should be . T
Delete . Must . : . To proceed with theinstitution
o Functional Institution ableto click on the "Delete )
Institutio have . . deletion process.
N Deletion Institution" button.
203-
Delete Functional Must Cancellation of |[TheInstitution Manager should be To provide an option to revoke
Institutio have Deletion ableto cancel the deletion request. thedeletion request.
n
203- .
The Institution Manager should be T
Delete . Must Access to L To select theinstitution for
L Functional L . ableto access the Institution from the .
Institutio have Institution List N deletion.
N Institution list.
204-Add
) The process should be secure, .
or Invite . . To ensure the security and
Non- Should ensuring that only authorized users |, .
Usersto . Secure Process . integrity of the user
o Functional have can add or invite othersto the L
Institutio L addition/invitation process.
institution.
n
204-Add
or Invite .
. Must Adding Users to [ The platform should add the usersto |To completethe process of
Usersto Functional o . . e
Institutio have Institution theInstitution upon acceptance. adding usersto theinstitution.
n
204-Add
or Invite L To ensure that only authorized
. Could |User Userl must have "Institution User , y.
Usersto Constraints . " . users can add or invite others to
o have Permissions Management" permission. .
Institutio theinstitution.
n
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204-Add

or Invite User Selection |Userl should be ableto select users To finalize thelist of users to be
. Must . .
Usersto Functional have and from the search results and confirm added orinvited to the
Institutio Confirmation [theuser list. institution.
n
204-Add
or Invite To find and select the users to be
. Must Userl should be ableto perform a L
Usersto Functional User Search added or invited to the
o have User search. .
Institutio institution.
n
204-Add
or Invite Initiate . To initiatethe process of addin
. Must . . Userl should be ableto click on the L P 8
Usersto Functional Adding/Inviting ]|, W " orinviting usersto the
. have Add Users" or "Invite Users" button. |, . .
Institutio Users institution.
n
204-Add
or Invite . . e
. Must Accepting User2 should be ableto seeand To join theinstitution upon
Users to Functional . L
o have Invitations accept theinvitation. acceptance.
Institutio
n
204-Add
or Invite . .
. Must Sending The platform should send an To notify the users about the
Usersto Functional . S . L . S
o have Invitations invitation to each user on thelist. invitation to join theinstitution.
Institutio
n
204-Add
or Invite e
. Must Accessto Userl should be ableto access the To select theinstitution for
Usersto Functional o , o o . . C
L have Institution List |Institution from theInstitution list. |addingor inviting users.
Institutio
n
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205-

The platform should allow the user to

Create User groups or . Must Input Group . . To provide details for the
Functional . input group details: Group name, .
User cohorts have Details . creation of the user group.
Group description and group type.
Group
205- .
The process should be secure, To ensure the security and
Create Non- Should . . . .
. Secure Process [ensuringthat only authorized users |integrity of the user group
User Functional |have .
can create a user group. creation process.
Group
205- Users should be ableto perform a user
Create . Must User Search and P To add members to the user
Functional ) search and select usersto be added to
User have Selection group.
thegroup.
Group
205-
Create Constraints Could |User Users must have "Institution Group To ensure that only authorized
User have Permissions management" permission. users can create a user group.
Group
205-
Create Functional Must User Group The platform should createtheuser |To finalize the creation of the user
User have Creation group upon submission. group.
Group
205-
Create Functional Must Initiate User Usersshould beableto clickonthe |Toinitiatethe processof creating
User have Group Creation |"Create User Group" button. a user group.
Group
205-
Usersshould be ableto access the T
Create . Must Accessto - . To select theinstitution for
Functional o Institution where they have privileges .
User have Institution creatinga user group.
to create user groups.
Group
206- .
The process should be secure, To ensure the security and
Manage Non- Should Secure Process |ensuringthat only group ownerscan |integrity of the user grou
User Functional |have & ygroup grity group
Group manage the user group. management process.
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206-

The platform should present the

Manage Functional Must View and Edit [group detailsand allow the user to To provide details for the
User have Group Details [editthem, including addingor management of the user group.
Group removing owners or members.
206-
Manage Could |User To ensure that only authorized
& Constraints - Users must be owners of a User Group. Y
User have Permissions users can manage a user group.
Group
206-
Manage Functional Must User Group The platform should updatethe User |[To finalizethe management of the
User have Update Group upon submission. user group.
Group
206-
Initiate User . Lo
Manage Functional Must Grou Users should be ableto click on the To initiate the process of
User have P "Manage User Group" button. managing a user group.
Management
Group
206-
Usersshould be ableto access the
Manage . Must Access to User . To select the user group for
Functional i User Group details where they have
User have Group Details . management.
group owner privileges.
Group
207-
The process should be secure, To ensure the security and
Delete Non- Should . . .
. Secure Process |ensuringthat only group ownerscan |integrity of the user group
User Functional have .
deletethe user group. deletion process.
Group
207-
Upon user confirmation, the L .
Delete . Must Execute User To finalize the deletion of the user
Functional . platform should delete the User
User have Group Deletion group.
Group.
Group
207-
Delete . Could [User To ensure that only authorized
Constraints - Users must be owners of a User Group.
User have Permissions users can delete a user group.
Group
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207-

Delete Must User Group The platform should ask for To ensure that the user
User Functional have Deletion confirmation from the user for group [intentionally wantsto deletethe
Confirmation |deletion. user group.
Group
207-
Delete . Must Initiate User Usersshould beabletoclickonthe |Toinitiatethe processof deleting
Functional . " N
User have Group Deletion |"Delete User Group" button. auser group.
Group
207-
Users should be ableto accessthe
Delete . Must Access to User . To select the user group for
Functional i User Group details where they have .
User have Group Details . deletion.
group owner privileges.
Group
912 The process should be secure,
Non- Should ensuring that only users with To ensure the security and
Createa . SecureProcess |, ... .. " . . . .
Process Functional have Institution Management" permission |integrity of the process creation.
can create a process.
212- W e .
. Could |User Users must have "Institution To ensure that only authorized
Createa Constraints - " .
have Permissions Management" permission. users can create a process.
Process
212-
. Must The platform should allow users to To ensure that the process works
Createa Functional Test the Process o
have test the process. as expected before activation.
Process
212- . Users should be ableto click on the o ,
. Must Initiate Process |, " " Toinitiatethe process of creating
Createa Functional . Processes" menu entry and "Create
have Creation N aprocess.
Process Process".
212- . . .
Createa Non- Should |Reliable The platform should reliably send To keep usersinformed about the
Process Functional have Notifications notificationsrelated to the process. |process statusand outcomes.
212- Submit and
. Must i The platform should allow users to ,
Createa Functional Activatethe . . To make the process operational.
have submit and activate the process.
Process Process
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212- Define Process , .
. Must The platform should allow users to To outlinethe actions and
Createa Functional Rules and .
have definethe processrules and results. [outcomes ofthe process.
Process Results
212- ! The platform should allow users to To set the conditions under
. Must Define Process . L . , . .
Createa Functional L definethe pre-conditions which will [which the process will be
have Preconditions . .
Process trigger the process rules. triggered.
212-
. Must Access to Users should be ableto accessthe ,
Createa Functional . . . . To start the process creation.
have Institution Institution from the Institution list.
Process
301-
Createa Must Provide forms for users to fill in To collect necessary information
Training Functional have Form Filling mandatory fields, prerequisites, and |and details about the Training
Module - other metadata. Module.
User Story
301- . .
. To enable trainersto define,
Createa Training - .
. . Must Allow usersto createanew Training |characterize, and add content to
Training Functional Module . L
have . Module. atraining module and submit it
Module - Creation
for approval.
User Story
301-
Createa . To ensure that every Trainin
. . Must . . Enable users to set a title for the . y g
Training Functional Title Setting L Module hasauniqueand
have Training Module. o
Module -- descriptivetitle.
User Story
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301-

Createa Display error notifications for various |To inform trainers about errors
L Non- Should |Error . . . .

Training . e L. issues during the Training Module and guidethem to resolve the

Functional have Notifications . .

Module - creation process. issues.

User Story

301-

Createa Send notificationsto usersregarding |[To keep trainersinformed about
o Non- Should |User . .

Training . e L the submission and approval status of [the status of the Training Module

Functional have Notifications L .

Module -- the Training Module. they have submitted.

User Story

301-

Createa Component To let trainers customize and
. . Must p. Allow usersto choose and edit .

Training Functional Selection and L build the content and structure

have . components for the Training Module. .

Module -- Editing of the Training Module.

User Story

301-

Createa To populate the Training Module
. . Must Content Enable usersto add or upload initial .p P . & .
Training Functional L . with relevant learning materials

have Addition content for the Training Module.

Module - and content.
User Story
302-
Manage a Editin Provide accessto the editin

. .g . Must . & ) " & To allow users to make changes to
Training Functional have Environment environment when the "Manage the Trainine Module
Module - Access Training Module" button is clicked. g '
User Story
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302-

To enable Training Module

Manage a Trainin
. .g . Must g Allow authorized usersto managea |Trainersor userswithin the
Training Functional Module . . o
have Training Module. Training Module Institution to
Module - Management . .
edit the Training Module.
User Story
302-
Manage a Trainin To ensure that changesto the
. 'g . Must g Enable users to submit changesto the . & )
Training Functional Module Change L Training Module are reviewed
have . Training Module for approval. .
Module -- Submission and approved by the Institution.
User Story
302-
Manage a Send notificationsto usersregarding |[To keep usersinformed about the
o Non- Should |User .
Training . e L. the submission and approval status of |status of the changes they have
Functional have Notifications L .
Module -- the Training Module changes. submitted.
User Story
303-
Delete a Trainin To enable users with "Institution
. . Must & Allow authorized usersto deletea Training Modules Manager"
Training Functional Module L . .
have . Training Module. permission to remove a Training
Module - Deletion
Module from the platform.
User Story
303-
Only allow users with "Institution .
Deletea o " To ensure that only authorized
. . Must . . |Training Modules Manager ..
Training Constraints User Permission . .. users can delete a Training
have permission to delete a Training
Module - Module Module.
User Story '
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303-

Deletea . Require users to enter a password to o
o . Must Deletion . . . To ensurethat the deletion is

Training Functional i ) confirm the deletion of a Training . . ,

have Confirmation intentional and authorized.
Module - Module.
User Story
303- . .

. - To inform the Trainers about the
Deletea . Send an email to the Training Module . .
. . Should |Deletion . . . deletion request and provide

Training Functional e . Trainersregarding the deletion . .

have Notification them with an option to cancel
Module -- request.

therequest.
User Story
303-
Deletea Non should Delay the actual deletion of the To provide an opportunity for the
Training . Deletion Delay |Training Module for a specified period |Trainers to cancel the deletion
Functional have
Module -- (e.g., 2 weeks). request.
User Story
304-
AddTraini . Must Material Ensure new material is visible on the |To confirm the successful
. Functional - . . . .
ngMateria have Visibility training module page. addition of training materials.
I
304-
AddTraini Functional Must Material Type |Provide optionsfor thetype of To enablethe addition of various
ngMateria have Selection material to be added. types of training materials.
I
304-
AddTraini . Must Mandatory Validate that all mandatory fieldsare |To ensurethat all necessary
. Functional : - ) . . . o .

ngMateria have Field Validation |filled before adding material. information is provided.
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304-

To facilitate the addition of

AddTraini . Must Material Allow users to add training materials | . . )
. Functional L diverse training materialsto a
ngMateria have Addition toamodule. .
| training module.
304-
AddTraini Functional Should |[Error Notify usersif not all mandatory fields | To guide users to provide all
ngMateria have Notification arefilled. necessary information.
I
305_EditT . . To enablethe removal of
L . Must . . |Provide an option for users to delete .
rainingMa Functional Delete Material L ) unnecessary or outdated training
. have training materials. )
terial materials.
305_EditT . To ensuretheaccurate and up-to-
. . Must Metadata Allow users to modify the metadata of . ) . P
rainingMa Functional e L. . . dateinformation of training
. have Modification |training materials. .
terial materials.
305_EditT Must To facilitate the modification of
rainingMa Functional have Edit Material Allow users to edit training materials. |training materialsin atraining
terial module.
305_EditT Material . To inform users of the successful
L . Must Confirm the successful update of e L. .
rainingMa Functional Update . , modification of training
. have i ) training materials. )
terial Confirmation materials.
305_EditT . . L . .
. . Should |Deletion Warn users about theirreversibility of [ To prevent accidental deletion of
rainingMa Functional . . . . .
terial have Warning the deletion operation. training materials.
311- Add Trainin To build a comprehensive
Createa . Must & Enableadding Training Modules to . p' ,
. Functional Modulesto . Learning Path with appropriate
Learning have . the Learning Path.
Learning Path modules.
Path
311-
Createa Constraints Must User Only allow users with the necessary  [To ensure only authorized users
Learning have Permissions permissionsto createa Learning Path. |can create a Learning Path.
Path
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311-

Submit To ensurethe Learning Path
Createa . Must . Enable submitting the Learning Path &

. Functional Learning Path L meets the standards and
Learning have for approval by the Institution. ) L
Path for Approval requirements of the Institution.
311- Create Learnin
Createa . Must & Provide an environment for creating a [ To facilitate the creation of a

. Functional Path . .

Learning have . Learning Path. Learning Path by the user.
Environment
Path Moodle has
311- learning plan
Createa . Must Fill Learning Enablefilling out aform with To fully characterize the Learning
. Functional )

Learning have Path Metadata |metadataforthe LearningPath. Path for future users.
Path
311- To inform the user of any issues
Createa Non- Should |[Error Notify the user of any issues during that occur during the creation of
Learning Functional have Notifications [thecreation ofaLearning Path. aLearning Path and guide them
Path in resolving theseissues.
311-
Createa Functional Must Sort Training Enable sorting the Training Modules |To provide astructured and
Learning have Modules within the Learning Path. logical flow for the Learning Path.
Path
311-

To provide auniqueidentifier
Createa . Must Set Learning Enable setting atitle for the Learning P L a .

. Functional ) and description for the Learning

Learning have Path Title Path.
Path.
Path
312-
AssignTrai . . . . . .
. . Must Display List of |Display alist ofall registered trainers |To allow the user to select
nerToTrai Functional . L . . .
) have Trainers within theinstitution. trainersfrom alist.
ningModu
le
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312-
AssignTrai

Add Trainer to

. . Must . Enableadding one or moretrainersto |To assign suitable trainersto the
nerToTrai Functional Training L. .
) have aselected training module. training module.
ningModu Module
le
312-
AssignTrai . . . oy . .
. . Must Trainer Ensure trainers are registered within |To ensureonly valid trainers are
nerToTrai Constraints - S .
. have Availability theinstitution. assigned.
ningModu
le
312-
AssignTrai . . . . .
. . Must Select Trainer |Enableselection of atrainer and To ensure trainers have defined
nerToTrai Functional , . . . .
) have and Define Role [definition of their role. rolesin thetraining module.
ningModu
le
312-
AssignTrai . . . . . .
. . Must Save Assigned |Enablesaving the assigned trainers To finalize the assignment of
nerToTrai Functional . . . C
) have Trainers and their roles. trainersto thetraining module.
ningModu
le
313-
RemoveTr Display List of . . . ,
, . Must p v Display alist of all trainers assigned to | To allow the user to select
ainerFrom Functional Assigned . .
. have . thetraining module. trainersto remove.
TrainingM Trainers
odule
313-
RemoveTr . . . .
. . Must Select Trainer |Enableselection of atrainer to To ensure only selected trainers
ainerFrom Functional .
. have to Remove remove from the training module. areremoved.
TrainingM
odule
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313-

RemoveTr . . . . .
, . Must Trainer Ensuretrainersare assigned to the To ensure only valid trainers are
ainerFrom Constraints . o
. have Assignment training module. removed.
TrainingM
odule
313-
RemoveTr N .
, . Must Save Removal of , . To finalize the removal of trainers
ainerFrom Functional . Enable saving the removal of trainers. .
. have Trainers from thetraining module.
TrainingM
odule
313-
RemoveTr Remove Trainer . . .
. . Must . Enable removing one or moretrainers | To manage trainers for the
ainerFrom Functional from Training . . .
. have from a selected training module. training module effectively.
TrainingM Module
odule
316- .
Add Assignment . . .
Create . Must . Enableadding assignmentsto a To allow trainers to assess
. Functional to Training .. .
Assignme have training module. trainees.
Module
nt
316-
Create Functional Must Form to Add Provide a form for users to fill out To collect necessary information
Assignme have Assignment assignment details. about the assignment.
nt
316- Insert
Create . Must . Enable usersto insert questions for To create detailed and
. Functional Assignment . ) .
Assignme have . the assignment. comprehensive assignments.
Questions
nt
316-
Select . .
Create . Must . Allow users to select the type of To ensurethe assignment is
. Functional Assignment . .
Assignme have Type assignment. created as per therequirements.
nt
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316-

To finalize and add the

Create . Must Submit . . . .
. Functional ] Allow users to submit the assignment. |assignment to the training
Assignme have Assignment
module.
nt
316-
Create Constraints Must User Ensureonly authorized users can add |To maintain theintegrity and
Assignme have Permissions assignments. security of the training module.
nt
317-Edit Form for
. . Must . Present a form for editing assignment |To collect updated assignment
Assignme Functional Editing . . .
have . details. information.
nt Assignment
. User .
317-Edit . . , To ensure that only authorized
. . Must Permissions for |Allow only authorized usersto edit
Assignme Constraints . . personnel can make changes to
have Editing assignments. .
nt . assignments.
Assignment
317-Edit o . " :
. . Must Edit Assignment |Allow selection and editing of To ensure that questions are
Assignme Functional . . .
nt have Questions assignment questions. relevant and up-to-date.
317-Edit Edit Assignment . . . To ensurethat trainers can
. . Must . g Allow editing of assignmentsin a . .
Assignme Functional in Training . modify assignments as per
have training module. .
nt Module updated requirements.
317-Edit Notification of . . .
. Non- Should . Notify users about changesin the To keep enrolled users informed
Assignme . Assignment .
Functional [have assignment. about the updates.
nt Changes
317-Edit o . . . .
. . Must Submit Edited [Enable submission of edited To updatetheassignment in the
Assignme Functional . . L
nt have Assignment assignment. training module.
318-
Browse Browse . . . .
. . Must . Enable viewing of all submitted To allow trainers to review and
Assignme Functional Assignment . . .
have assignment answers by trainees. grade assignment answers.
nt Answers
Answers
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318-

Browse Filter . ) . . , . . .

. . Must ) Provide afilter option for viewing To assist trainersin easily finding
Assignme Functional Assignment . .

have assignment answers. ungraded assignment answers.

nt Answers
Answers
318-
Browse . . . .

. . Must Trainer Allow only authenticated trainersto |[To ensurethesecurity and
Assignme Constraints N . . .
nt have Authentication |browse assignment answers. privacy of assignment answers.
Answers
318-
Browse . . . -
Assighme Functional Must Navigateto Allow trainersto navigate and select a | To facilitate the process of
nt & have Assignment specific assignment. browsing assignment answers.
Answers
318-

Browse ) N S To keep the user informed about
. Non- Should |Timely Error Provide timely error notifications for P .
Assighme . e L . . the system status and possible

Functional have Notifications internet or server issues. . .
nt interruptions.
Answers
319-
Grade Grade . . .
. . Must . Enable grading of each questioninan [To allow trainersto evaluateand
Assignme Functional Assignment . .
have assignment answer. grade assignment answers.
nt Answers
Answers
319-
Grade . . . .
. . Must Trainer Allow only authenticated trainersto |[To ensurethesecurity and
Assignme Constraints N . . .
nt have Authentication |grade assignment answers. privacy of assignment answers.
Answers
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319-

Grade Navigateto . . -
. . Must . & Allow trainers to navigate and select a | To facilitate the process of
Assignme Functional Assignment e . . .
have specific assignment answer. grading assignment answers.
nt Answers
Answers
319-
Grade
. . Must , Allow setting a final grade for the . .
Assignme Functional Set Final Grade . & & To finalize the grading process.
nt have assignment answer.
Answers
319-
Grade . . . . . . -
. . Must Insert Provide an option for inserting To give trainers the ability to
Assignme Functional . .
nt have Comments comments for each question. provide feedback.
Answers
319-
Grade e . e .. . . . .
. . Must Notification to |Send notification to thetrainee post |Toinform traineesabout their
Assignme Functional . . .
nt have Trainee grading. graded assignments.
Answers
319-
Grade Must Save
Assignme Functional have Assignment Ensure the assignment gradeis saved. |To keep arecord ofthe grading.
nt Grade
Answers
319-

Grade ) L e . To keep the user informed about
. Non- Should |Timely Error Provide timely error notifications for P .
Assignme . e s . . the system status and possible

Functional |have Notifications |internet or server issues. . .

nt interruptions.
Answers
401-Find- Add Learnin To allow usersto save learnin

. Should 8 Users should have the optionto add a . . 8
Browse Functional Path to i ) . pathsthey areinterested in for

. have . learning path to their favourites.

Learning Favourites easy access later.
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401-Find-

Browse Functional Must Access Learning [Users must be ableto access the To enable users to browse and
Learning have Paths Learning Paths section. search learning paths.
Path
401-Find-
Browse Functional Must Search for Usersshould be ableto perform a To facilitate usersin finding
Learning have Learning Paths |search by setting certain properties. |suitablelearning paths.
Path
401-Find- To give users complete
Browse . Must View Learning |Users must be ableto view full details |. g . P ,
. Functional . . information about alearning
Learning have Path Details of aselected learning path.
path.
Path
401-Find- .
) L To keep usersinformed about the
Browse Non- Should [Timely Error System should provide timely error .
. . — T issues and enhance user
Learning Functional [have Notifications |notifications. .
experience.
Path
401-Find- To provide users with options
Browse . Must View List of Usersshould be ableto view alist of P ] . P .
. Functional . i and details of available learning
Learning have Learning Paths [learning paths.
paths.
Path
402- . .
Plugin: ... |Usersshould be ableto select and To allow usersto effectively
BrowseTra . Must Search Criteria . . )
. Advance Functional , combineup to four search criteriato [narrow down and find relevant
iningMod have Selection . . .
ules course search filter training modules. training modules.
402- :
Users should be ableto clickon a To allow usersto explore and
BrowseTra . Must Accessto . . .
. Functional particular module and beredirected |learn moreabout a particular
iningMod have Module Page ) .
ules to that module's page. training module.
402- Plugin: Users can only combine up to four To prevent overly complex
BrowseTra gin: . Could |Limited Search on'ycombinedp to fo P Y pie
. Advance Constraints o search criteria for filtering training searches and ensure efficient
iningMod have Criteria
ules course search modules. search performance.
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402-

Display of The system should display a list of To provide users with alist of
BrowseTra . Must . . . .
. Functional Available available modules that satisfy the relevant training modules based
iningMod have o . o
ules Modules selected search criteria. on their search criteria.
404- If protected by an enrolment key, the
EnrolinTra . Should p' y . v To ensure authorized enrolment
. Constraints Enrolment Key |trainee must enter avalid key to .
iningMod have in protected modules.

enrol.

ule
404- . .

Enrolin . . To allow trainees to start the
EnrolinTra . Must . Traineesshould beableto enrolina . i
. Functional Training . learning processin aselected
iningMod have selected training module.

Module module.
ule
404- ; s

, System should send an automatic To confirm enrolment and
EnrolinTra . Must Receive . . . - . Lo
.. Functional .. |welcome email to the trainee upon provide additional information if
iningMod have Welcome Email
enrolment. necessary.

ule
404-
EnrolinTra Functional Must Access Training [Trainees must be able to access the list|To enable trainees to choose and
iningMod have Modules List of available training modules. enrol in atraining module.
ule
404- .

Training . . .
EnrolinTra . Must Training module must be available for | To ensure that trainees can only
. Constraints Module i .
iningMod have L enrolment. enrol in available modules.

Availability
ule
404-
EnrolinTra Non- Should |Timely Email System should send awelcome email |[To ensuretimely communication
iningMod Functional [have Notification promptly upon enrolment. and confirmation to the trainees.
ule
404-
EnrolinTra . Must View Module |System should display brief To provide necessary information
. Functional , . , .
iningMod have Information information about a selected module. |to the trainees before enrolment.
ule
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407-Get

Acknowledge

To confirm the completion status

Training . Must . The platform must acknowledge the L. "
Functional Training . . and initiate the certificate
Module have ) completion of the training module. .
. Completion generation process.
Certificate
407-Get Suggest To encourage continuous
Training . Should gg, . The platform should suggest . & .
Functional Additional . L learning and exploration of other
Module have L additional training modules.
. Training relevant modules.
Certificate
407-Get Reliable
Training Non- Should e The platform must reliably generate |To ensure the authenticity and
. Certificate . . - g
Module Functional [have . and provide certificates. reliability of the certificates.
e Generation
Certificate
407-Get .
. Provide . . - .
Training . Must e The platform must providealinkto |To facilitate easy and direct
Functional Certificate o . .
Module have . download the certificate. downloading of the certificate.
- Download Link
Certificate
407-Get
Training . Must List Certificate |Theplatform must add the certificate |To keep a record and easy access
Functional . . . . e
Module have in User Profile |totheuser's profile. to thecertificate for the user.
Certificate
407-Get
.. The platform must generate a . .
Training . Must Generate i . To provide a proof of completion
Functional . certificate upon completion of the
Module have Certificate o to the users.
e training module.
Certificate
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408-Share

. . Should |Shareon Social |The platform should facilitate sharing [To enhance thereach and
Training Functional . . . o e
e have Media on social media platforms. visibility of the certificate.
Certificate
408-Sh
. are . Must Valid Email for |Avalid email addressisrequired for |To ensure successful email
Training Constraints have Sharin email sharin sharin
Certificate 8 & &
408-Share
. . Should |Email The platform should send the To facilitate direct sharing via
Training Functional . e . . .
e have Certificate certificate to a specified email. email.
Certificate
408-Share Share
. . Must e The platform must provide options To facilitate the sharing process
Training Functional Certificate . e .
e have . for sharing the certificate. according to user preference.
Certificate Options
408-Share Accessto
. . Must The user must be ableto accesstheir |[Toinitiatethe process of sharing
Training Functional Completed . -
o have L completed training. the certificate.
Certificate Training
408-Share
o Non- Should , The platform must ensure secureand |To maintain theintegrity and
Training . Secure Sharing . . ) - .
Certificate Functional [have reliable sharing. confidentiality of the certificate.
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408-Share

. . Must Generate The platform must generate a To provide a means for users to

Training Functional . . . .
e have Shareable Link |shareablelink. share the certificate easily.

Certificate
408-Share . - . . . . .

. . Should |View Certificate [The user should be ableto view their |To verify theinformation before
Training Functional . . . .

o have Details certificate details. sharing.
Certificate
410-Get
. Users should be ableto view a . ,

Aggregate . Must View All ) L To allow users to review their

> Functional . summary of all their training results . .
Training have Training Results i overall training achievements.

and certificates.

Results
410-Get
Aggregate . Must Generate The platform must be able to generate | To enable users to share their

> Functional , . . .
Training have Shareable Link [|ashareablelink. training achievements.
Results
410-Get

Accessto . - L

Aggregate . Must Users should be ableto access their To facilitate the viewing of

> Functional Completed .. .
Training have L completed training. aggregate training results.

Training

Results
410-Get
Aggregate Functional Must Namingthe Users should be ableto namethe page | To personalize the shared training
Training have Shared Page to beshared. achievements page.
Results
410-Get
Aggregate Non- Should Securit Ensurethe secure generation and To safeguard users' training
Training Functional [have ¥ sharing of training information. information and certificates.
Results
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411-Get

Individual View Basic . . To allow users to review their
. . Must , Users should be ableto view basic ) .
Training Functional Information ) i e basic training module
have e information and the certificate. .
Module and Certificate achievements.
Results
411-Get
Individual . . L
. Non- Should The platform should load the training | To ensure quick access to training
Training . Performance . . .
Functional [have module details efficiently. module details.
Module
Results
411-Get
. Access - L
Individual . Users should be able to access To facilitate the viewing of
. . Must Individual e . S L
Training Functional . individual completed training individual training module
have Training
Module modules. results.
Module
Results
411-Get
o View Detailed . . . .
Individual Must Trainin Users should be ableto view detailed |To provide comprehensive
Training Functional g information for a selected training information on training module
have Module )
Module , module. completion.
Information
Results
412-
Browse The platform should be able to
. . Must Search Based on P .. |To ensureaccurate and relevant
Similar Functional . |perform asearch based on the details
_ have Module Details . search results.
Training ofthe selected training module.
Modules
412-
Browse . - .
_ Non- Should The platform should return thelist of |To ensure efficient browsing of
Similar . Performance _ o . . .
. Functional [have similar training modules quickly. similar training modules.
Training
Modules
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412-

Access Similar

Browse . Usersshould be ableto select an - .
. . Must Training ) . . o To facilitate the browsing of
Similar Functional option to find similar training . .
. have Modules similar training modules.
Training Option modules.
Modules P
412-
Browse Display List of |The platform should display a list of
. . Must P y P ) . piay To provide users with a list of
Similar Functional Matching matchinglearning modules to the . .
_ have similar training modules.
Training Modules user.
Modules
412-
Browse . . ' . . .
_ . Should |Find More Users should have an optionto find |To provide users with additional
Similar Functional o . .
. have Results more results. similar training module options.
Training
Modules
413-
Communi .
, . Users should be ableto submit aform , .
catewith . Must Submit . . , To effectively communicate the
Functional . with atopic, question, and uploaded . .
the have Question Form user's query to thetrainers.
document.
Course
Provider
413-
Communi
catewith Non- Should |Timely The platform should send To ensure timely communication
the Functional have Notifications notificationsin atimely manner. between users and trainers.
Course
Provider
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413-
Communi
catewith
the
Course
Provider

Functional

Should
have

Provide
Feedback

Users should be ableto provide
feedback on the answer.

To gauge and improve the quality
of support.

413-
Communi
catewith
the
Course
Provider

Functional

Must
have

Receive Reply
Notification for
User

Users should receive a notification
when atrainer replies.

To inform the user about the
answer to their query.

413-
Communi
catewith
the
Course
Provider

Functional

Must
have

Receive
Notification for
Trainers

Trainers should receive a notification
when a user asks a question.

To inform trainers about the
user's query.

413-
Communi
catewith
the
Course
Provider

Functional

Must
have

Access Contact
Option

Usersshould be ableto select a
contact training module provider
option.

To initiate communication with
the course provider.

413-
Communi
catewith
the
Course
Provider

Functional

Must
have

View FAQ

Users should be ableto view a list of
Frequently Asked Questions.

To possibly provideimmediate
answersto user's queries.
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413-

Communi
catewith Functional Must Reply to Trainersshould be ableto reply to the | To provide answers to the user's
the have Question user’s question. query.
Course
Provider
Access to Users should be ableto click on the ,
Access . Must . " . To allow users to access analytics
. Functional Analytics analytics" button and access the
Analytics have . . . data.
Environment  |analytics environment.
Training N . .
Access . Could Theinstitution should be offering a To ensurethat thereis data for
. Constraints Module L .
Analytics have . training module on the platform. analytics.
Availability
Access Non- Should |ReliableData |Theanalyticsdatashould be To ensure that users can trust the
Analytics Functional have Presentation presented reliably and accurately. analytics data.
Access Specific
L P Users should be ableto clickon a . . ,
Access . Must Training o . i To provide detailed analytics for
, Functional training module and view various .
Analytics have Module . each training module.
. analytics related to that module.
Analytics
View Training [Usersshould be ableto see an . .
Access . Must . .. To provide users with asummary
, Functional Module overview of the training modules they .
Analytics have . , ofthetraining modules.
Overview are assigned to.
Access Allow users to access a dashboard To provideacentral location for
) Must Dashboard . . . . . .
Dashboar Functional showing an overview of their training [usersto view and manage their
have Access .
d modules courses and related items.
Access Users should see an overview of all the .
. Must Bookmarks . To allow users to easily access and
Dashboar Functional . sections they have bookmarked across )
have Overview . . manage their bookmarks.
d various training modules.
Access Completed Users should see an overview of all .
. Must . To allow users to easily access and
Dashboar Functional Courses training modules they have )
have . manage their completed courses.
d Overview completed.
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Access Must Training Users should see an overview of all To allow users to easily access and
Dashboar Functional have Modules training modules they are currently |managetheir current training
d Overview enrolledin. modules.
Access . Users should see an overview of all To allow usersto easily access and
. Must Favorites . . . L
Dashboar Functional . training modules they have marked as | manage their favorite training
have Overview ,
d favorites. modules.
Add Must Adding Course [Upon clickingthe button, thecourse |To ensure that the system
Favourite Functional have to Favourite should be added to the user's correctly adds the selected
Course List favouritelist. courses to the favourite list.
Add
. . Must Users must be ableto browse courses |[To allow usersto explore
Favourite Functional Browse Courses |. .
have inthe DCM. available courses.
Course
Add . . . . .
. . Must View and Edit  |Usersshould be ableto view and edit [To allow usersto manage their
Favourite Functional s . T .
have FavouriteList [their favouritelist. favourite courses.
Course
Add To ensure the security and
. . Could |User Users must be logged into the DCM to L y ,
Favourite Constraints L ) o personalization of the favourite
have Authentication |add coursesto their favouritelist. .
Course list.
Add The system should quickly add To ensure the system is efficient
. Non- Should . o S .
Favourite Functional  |have Response Time |coursesto thefavouritelist and show [and providesimmediate feedback
Course an appropriate confirmation. to the user.
Add . A
. Non- Should A The "Add to Favourite" button should |To ensure users can easily find
Favourite . Accessibility . . . .
Course Functional have be easily accessible and visible. and use the functionality.
Add Add to
. . Must . Each courselisting must have an "Add |To facilitate usersin adding
Favourite Functional Favourite e . o
have to Favourite" button. courses to their favourite list.
Course Button
Assign/re - The system should provide an editin
gn/ . Must Editing . Y P . . 8 To allow users to make necessary
move user Functional . environment for updating profile )
. have Environment ) , changes to the profiles.
profiles information.
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Assign/re

. Must Manage User The system must have a "Manage User |To allow users to navigateto the
move user Functional . . . .
. have Profile Tab Profile" tab. profile management section.
profiles
Assign/re . .
. Could |User Access Users must have theright access to To ensure only authorized users
move user Constraints . . . i
) have Rights assign and remove profiles. can manage profiles.
profiles
Assign/re . Users can only assign or removea To ensure proper authorization
gn/ . Could [Line Manager . y . g . prop . )
move user Constraints have Aooroval profile after receiving approval from |and avoid unauthorized profile
profiles bP the line manager. changes.
Assign/re . .
. Must . .. |The system should retrieve and To ensure users can view and
move user Functional Retrieve Profile | . ) , .
orofiles have display the requested user profile. manage the desired profiles.
Assign/re . - o
. Must i Users should be able to search for a To facilitate the finding of specific
move user Functional Search Profile . ) .
) have profile by entering a name. user profiles.
profiles
Assign/re . . .
. Must Profile Update |Thesystem should confirm thatthe |To providefeedback to the user
move user Functional ) . .
orofiles have Confirmation |profile has been updated. about the update status.
Communi Send New . To allow trainersto disseminate
, . Must Enable trainersto send new messages |. . .
catewith Functional Message to . information to all trainees
. have to theentireclass. .
Trainees Class efficiently.
Communi Formattin . . . .
. . Must . 8 Provide formatting options for To enhance the presentation of
catewith Functional Options for
) have message content. the message.
Trainees Message
Communi Notification for
, . Must . Notify trainersif any essential To ensure all necessary details are
catewith Functional Missing . L . .
. have ) information is missing. included in the message.
Trainees Information
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Communi

. . Must Select Course |Allow trainersto select a specific To ensure messages are sent to
catewith Functional . D
. have for Message course to send a message. theintended recipients.
Trainees
Communi
. . Must Enable the messageto be sent to all To ensure the message reaches all
catewith Functional Send Message . . o
) have thetrainees of a course. intended recipients.
Trainees
Communi . . . ,
, . Must Trainer Allow only authenticated trainersto |[To ensurethesecurity and
catewith Constraints L .
. have Authentication |send messages. privacy of messages.
Trainees
Communi Accessto . . L
, . Must Allow trainers to access a message To facilitate communication
catewith Functional Message . . .
. have . environment. between trainers and trainees.
Trainees Environment
Communi
. . Must Store Sent Ensure that sent messages are stored
catewith Functional . To keep arecord of sent messages.
) have Message in the sent messages folder.
Trainees
Communi To keep the user informed about
, Non- Should [Timely Error Provide timely error notifications for P )
catewith . e L. . . the system status and possible
. Functional have Notifications internet or server issues. . .
Trainees interruptions.
Communi Input Subject . . , . . ,
, . Must P J Enabletrainersto input the subject To provide completeinformation
catewith Functional and Message . .
. have and content of the message. in the message sent to trainees.
Trainees Content
Configure Thetrainer should receivea
. Accessto e .. . .
Training Functional Must Feedback notification and be ableto accessthe |To allow thetrainer to review and
Module have feedback responses after the feedback [analyze the feedback.
Responses .
Feedback period concludes.
Configure .
. g Thetrainer should be ableto .
Training . Must Feedback Form . o To collect feedback from trainees
Functional i . configure both pre-and post-training L
Module have Configuration about the training modules.
module feedback forms.
Feedback
Configure . .
. g . Trainees must beenrolled in the
Training . Could |Trainee L To ensure that feedback forms are
Constraints training module for feedback forms to N
Module have Enrollment sent to relevant individuals.
be sent.
Feedback
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Configure

Only users with arole that allows

To ensure that only authorized

Training . Could |Role-Based them to create training modules . .
Constraints L N i individuals can configure
Module have Access within the Institution can configure feedback forms
Feedback feedback forms.
Configure To ensure that trainers are
. g Reliable Thetrainer should reliably receive )
Training Non- Should e L. . . promptly informed about the
. Notification notificationsregarding the S
Module Functional [have - availability of feedback
System availability of feedback responses.
Feedback responses.
Configure , The platform should automatically . .
. Automatic To ensure timely collection of
Training . Must ) send feedback formsto enrolled )
Functional Sending of . L. T feedback without manual
Module have trainees within the specified date . .
Feedback Forms intervention.
Feedback range.
Configure Thetrainer should beableto .
. g . . To tailor the feedback forms to
Training . Must Feedback Form |customize questionsor select from i
Functional o ) . the specific needs and concerns
Module have Customization |predefined options for the feedback .
ofthetrainer.
Feedback forms.
Configure
Training . Must View Feedback [Users must beableto view and To allow usersto understand and
. Functional .
session have Summary analyze feedback summary. analyze the feedback received.
Feedback
Configure .
L Enable Pre- Users should have the option to .
Training . Must L . . ) To collect feedback from trainees
) Functional Training Session |enable a pre-training session feedback . .
session have beforethe training session.
Feedback Form |form.
Feedback
Configure , i .
. Specify . To definethe duration for
Training . Must Users must be able to specify the . .
. Functional Feedback ) sending and receiving feedback
session have ) feedback period.
Period forms.
Feedback
Configure
. Accessto .
Training . Must Users must be ableto access a To enable users to configure
) Functional Feedback .
session have . feedback environment. feedback forms.
Environment
Feedback
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Configure

Automatic
Training . Must . System should automatically send To ensure all trainees receive the
. Functional Sending of .
session have feedback formsto enrolled trainees. |feedback form.
Feedback Forms
Feedback
Configure
Training . Must User Only authorized users should To ensure security and relevance
. Constraints N .
session have Authorization [configure feedback forms. of feedback forms.
Feedback
Configure .
L Customize , ,
Training . Must Users must be ableto customize To ensure the feedback formis
. Functional Feedback .
session have . qguestions for the feedback form. relevant and useful.
Questions
Feedback
Configure e . .
L Notification for , e . To inform users that feedback
Training . Must Users should receive a notification for .
) Functional Feedback responses are available for
session have feedback responses. )
Responses review.
Feedback
Configure
_ . System should send timel .
Training Non- Should |Timely ¥ e . , y To keep usersinformed about the
) . e L notifications regarding feedback
session Functional have Notifications status of feedback responses.
responses.
Feedback
Create . The user should be able to set the new
S Setting User S S ' .
institutio . Must . institution user profile's username, To definethe details and access
Functional Profile R .
n user have . password, institution, role, and level of the new user profile.
) Information o
profiles permissions.
Create .
e Create New " To allow Institution Managers to
institutio . Must N The system must have a "Create New . . .
Functional Institution User L o navigate to the profile creation
n user have . Institution User Profile" tab. .
) Profile Tab section.
profiles
Create N L
o L Institution Manager must have the To ensure proper authorization
institutio . Could |Institution . . . . )
Constraints . necessary rights to create various user |and avoid unauthorized profile
n user have Manager Rights L .
. profilesin the DCM. creation.
profiles
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Create

R User Profile The system should authenticatethe |To ensurethevalidity and
institutio . Must . . . .
N user Functional have Information information about the new user accuracy of the new user profile
) Authentication |[profile. information.
profiles
Create Authenticated o
L. . Institution Manager must have an .
institutio . Could |List of o . . To ensurevalid and accurate
Constraints N institutions' authenticated list of all . .
n user have Institution profile creation.
. members.
profiles Members
Create . . .
o Editing The system should provide an editing . .
institutio . Must , . , o To facilitate the creation of new
Functional Window for window for creating a new institution .
n user have . . ) user profiles.
) Profile Creation |user profile.
profiles
Create
institutio . Must User The system should notify the new user | To inform the new user about
Functional R . i . . .
n user have Notification that their profile has been created. their profile creation.
profiles
Create .
T ) . . To provide feedback to the
institutio . Must Profile Creation | The system should confirm that the .
Functional ) , ) Institution Manager about the
n user have Confirmation |new user profile has been created. .
) creation status.
profiles
Create
ersonal . Must . The system must have a "Sign Up" To allow usersto navigate to the
P Functional Sign Up Button Y entp . . . 5
user have button. profile creation section.
profiles
Create N S
o Institution Manager must have the To ensure proper authorization
personal . Could |Institution . . . . )
Constraints . necessary rights to create various user [and avoid unauthorized profile
user have Manager Rights . .
. profilesin the DCM. creation.
profiles
Create e
User The system should send a notification
personal . Must . . . , - .
user Functional have Notification email to the user for email To ensure the user's email is valid.
. Email confirmation.
profiles
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Create Authenticated o
. Institution Manager must have an .
personal . Could |List of e . . To ensurevalid and accurate
Constraints N institutions' authenticated list of all . .
user have Institution members profile creation.
profiles Members '
Create
personal Functional Must User Profile The system should provide aform for |To gather necessary information
user have Creation Form |entering personal details. for creating a user profile.
profiles
Create
personal . Must User The system should notify the new user |To inform the new user about
Functional R . i . . .
user have Notification that their profile has been created. their profile creation.
profiles
Create
personal Functional Must Profile Creation | The system should confirm that the |To provide feedback to the user
user have Confirmation |new user profile has been created. about the creation status.
profiles
Create
personal Functional Must Submission of |The user should be ableto submit the [To submit the details for profile
user have User Details form afterfilling it. creation.
profiles
Create
personal . Must Email The user should be able to confirm To verify the email address of the
Functional , . . .
user have Confirmation [their email. user.
profiles
Creation S . . .
Availability Make the Training Session available .
of . Must L - L . To allow Trainees to access the
_ Functional within Training [within the Training Module for . .
Training have . Training Session.
Sessions Module Trainees.
Creation
of . Must Training Staff  |Associate the Training Session To assign responsibility for the
_ Functional . . . - . .
Training have Association instance with the Training Staff. Training Session.
Sessions
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Creation
of

Must

Enablethe user to fill in aform with

To collect necessary information

_ Functional Form Filling mandatory and other metadata fields _ .
Training have . ) for the Training Session.
, for the Training Session.
Sessions
Creation
Component Allow the user to choose . .
of . Must . . . |To customizethe Training
. Functional Selectionand |components/resources and edit their .
Training have Editin roperties Session.
Sessions & prop '
Creation
L. Allow the user to submit the Training . .
of . Must Submission for L To ensure the Training Session
. Functional Session instance for approval by the o
Training have Approval L meets institutional standards.
. Institution.
Sessions
Creation
of Functional Must Editing Provide an editing environment for  |To facilitatethe creation ofa
Training have Environment creating a Training Session instance. |Training Session.
Sessions
Creation
of Functional Must Approval Enablethe Institution manager to To finalize the creation of the
Training have Process approve the Training Session. Training Session.
Sessions
Creation e .. . N
Notification to e .. N To inform the Institution
of . Must - Send a notification to theInstitution . .
. Functional Institution manager of the pending Training
Training have manager for approval. .
. Manager Session.
Sessions
Creation
e . . To inform the Trainer of the
of . Must Notification to |Notify the Trainer about the approval .
. Functional . . successful creation of the
Training have Trainer and theunique ID. . ,
, Training Session.
Sessions
Creation . . . .
Identify Allow user to identify and click on the o ,
of . Must . . . To initiate the process of creating
. Functional Training Training Module where the Training . .
Training have . . . aTraining Session.
) Module Session isto beinstantiated.
Sessions
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Creation

Ensure the consistency of data

of Non- Should |Data o . . . .
_ . . between the Training Session and the [To maintain dataintegrity.
Training Functional |have Consistency o
, Training Module.
Sessions
Creation
The user must have the appropriate L ,
of . Could [User . pp_ 'p To maintain security and control
- Constraints . permissionsto createaTraining . . .
Training have Permissions . over Training Session creation.
. Session.
Sessions
Creation
of . Must Database Update the corresponding database L
. Functional ) . . ; To maintain up-to-daterecords.
Training have Update with Training Session details.
Sessions
Creation L . .
Linking to , . . To make the Training Session
of . Must . Link the approved Training Session to . . .
. Functional Training . . accessible within the Training
Training have the corresponding Training Module.
. Module Module.
Sessions
Creation . e
o Ensure clear and concise notifications . —
of Non- Should |Notification . To provide clear communication
. . . for submission errors and approval
Training Functional have Clarity to theuser.
. status.
Sessions
Creation N
Enablethe user to add/upload initial .
of . Must Content . . To provide content for the
. Functional . content for the Training Session . )
Training have Addition ) Training Session.
, instance.
Sessions
Creation
of Functional Must Generate Generatea unique D for the Training |To uniquely identify the Training
Training have UniquelD Session upon approval. Session.
Sessions
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DCM
module
provider
website
integratio
n

Constraints

Could
have

Proper
Integration

Theintegration should be well
implemented, ensuring no broken
links.

To ensure a seamless user
experience.

DCM
module
provider
website
integratio
n

Constraints

Could
have

Up-to-Date
Information

Module providers’ website links
should be up-to-date and working

properly.

To avoid confusion and ensure
the delivery of correct and
relevant information.

DCM
module
provider
website
integratio
n

Non-
Functional

Should
have

Security

Ensurethat thelinks are secure.

To ensure user safety and data
protection.

DCM
module
provider
website
integratio
n

Functional

Must
have

Clickable Links

The DCM should haveclickable links
directing to the module providers'
websites.

To facilitate easy access to
module providers' websites.

DCM
module
provider
website
integratio
n

Functional

Must
have

External

Website Access

Users should be able to access
additional information on module
providers’ websites.

To provide additional
information to the users.
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DCM

module
provider Non- Should , Thelinks should quickly redirect users | To save users’ time and ensure
, . Loading Speed . ) .
website Functional [have to therespective websites. efficiency.
integratio
n
Edition of Temporarily storea copy of the
. . Must Temporary P y ) . py' To allow for retrieval in case of
Training Functional current Training Session instance - .
. have Backup . rejection by Institution Manager.
Sessions before making changes.
Edition of Must Editin Providean editing environment for  |[To enablethe user to make
Training Functional . & the user to make changes to the necessary changesto the Training
) have Environment L . .
Sessions Training Session. Session.
Edition of . . . - -
. . Must . . Provide an option for the user to edit |To facilitate the editing of a
Training Functional Edit Option . . o .
) have the selected Training Session. Training Session.
Sessions
- Institution
Edition of e . -
Trainin Functional Must Manager Allow the Institution Manager to To finalize the editing of the
Sessioni have Approval for approveor reject the editing request. [Training Session.
Editing
Edition of Notification to To inform the Institution
. . Must o Notify the Institution Manager about . .
Training Functional Institution L Manager of the pending editing
) have the editing request for approval.
Sessions Manager request.
Edition of To inform the Trainer of the
. . Must Notification to [Notify the Trainer about the status of .
Training Functional . . successful or unsuccessful editing
. have Trainer the editing request. . .
Sessions ofthe Training Session.
Identi
Edition of . .fy The system should allow the user to . -
. . Must Training . . . To initiatethe process of editing a
Training Functional identify and select the Training . ,
) have Module and . . Training Session.
Sessions . Module and Session for editing.
Session
Edition of . S .
. . Could |User The user must havetheappropriate |To maintain security and control
Training Constraints - . . .. . L . .
Sessions have Permissions permissions to edit a Training Session. [over Training Session editing.
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Edition of

Must

UpdatetheTraining Session in the

Training Functional Final Update To maintain up-to-date records.
. have system and database upon approval.
Sessions
Edition of e . . o . —_—
Trainin Non- Should |Notification Ensure clear and concise notifications | To provide clear communication
, 8 Functional have Clarity for editing requests and status. to theuser.
Sessions
Eliminatio
n of Functional Must Temporary Temporarily store the Training Session [ To allow for retrieval in case of
Training have Store instance upon deletion request. rejection by Institution Manager.
Sessions
Eliminatio
n of . Must . Provide an option for the user to To facilitate the deletion of a
. Functional Delete Option . . .. .
Training have deletetheselected Training Session. |Training Session.
Sessions
Eliminatio Institution o
Allow the Institution Manager to o .
n of . Must Manager . ) To finalizethe deletion of the
. Functional approveor reject the deletion . )
Training have Approval for Training Session.
. . request.
Sessions Deletion
Eliminatio e . N
Notification to . _— To inform the Institution
n of . Must - Notify the Institution Manager about . .
. Functional Institution , Manager of the pending deletion
Training have the deletion request for approval.
. Manager request.
Sessions
Eliminatio
e . . To inform the Trainer of the
n of . Must Notification to |Notify the Trainer about the status of
. Functional . . successful or unsuccessful
Training have Trainer the deletion request. . e .
, deletion of the Training Session.
Sessions
Eliminatio Identi
. ,fy The user should be able to identify o ,
n of . Must Training . To initiate the process of deleting
. Functional and select the Training Module and . .
Training have Module and . . aTraining Session.
) . Session for deletion.
Sessions Session
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Eliminatio

The user must havethe appropriate

n of . Could |User . . To maintain security and control

. Constraints . permissions to deletea Training . . .
Training have Permissions . over Training Session deletion.

. Session.
Sessions
Eliminatio

Delete the Training Session from the

n of . Must . . S
Training Functional have Final Deletion |system and updatethe database upon |To maintain up-to-date records.

) approval.
Sessions PP
Eliminatio Display a confirmation message to
n of . Must Confirmation play & To prevent accidental deletion of

. Functional ensurethe user wantsto deletethe . .
Training have Prompt .. . Training Sessions.

. selected Training Session.
Sessions
Eliminatio
n of Non- Should |Notification Ensure clear and concise notifications | To provide clear communication
Training Functional have Clarity for deletion requests and status. to theuser.
Sessions
Enrolmen
tina Temporar Temporarily store the enrolment

o . Must b Y P Y . L To allow for retrieval in case of
Training Functional Storage of request and notify the Institution . .

. have rejection by Institution Manager.
Session Request Manager.
Instance
Enrolmen
tina . . . .

. . Must Enrolment Provide an option for the user to To facilitate theenrolmentin a
Training Functional . . . . . .

, have Option enroll in the selected Training Session. | Training Session.
Session
Instance
Enrolmen o

. Institution o

tina Allow the Institution Manager to o .

. . Must Manager . To finalizethe enrolment in the
Training Functional approveor reject the enrolment . )

) have Approval for Training Session.
Session request.

Enrolment

Instance

48/61



Enrolmen
tina

To inform the Trainee of the

. . Must Notification to |Notify the Trainee about the status of |successful or unsuccessful
Training Functional . . .
Session have Trainee the enrolment request. enrolment in theTraining
Session.
Instance
Enrolmen .
, Identify
tina . The system should allow the user to o
. . Must Training . . L To initiatethe process of
Training Functional identify and select the Training ) . .
. have Module and . enrolment in a Training Session.
Session . Module and Session for enrolment.
Session
Instance
Enrolmen
tina The user must have the appropriate o .
o . Could |User o ) PP .p. To maintain security and control
Training Constraints o permissionsto enroll in a Training . .
) have Permissions . over Training Session enrolment.
Session Session.
Instance
Enrolmen
tina - .
. . Must . Updatethe Training Session and L
Training Functional Final Update To maintain up-to-daterecords.
) have related databases upon approval.
Session
Instance
Enrolmen
tina e . e . N
Trainin Non- Should |Notification Ensure clear and concise notifications | To provide clear communication
, g Functional [have Clarity for enrolment requests and status. to theuser.
Session
Instance
Evaluatio
. Enableaccessto theactivated
n of . Must Evaluation . To allow the user to completethe
. Functional ... |evaluation asset for the user to .
Training have Asset Activation evaluation asset.
. complete.
Sessions
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Evaluatio

n of . Must Automatic Conduct automatic evaluation if pre- [To automatethe evaluation
. Functional . ) .
Training have Evaluation defined by the trainer. process when chosen.
Sessions
Evaluatio
Manual . . L
n of . Must ) Notify the trainer for manual To ensure manual evaluation is
. Functional Evaluation . .
Training have e e evaluation when necessary. conducted when required.
) Notification
Sessions
Evaluatio , .
" . Evaluation The chosen evaluation mode To ensuretheaccuracy and
n of function . Could . . . .
. " Constraints Mode (automatic or manual) should functionality of the evaluation
Training properly have Availabilit function properl rocess
Sessions y property. P '
Evaluatio
n of Functional Must User Notify the user about thefinal result |To inform the user about the
Training have Notification of the evaluation. evaluation results.
Sessions
Evaluatio Access to
. The system should allow the user to . .
n of . Must Training . ; . To initiatethe evaluation
. Functional identify and access the Training
Training have Module and . ; process.
. . Module and Session for evaluation.
Sessions Session
Evaluatio
Grade . .
n of . Must . Assign and store gradesin the To keep arecord of grades for
. Functional Assignment and .
Training have database. evaluations.
. Storage
Sessions
Evaluatio
n of Non- Should |Timely Ensure timely notifications for To provide clear and timely
Training Functional [have Notifications |evaluation status and results. communication to the user.
Sessions
Evaluatio Submission of
n of . Must ) Allow users to submit thecompleted |[To submit the evaluation asset for
. Functional Evaluation . . .
Training have evaluation asset for evaluation. grading.
. Asset
Sessions
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Invitation Accessto . . .
. The system must allow the Trainer to |[To enablethe Trainer to navigate
to . Must Training . . L .
_ Functional access the Training Module and to the specific Training Session
Training have Module and . ,
, . Session links. for adding new users.
Sessions Session
Invitation . .
" Add Internal The system must provide optionsto |To ensurethat all types of users
to external . Must . .
- " Functional and External add both internal and external users |can beadded to the Training
Training users have - . .
, Users to the Training Session. Session.
Sessions
Invitation R .
to Must Notification to |Thesystem should notify the To ensure that the new user
Trainin Functional have Institution institution manager for theapproval |additionisapproved by the
. & Manager of the new user addition. relevant authority.
Sessions
Invitation
to Must Manage The system must enable the To ensure that the new user has
Trainin Functional have Security management of security and visibility |theappropriateaccessrightsto
, . Properties properties for the new user. the Training Session.
Sessions
Invitation . .
Add External . To facilitate the addition of
to . Must The system must allow the entering of .
. Functional User ) , external usersto the Training
Training have ) external user information. )
) Information Session.
Sessions
Invitation . . .
The system must enablethe searching | To facilitate the addition of
to . Must  |Search for ) L. S| .
. Functional of internal users within the platform’s |internal usersto the Training
Training have Internal Users .
) database. Session.
Sessions
Invitation
The system must update therelated
to . Must Update . To keep the databases updated
. Functional databases after the new user is added . . .
Training have Databases . . with thelatest information.
, to the Training Session.
Sessions
Invitation
The system should ensure that the , .
to Non- Should . . - . To safeguard theinformation and
_ . Security security and visibility conditions for . .
Training Functional [have L resources of the Training Session.
Sessions the new users are maintained.
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Users should be able to search the

Join Functional Must Search group to checkifa To avoid duplication and ensure
forum have Functionality |question/topic/issueofconcernhas |efficient use of forum resources.
already been posted.
Only usersenrolled in a partner To ensure security and
Join . Could [User ) y ) 'p . y
Constraints N institution and logged into the DCM  |authenticity of forum
forum have Authentication . .
should be ableto join theforum. participants.
. - Forums or discussion boards and well-|To ensure that the infrastructure
Join . Could |Availability of . . e
Constraints defined categories should have for forum participation is
forum have Forums . )
already been created within the DCM. |available.
. The forum moderator should be able )
Join . Must . To ensure the quality and
Functional Moderation to moderate and approveor
forum have . . relevance of the forum content.
disapprove the new question.
. To ensure users can easily post
Join . Must . Users should be ableto create and . . . P
Functional Post Creation . their queries or topics for
forum have post a new question. . ;
discussion.
. , Users should be ableto seeand click a . .
Join . Must Join Forum .. To facilitate user participation in
Functional buttonto join one or more groups of
forum have Button . forums.
interest.
. . First-time users should be presented [To inform usersabout the
Join . Must Guideline . . N
Functional . with a page containing forum or guidelinesand ensure
forum have Presentation ) - .
community guidelines. compliance.
. e L Users should receive timel .
Join Non- Should |Notification I . y To keep usersinformed and
. notifications regarding the status of
forum Functional have System ) . engaged.
their postsand replies.
Like Non- Should |Immediate Upon liking a course, usersshould To confirm to the user that their
course Functional [have Feedback receive immediate visual feedback. like has been registered.
, Users should be ableto see and click a .
Like . Must . N To allow users to express their
Functional Like Button like" button next to each course
course have preference for acourse.

listed in the DCM.
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To ensurethat only

Like . Could |User Only users who are logged into the . .
Constraints N . authenticated users can interact
course have Authentication [DCM can like a course. . L
with the course listings.
Like Constraints Could |Course Courses must have been created and [To ensurethat thereare courses
course have Availability populated in the DCM database. available for users to like.
. The number of likes for each course To provide feedback to users and
Like . Must . .
Functional Like Count should be displayed below each course creators about the
course have .
course. popularity ofacourse.
) . Users should receive a confirmation .
Make . Must Confirmation e L. . ) .... _|Toacknowledgethereceipt of the
. Functional e notification via email after submitting , .
enquiry . have Notification . user's enquiry.
"email" an enquiry.
Users should receive aconfirmation |To ensureimmediate feedback to
Make Non- Should . . . . .
) . Response Time [notification immediately after the user regarding the enquiry
enquiry . . Functional [have . . o
"immediately" enquiry submission. submission.
Make . Must . . |Usersshould beableto completeand |To ensure users can easily send
i Functional Submit Enquiry . . . .
enquiry have submit the enquiry form. their enquiries.
An enquiry form must be available as
Make . Could [Form quiry To ensure users have a platform
. Constraints o part of the Contact Us page of the .
enquiry have Availability to make enquiries.
DCM.
. To facilitate usersin making
Make . Must . The DCM should have an enquiry form .
) Functional Enquiry Form enquiries about the CyberSecPro
enquiry have as part of the Contact Us page. S
training programme.
Manage Accessto . .
. Must The Institution Manager should have |To allow authorized personnel to
user Functional Manage User ] .
. have . access to manage user profiles. manage user profiles.
profiles Profile
Manage The system should display an editing
& . Must . . _|environment for the Institution To allow the updating of user
user Functional Edit User Profile . L .
. have Manager to update user profile profileinformation.
profiles . .
information.
Manage Could The Institution Manager must have To ensure that only authorized
user Constraints have AccessRights |theright accessto update user personnel can update user
profiles profiles. profiles.
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Manage . The system should allow the . .
. Must Retrieve User o ) To facilitate theretrieval of user
user Functional . Institution Manager to retrieve a user . .
) have Profile . . profiles for editing.
profiles profile by entering the name.
Manage i . The system should display a To provide feedback to the
g . Must Confirmation of .y . P y. p .
user Functional confirmation that the profile has been |Institution Manager about the
. have Update
profiles updated. status of the update.
Provide
realtime . After submitting the form, the user . .
. . Must Connect with . To ensurethe user receives timely
online Functional should be connected with the next .
have Agent . . . assistance.
customer availablelive customer service agent.
support
Provide
realtime . |To manage user expectationsand
. . Should |Queue Ifall agents are busy, placetheuserin )
online Functional ensure all requests for assistance
have Management |aqueue.
customer are handled.
support
Provide .
. The system should display a . .
realtime . . . To collect necessary information
. . Must User registration form requiring name and L
online Functional ) , . , from the user for communication
have Registration email for feedback service
customer and feedback.
management.
support
chat / chatbot
Provide
realtime The system should allow the user to .
. . Must - o . . To enable users to easily request
online Functional Initiate Contact |initiate contact with a live agent by .
have L , assistance.
customer clicking a messaging button.
support
Provide
realtime . .
. Non- Should ) The system should connect the user to|To enhance user satisfaction by
online . Response Time , , . e .
Functional have alive agent with minimal delay. providing timely assistance.
customer
support
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Provide

realtime The user's registration details and .
. Non- Should . o . To ensure the privacy and
online . Data Security |[communication history should be . . ]
Functional have . security of user information.
customer securely stored and transmitted.
support
Provid
ro.w. ¢ Trainees should be able to access the . .
Training . Must Feedback Form . To enabletrainees to provide
Functional feedback form by clicking on the )
module have Access e L. feedback easily.
notification.
Feedback
Provide
Trainin Must Feedback Trainees should be able to submit
& Functional . . To ensure feedback is collected.
module have Submission their feedback.
Feedback
Provide
Training Non- Should |Timely The platform should send To ensure trainees have sufficient
module Functional [have Notifications |notificationsin atimely manner. timeto provide feedback.
Feedback
Provide
Training Functional Must Feedback Form |The feedback form should allow To gather comprehensive
module have Structure trainees to evaluate various aspects. |feedback from trainees.
Feedback
Provide
The platform should send a
Training . Must Notification for p ) . To inform trainees about the
Functional notification to thetrainees about the . .
module have Feedback Form - opportunity to provide feedback.
availability of a feedback form.
Feedback
Provide
Training Functional Must Update Trainer |Thesystem should updatethe To keep trainersinformed about
module have Dashboard trainer’s feedback dashboard. the feedback.
Feedback
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Provide

Training . Could |Feedback Feedback can only be provided within | To maintain a structured
Constraints . - . .
module have Period a specified period. feedback collection process.
Feedback
Provide
Training Functional Must Feedback The platform should securely store To maintain theintegrity and
module have Storage the feedback. confidentiality of feedback.
Feedback
Pro‘w.de Trainees must be able to access the . ,
Training . Must Accessto . To enable trainees to provide
. Functional feedback form by clicking on the )
Session have Feedback Form e .. feedback easily.
notification.
Feedback
Provide
Training . Must Feedback Form |Trainees must be able to submit their ,
) Functional . To ensure feedback is collected.
Session have Submission feedback.
Feedback
Provide .
. Timely The system should ensure that the . -
Training Non- Should . . , To ensure trainees have sufficient
, . Feedback Form |feedback form isavailableto trainees | . )
Session Functional have o . e . timeto provide feedback.
Availability within the specified feedback period.
Feedback
Provide
Training . Must Feedback Form |The feedback form should allow To gather comprehensive
) Functional . . .
Session have Structure trainees to evaluate various aspects. |feedback from trainees.
Feedback
Provide
The platform must notify trainees
Training . Must Notification for P . » . ify trai To inform trainees about the
. Functional about the availability of a feedback . .
Session have Feedback Form opportunity to provide feedback.
form.
Feedback
Provide ,
. Updating ., . .
Training . Must . The system must update thetrainer’s |To keep trainersinformed about
) Functional Trainer
Session have feedback dashboard. the feedback.
Dashboard
Feedback
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Provide

o Limited . . N
Training . Could Trainees can only provide feedback To maintain astructured
) Constraints Feedback _ . . .
Session have ) within a certain period. feedback collection process.
Period
Feedback
Provide
Training Functional Must Storing The system must securely store the To maintain theintegrity and
Session have Feedback feedback. confidentiality of feedback.
Feedback
React to . o To allow trainers to address
. Must . Enabletrainersto reply to specific e
User Functional Reply to Review , specific comments or concerns
. have user reviews. . .
Review raised in the reviews.
To enabletrainersto respond to
React to . . . .
. Must User Review Allow trainersto react to user the feedback given by trainees,
User Functional . . . .
. have Feedback reviews. ensuring clarity and resolution of
Review .
issues.
React to To ensure ease of use and
Supplementa |Could Provide a user-friendly interfacefor  |efficiency for trainersin
User User Interface - . . . .
Review I have navigating and responding to reviews. |managing and responding to user
reviews.
React to Non should Send a notification to the user who To inform the users about the
User . Notification left the original review after the trainer's response to their
. Functional [have . )
Review trainer postsaresponse. reviews.
React to . . . To providetrainers with an
. Must . . Display a list of user reviews for the P . .
User Functional Review Listing . . . overview of the feedback received
. have trainer’s training module/session. .
Review from trainees.
Review of ,
. . The system must display the overall . .
Training Display Overall . . To provide acomprehensive
) . Must status of the Training Session, each . . .
Session Functional Statusand . . overview of the Training Session
. have evaluation asset, and each Trainee . .
Evaluatio Scores . . . evaluationsto the Trainer.
ns along with their respective scores.
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Review of
Training

Review Training

The system should enable the Trainer

To allow the Trainer to analyze

Must

Session Functional have Session to review the Training Session the evaluation results of the
Evaluatio Evaluations evaluations. Training Session.
ns
Review of

. Accessto . . .
Training Must Trainin The system must allow the Trainerto [To enablethe Trainer to navigate
Session Functional & access the Training Module and to the specific Training Session

. have Module and L . .
Evaluatio . Session links. for reviewing evaluations.
Session

ns
Review of
Trainin . The system should ensure that the To ensurethe Trainer can make

) & Non- Should |Reliable Data . Y . . .
Session . . displayed dataisaccurate and informed decisions based on the

. Functional [have Display . .

Evaluatio reliable. displayed data.
ns
Get
Detailed Display Trainin . . - . —

L . Must p v & Provide the environment for the To facilitate the user in navigating
Training Functional Session - . . - .. .

) have ) specific Training Session to the user. [to the specific Training Session.
Session Environment
Result
Get
Detailed Must Accessto The system should allow theuserto  |To initiatethe process of
Training Functional have Training access the Training Module where the |reviewing Training Session
Session Module Link Training Session was instantiated. results.
Result
Get

. To provide the user with the

Detailed . . . . .

. . Must Show Training [Allow the user to view theresultsof [necessaryinformation regarding
Training Functional . . . . . . .
Session have Session Results |the specific Training Session. their performancein the Training

Session.

Result
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Schedule

The system should enablethe Trainer

To allow the Trainer to set the

. . Must Add/Edit . .
Training Functional / to add or edit oneor more schedules |[schedules for the Training
) have Schedule . . . .
Sessions for a particular Training Session. Session.
Accessto . . .
Schedule Must Trainin The system must allow the Trainer to |To enablethe Trainer to navigate
Training Functional g access the Training Module and to the specific Training Session
) have Module and . . ,
Sessions . Session links. for scheduling.
Session
Schedule L The system must allow the Trainer to |To ensurethescheduleis
. . Must Submission for . .
Training Functional submit the new schedule for approval |approved and validated by the
, have Approval o . R
Sessions by the Institution. Institution before being finalized.
Schedule L The new schedule must be approved L
. . Could |Institution o .pp To ensure thevalidity and
Training Constraints by the Institution before being
. have Approval - acceptance of the new schedule.
Sessions finalized.
. The system should send reliable .
Schedule Reliable . y . . To keep all partiesinformed
. Non- Should e L. notificationsto both the Trainer and
Training . Notification . about the schedule approval
) Functional have the manager of the Institution
Sessions System . status.
regarding the approval status.
Search
Engine for . Must . Provide simple and advanced search . . .
g, ) Functional Search Options , p , L ) To facilitate effective searching.
Training have options for finding training sessions.
Sessions
Search
. The system should allow usersto
Engine for . Must Access to . . R
_ Functional . access the search enginefor training [To initiate the search process.
Training have Search Engine )
) sessions.
Sessions
Search
. Accessto Allow users to access more . o ,
Engine for . Must . ) . ) . ) To provide detailed information
. Functional Training Session [information about atraining session L .
Training have . . . . about atraining session.
Sessions Information by clicking on the associated link.
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Search

Engine for Functional Must Display Search |List thefound trainingsessionswith |To provide users with the search
Training have Results relevant information and links. results.
Sessions
The platform should provide a clear
Set Non- Should |Visual ) P L. P To clearly inform the user about
. L visual indication that abookmark has
Bookmark Functional have Indication the bookmark status.
been set.
The platform should display a
Set . Must Bookmark P . . P y . To enable users to easily set
Functional . i bookmark setting option within the
Bookmark have Setting Option ) i bookmarks.
learning content interface.
Set . Must Platform The training module should be hosted | To ensure the functionality of
Constraints -
Bookmark have Compatibility |ontheplatform. bookmarks.
Bookmark .
Set . Must The platform should acknowledge the | To provide feedback to the user
Functional Acknowledgme . .
Bookmark have ot setting of a bookmark. about the action.
Thetrainee should be able to access
Set . Must Access to . To utilize the bookmark
Functional the bookmarked section at a later . . .
Bookmark have Bookmark time functionality effectively.
Share . . N
.. . Must . Trainees should be ableto customize |To allow personalization ofthe
Participat Functional Customize Post
) have the post. shared post.
ion
Share The platform should display a sharin
.. . Must Display Share .p ) p. v & To enable users to share their
Participat Functional . option when amilestoneis .
. have Option achievements.
ion completed.
Share . . . -
Participat Non- Should |Quick The platform should quickly redirect |To ensureasmooth and efficient
ion P Functional [have Redirection to social media platforms. process.
Share . . . - . .
.. . Must Social Media The platform should beintegrated To facilitate sharing on various
Participat Constraints . . . .
ion have Integration with social media platforms. platforms.
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Share

. . Must Redirect to The platform should redirect to the . .
Participat Functional . . . . To facilitate the sharing process.
ion have Social Media selected social media platform.
Share . . . . . . .
. . Must Provide Social |Theplatform should provide different | To give users options for sharing
Participat Functional . . . . . :
ion have Media Options |social media platforms for sharing. achievements.
Share ) ,
.. . Must . The platform should provide a To make the sharing process
Participat Functional Prefilled Post ) i , i
ion have prefilled post for sharing. easier and consistent.
Share i , i .
. . Must Confirmation of|The platform should confirm To notify the user of the
Participat Functional . . .
ion have Sharing successful sharing. successful action.
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